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NetEyez Version 4.0 Release Notes

Oct. 20, 2025, Version 4.0.2

In this release, known issues have been fixed and new features have been added.

System Recovery

We provide system recovery with recovery media.

Upgrades Notes
This release upgrades the OS to Ubuntu 24.04.

All existing data and settings will be lost. However, configuration information can be

retained by using the export/import feature for settings.

Models Available

This release applies to the following models.

® NTEZx-01GC-R2 (NetEyez 1GbE Rackmount)

® NTEZx-10GM-R2 (NetEyez 1/10GbE Rackmount)

® NTEZx-10GM-S-R (NetEyez Security 1/10GbE Rackmount)
® NTEZx-10GM-S-P (NetEyez Security 1/10GbE Portable)

New Features

1. [Security] Added asset and threat suppression features in security detection. This
enhancement helps customers avoid being overwhelmed by false positives and
allows them to efficiently identify the threats that truly require attention. [#6003]

2. Improved the NetEyez Linkage function, significantly enhancing the performance
of SYNESIS capture session analysis. Note that when analyzing trace files (PCAP)
stored on SYNESIS, performance remains unchanged. [#6701]

Major Changes Since Version 4.0.1

1. Improved syslog alert delivery so that alerts can now be sent to the specified
syslog server even in environments where ICMP is blocked. [#6692]

2. Enhanced the NetEyez Linkage function to support analysis of trace files on
SYNESIS that include double-byte characters in the filename. [#6486]
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3. [Security] Modified intrusion detection so that only one rule set can be enabled at
a time: either the Community Rule Set (NetEyez default) or the Subscriber Rule Set
(customer subscription). [#6585]

4. Enhanced the contents of log output. [#6465]

Fixed Issues

1. Fixed an issue where decoding an active capture pcap file caused the omni-decode
process to crash. [#6480]

2. Fixed an issue in the security function where exporting [Alarm] > [Security Events]
> [Threats] failed if the process exceeded 10 minutes, resulting in a forced return
to the login screen without exporting the data. [#6475]

3. Fixed an issue where capture could not be stopped properly when disk space was
insufficient. [#6546]

4. Fixed anissue in the analysis log file size handling where files larger than 2GB
could not be retrieved correctly, causing repeated log entries and preventing
analysis from completing. [#6865]

5. Updated related packages to address CVE-2025-10585, (A vulnerability caused by
type confusion in Chromium V8).

6. Updated related packages to address CVE-2025-32462 and CVE-2025-32463,

(Local privilege escalation vulnerabilities in sudo).
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Jun. 03, 2025, Version 4.0.1

System Recovery

We provide system recovery with recovery media.

Upgrades Notes

This release upgrades the OS to Ubuntu 24.04.
All existing data and settings will be lost. However, configuration information can be retained by

using the export/import feature for settings.

New Features

Upgraded OS to Ubuntu 24.04

Updated NDPI to version 4.8

Updated DPDK to version 23.11.2

Updated Snort to version 3.3.0.0

Updated TD-agent to version 5.0.4

Enhanced the user manual and provided some distribution file [#6308]

Added a Message Center feature: allows users to view up to 500 past error [#5779]
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Enhanced the analysis function of global IP (Custom IP with Assets) to support IDS analysis
(Security) [#5834]

Major Changes Since Version 3.1.2

Registered ARP/RARP in the LLC node table, enabling ARP/RARP packet analysis [#4870]
Enabled "Analyst" users to use the SYNESIS Linkage function [#6336]

3. Changed [Settings] > [Security] > [Public Assets] to [Custom IP Assets], and made
the Apply button necessary after new registration, editing, or changing activation settings
(Security) [#5728]

4. Modified widgets "Top N Event Distribution" and "Top N Malicious Events" to display up to 25
entries (Security) [#5751]

5. Discontinued support for FAT32 file systems as backup destinations on external disks [#6307]

6. Changed Japanese label “BENDAME])” to a more standard “B&L N> R” (Security) [#5881]

7.  Security reports now always have the [Time Range for All Widgets] setting checked, disabling
user modification (Security) [#6344]

8. Changed the Log feature to an optional feature. ([Data Collection]>[Log], Security) [#6342]
*Log feature: Collects logs from third-party products and enables threat analysis when
properly configured.

9. Changed the Beat Sensor feature to an optional feature. .) ([Settings]>[Security]>[Beat
Sensor], Security) [#6342]
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*Beat Sensor feature: Monitors the system status and load conditions of sensor NetEyez.
10. Due to specification change, the Linkage feature no longer supports decoding trace files
directly on SYNESIS. [#6462]
11. The IntSights threat intelligence service used for the security detection feature has been
discontinued. [#6473]

Issues Fixes

1. Fixed issue where capture with duplicate filenames was allowed but only one file could be
analyzed—now duplicate filenames are not allowed [#4651]

2.  Fixed issue where temporary files created during "Save As" and related Pcap download
operations were not deleted [#6349]

3.  Fixed display issues with long filenames in Application > File Monitoring during PDF or CSV
export [#5954]

4. Improved large Pcap file handling to prevent search/analysis engine crashes due to insufficient
resources [#6346]

Known Limitations

1. When selecting a time range including the latest 5 minutes, aggregation processes may cause
slight discrepancies in displayed data [#5546]

2. Inreal-time monitoring, some analysis results just before monitoring stops may be lost.
[#6271]

3. Results may differ between real-time monitoring, Pcap file analysis, and SYNESIS capture
session analysis, even when analyzing the same traffic [#6358]

4. Trace files that can be analyzed by NetEyez (including those on the SYNESIS Next probe) must
have filenames containing only alphanumeric characters, underscores (_), and dashes (-).

5. In the SYNESIS Next, only the 1G link of management ports are confirmed.

6. Importing and exporting settings currently doesn't support SYNESIS probe configurations.

7.  In SYNESIS Next, the maximum size of SYNESIS capture session data that can be analyzed at
one time is now limited to 50 GB.

8.  SYNESIS Next performs analysis correctly only when the time zones of NetEyez and SYNESIS
are the same.

9. Recorded statistics and KPls in ES will be removed when the aggregation status is toggled
on or off.

10. Name resolution results are retained when aging erases previous analysis results.

11. The behavior of packets with IP checksum errors differs between real-time monitoring
and other types of analysis (e.g., pcap). Real-time monitoring counts the packets and
bytes as 0, while analysis such as pcap file counts them also as the number of packets and
bytes observed.

12. Due to the OS upgrade and changes in the database schema, data from versions earlier than
V3.1.2 cannot be retained.

13. Submenu can no longer be closed after entering search mode in navigation menu.
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14. Because cross-category overlap checks are not performed, overlapping IP addresses, subnets,
or ranges among branch, VIP, and site definitions may result in incorrect analysis.
15. The normal search applies only to the data currently shown in the list table.
> When "IP Global Search" is enabled, IP addresses can be searched across the entire
database. For sorting (User, Application, Bytes, and Packets), it is applied to the
entire database, not just the currently listed data.

» Otherwise, sorting is limited to the data displayed in the current table.
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