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8 2021001725 17:33:17 14:35:29.601211000  167.144 23 56 1015963127 TNS 520 Response, Data (6), Data @ 1
B 2021/01/23 15:41:39 14:35:32 405522000 167 144 23 54 10.15963127 TCP Frdl [TCP segment of a reassembled PDU]
E 2021/01/22 18:02:17 14:35:34 343736000 10.159.63.126 10.158.17.104  TCP 1434 80 we2w86x92 1139 [ACK] Seq=1 Ack=1 Win=16560 Len=1380
A 2021/01/22 14-07-08 14:35:38.634187000  Dell_28:43:d4 Broadcast ARP 50 Who has 192.168.0.487 Tell 192.168.0.131
B 2021/01/22 13.58.19 14:35:43.005690000  192.168.0.12 19216801  TCP 60 1103 \xe2\x86%92 3143 [ACK] Seq=1 Ack=1 Win=17520 Len=0
A 200101721 18:52-12 14:35:48.001358000  192.168.0.15 192168.0.14  UDP 411 49562 xe2\xB6I2 49566 Len=369
14:35:51.729053000  63.204.74.136 192.168.0.10  TCP 1454 1214 We2wB6x82 1360 [ACK] Seq=1 Ack=1 Win=16462 Len=1400
14:35:54 307338000  64.165.201.248 192.168.0.10  TCP 590 1214 We2xB6W82 1379 [ACK] Seq=1 Ack=1 Win=1838 Len=536
14:35:68.824996000  192.168.0.14 192.168.0.15  UDP 703 49566 \xe2xB6x32 49562 Len=661
14:36:02.751809000  192.168.0.12 192.168.0.2¢  UDP 154 20598 \xe2xB6x92 20598 Len=112
14:36:05.952471000  192.168.0.12 192.168.0.2¢  UDP 1312 20596 \xe2xB6xI2 20596 Len=1270

» Frame: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
» Ethemet Il Src: Toshiba_5736-c7 (00:08-0d-5736:c7), Dst: IPvdmeast_fc (01:005e-00-00-fc)
» Internet Protocal Version 4, Src: 192.168.0.63, Dst: 224.0.0.262
» User Datagram Protocal, Src Port: 4689, Dst Port: 3544

Teredo IPv6 over UDP tunneling

» Internet Protocol Version 6, Src: 3ffe:831f4004:1952:8000-d36:2efc-f47a, Dst: ff02::1
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0040 F4 7A FF 02 00 00 00 00 OO 00O 00O OO 00O OO OO OO z
0050 0w 0
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7.3. 8

”

A ) (4 )
0 (4 )16 Y ASCI | A 0 (4
) & .
8 | LO-K | ovs F—2I7L | FA-R1x
BmyAT [ Q) sy B0 | w0y R 172960 O TH - MEEOER

F4E | TaLERL - 1] r—ADERE

FEETHBATNLVIILIEE : TS5 92 Vol
WEE No. FeFl L) FIAHE =3 EE%E Jokan BE A
149833  SYNESIS Channel A 17:25:49.814329877 0.000002419 43.21.182.8 14.83.113.123 TCP 1518 57563 — 10152 [ACK] Seq=1 Ack=1 Win=4096 Len: "
149834 SYNESIS Channel B t 14.83.113.123 [TCP Retransmission] 57563 — 10152 [ACK] Se:
149835  SYNESIS Channel A 17:25:49.814332334 0.000002419 2000::9473:ddb8 2000::6ea3:89e1 UDP 1518 38567 — 57138 Len=1452
149836 SYNESIS Channel B 17:25:49.814332373 0.000000039 2000::9473:ddb8 2000::6ea3:89e1 UDP 1518 38567 — 57138 Len=1452 @
149837  SYNESIS Channel A 17:25:49.814334792 0.000002419 21.138.219.4 143.47.31.140 TCP 1518 55132 — 5076 [ACK] Seq=1 Ack=1 Win=4096 Len=]
149838  SYNESIS Channel B 17:25:49.814334843  0.000000051 21.138.219.4 143.47.31.140 TCP 1518  [TCP Retransmission] 55132 — 5076 [ACK] Seq=1 #,
» Frame 1498-34 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits) on interface SYN?IS Channel B, id 1 =

» Ethemnet Il, Src: Performa_00:00:02 (00:10:94:00:00:02), Dst: Xerox_00:00:01 (00:00:01:00:00:01)
winternet Protocol Version 4, Src: 43.21.182 8, Dst- 14 .83 113.123
0100 ... = Version: 4
- 0101 = Header Length: 20 bytes ()
» Differentiated Senvices Field: 0x00 (DSCP: CS0, ECN: Not-ECT)

Total Length: 1500 @

Identification: 0x3822 (14370)

FELA 0 1 2 3 4 5 6 7 8 9 A B C D E F
0000 00 00 01 00 00 O1 00 10 94 00 00 02 08 00 45 00 . . . . . E . Gy
0010 05 DC 38 22 00 00 FF 06 1D OE 2B 15 B6 08 OE 53 .« O R o . S
0020 71 78 E0O DB 27 A8 00 01 E2 40 00 03 94 47 50 10 q { . T . @ . . G P
0030 10 00 06 21 00 00 00 00 OO0 Q0 0O 00O 00O 00 0O 00 B 1
0040 00 00 00 00 00 OO OO 0O OO0 OO OO OO 00 0O 00 00
0050 00 00 00 00 00 00 OO 00 00 00 OO OO 0O 00 00 00 5 o « 5 5 o @
0060 00 00 00 OO 00 0O OO OO OO OO OO OO 0O 00 00 OO0

N

1,000 v

7.3.1. 1

1 A b b i
A i A 0

EEE No. Fral ] ] BEiET EEx Jokal RE Y=
250890 SYS-4G-STR Channel A 15:45:23.998574460 0.000019300 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU] =
250891 SYS-4G-STR Channel A 15:45:23.998588540 0.000014080 172.24.1.78 172.23.2.91 [TCP segment of a reassembled PDU]
250892 SYS-4G-STR Cl pel A 15:45:23,998589190 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=930525 Win=16383 Le¢
250893 SYS-4G-STR C el A 15:45:23.998610940 0.000021750 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU]
250894 SYS-4G-STR C@EI A 15:45:23.998629180 0.000018240 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU]
250895 SYS-4G-STR Channel A 15:45:23.998629830 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=934401 Win=16383 Le _
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» Ethernet II, Src: 38:0e4d"b6-03-e0 (38-0e:4d-b6:03-e0), Dst: MagicCon_a2-03-f3 (00:05-1b:a2:03-f3) -
» 802.1Q Virtual LAN, PRI 0, CFI: 0, ID: 23
winternet Protocol Version 4, Src: 172.24.1.78, Dst: 172.23.2.91 3
0100 . = Version- 4
.... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT)
e
Identification: 0x9c8a (40074) 8
12K
-
A
e g w
4 (n ) A 16 9 ASCIlUD
FERLA 0 1 2 3 4 5 6 T 4 9 A B C D E F
0000 00 05 1B A2 03 F3 38 0OE 4D B6 03 EO0O 81 00 00 17 . M i
oot 8 00 ¢5 oofos 34 fec s 40 w0 F 06 E 61 AC T8 . E @ a .. =
0020 01 4E AC 17 02856 01 BB 11 AC A0 11 DD D7 7E &2 SN . ~ R
0030 E7 40 50 10 O@C 48 34 00 00 EB 92 15 BA FE CD . @ P 4
0040 BD B2 DE 07 A 1A DF 1A F4 OE D6 3C 76 FF DD . v
0050 29 7F 69 1A 10 1F 37 98 75 6B CA 4E F3 4F AB 82 ) i 7 . u k (¢
0060 EB E§ 41 32 23 BD 22 37 17 6% 2F FC 2B &5C 3C F9 .. A2 7 i Vo<
0070 F1 D9 5 70 BF 20 83 73 86 52 1C 60 1C 14 A2 FC vV p s R |
12K
w % 2
[ A4 16 DA ) ASCQAI )
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Ce

7.3.4.

”

0 N o

'5%8 La—t ovo -2 mﬁ-‘“ F3-K1 x @
BRIAT I\ CaD) "‘I‘, ‘le/vm Mml I BB vam HR O T4~ MABO®R
405 AR v F FL—AOE%
AR THTRENVRN T LIRE : TS5~-. /19—, VolP
W No. Ferl L] TN B *E% Zokan R 93U
153126 SYNESIS Channel B 17:25:49.818380407 0.000000051 101.184.72.206 ‘ 161.82.71.196 TCP 1518 [TCP Retransmission] 10189 — 10439 [ACK] Seq=1 Ack=1 Win=4096 Len=14 2
153127 SYNESIS Channel A 17:25:49.818382813  0.000002406 2000::3628:c15a 2000::48a4:70aa UDP 1518 16596 — 8105 Len=1452
'17:25:49.818382864 2000::3628:c15a  2000::48a4:70aa 16596 — 8105 Len=1452
153129 SYNESIS Channel A 17:25:49.818385277 0.000002413  50.220.36.103 80.169.35.226  TCP 1518 46295 — 45906 [ACK] Seq=1 Ack=1 Win=4096 Len=1460
153130 SYNESIS Channel B 17:25:49.818385322 0.000000045 50.220.36.103 80.169.35.226 TCP 1518 [TCP Retransmission] 46295 — 45906 [ACK] Seq=1 Ack=1 Win=4096 Len=14
153131 SYNESIS Channel A 17:25:49.818387735  0.000002413 2000::1b14:60ad 2000::2452:3855 UDP 1518 41066 — 43237 Len=1452

v

12K 0

)y A Q A & A

54 4

(Hex) / He x

(ASC) I A ASCI |

No N A No (n 123) A
No A4 [ 0] (n 123)

1 A (/ 1) A No A 0

No A o010 HpA 123)
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