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‘ 1. AEIOWNT I

AZ(F. SYNESIS 0EREMIIV_17ILTY,

EFIMCIOTEA - BRI B REIELTE LIRIEAENERDEF IO T, CHIARICHFEVOET )L 2R
LTLIz&L,

SYNESIS OETILCDWT DML 1.2.SYNESIS OFESE |1 % TS BBTEE L,
BEICABRANMECIBECE. I-Y -4 RSBV BABBUEDEETHRIVEDEL
IZ&0N

1.1. REHRAUSLVEES

AETHERIZREARANL FELOBEITY,

E BTl

[XZ1— / IK9>4] BIEEHE L (CFRRENZAZ1 -2 F (IR 2ZERUE T,

<F-%> F-R-FEDF-ZERLET,

<variable> AV TAY MDIZGE(E B 2BIRUET . COHEE. RIBEHECEDE
TEERELET.

[FHEEE BEEE O TFEEBEZEWRUET .,

> B HEZZERUET,

Command INDRADBIZERLET

[-option] I RBITEREIN3IGE . AERIRERATS a2 RUET.

“[1" TEFENTOWRWATS AV (FABRTEE A

<argument> N RERBITHEAINDSZS. 5I88z2RUET .
(EEElE5lE argument #ZRULTVWETD, )

{Argl | Arg2} N> REITEREN25E. EIROJEERIEEZRUE T,
BIRATEERER L {3 [CEFEN. " | " TR TAABNET . 2OHD—
DZFIEELTANUTUIZEL,

(EE(LBIRATEERIEEELT Argl & Arg2 Wit zRUTVWET, )

BE. SESEFICHRIDNRVRD, RAIFATRIRLET .

1.2. SYNESIS D&%

SYNESIS (Z(E5wX > NaJRER: Distributed 94 TE3F5EUTIRERR—ITINAIA THHDFT
EFIUCL S THREFIENER DD EHNEIT DT, EEAZSE(CTERAD SYNESIS OFEfaaERL T<E
20\,
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1.2.1. Distributed 912" (1U)

1 USMT D3RIV T,

1.2.2. Distributed 9147° (2U)

2UBMTDIYIRIIRTY Ak (IPMO-3129R) OHBHET,

1.2.3. Distributed #17° (2U) AL =31V B

I>hO0-31Zyhe 1 e EOARMN -2y Oy NMIRDFT,
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1.2.4. K=9TN34T
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‘ 2. SYNESIS OicHE) - {F1E - FBilcEh I

ARETIL. SYNESIS OicEh- {21k - B FIEIC DOV TERBEWELE T, FlEF. EFTIVCL O TERDET
DT, CHAEOETINEZH I ZFIEEZEL TTEE0L,

2.1. 8

2.1.1. SYNESIS Distributed Di5&

2.1.1.1. AN—21ZYFDEIR On

1) Zh—21ZyMMD1420/MD1400)h'%3¥%5(F. BEOEIRA(YF 2 DZBIR On (CLFT.

MD1400
2) AN —21ZyNMD1420/MD1400)RTE(CEH3. HDD OfFE: LED OsUmhH&N3 (RATIRREIC
BB)FTHEET .

2.1.1.2, 3> bO-31=Y bOEIF On

AN =2y % 2i5E. ENSOEIR On M5 TUTWSIEZEEELET .
J>M-31Zy ETEICHS. BRI ZHLET,

2.1.2. SYNESIS Portable Di5&

SYNESIS R—47 L OEIFERT>ZHRL. ER%Z ON [CLFT .

2.2. &Ik

2.2.1. EFIR

CHBEOETIVICHNMNDST U T OFIRZEMUET . TDRIFIBOETICEEH I B FIRZEML TS
l/\O
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2.2.1.1. GUI(FAI NI HSRIETIEES

O-AILTE-R—R YDA, EZHZHEHUCRRETEELE I . YE—MEMEN2.2.1.2 SSH Fz(3
Terminal NSEHETI IHE INSEML T2,
1) FRINTEEALEONIZZIIWIU. [EBEAT/OT 7N 200WILET.

Ethernet (eno2) &FIBx &4}

=
ax AE

m RV

BREAZ /QJT7I K

2) [ERAD...] 20WWILET

5% Ethernet (eno2) & IE Xt &4 4

Ow?
O @EAZ/OQFT7IH -

aJg7ok

AR K

BRA7...

3) AA7OINRRENBDT [BIRAT] #IUILET

4)
5)

EIRA 7

0 MRICBFNICOATLOBREZTIDE T,

eyt HicHE BRA 7

HDD @ LED hHE4T935F THF5F I,

AR =212y bO#H% SYNESIS Distributed ZZfEROBE. #iTM2.2.2.1 AN —Z1ZybD
EIR Off IOFCIR(CHESTLIZE L,
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2.2.1.2. SSH Fk(& Terminal 593158

1) PUTTY BREDA—-ZFILIZIL—H%ZFIFALT. SYNESIS (C SSH THE#EULE T,
3 :SYNESIS E#M— D IP 7RLZ
1-Y % (7I4)K)  isynesis
NZT—R (FIA)LK)  :admin
2) BFoIx>REAHL. > MO-F%3y MU (BIE Off ) UET .,
$ sudo shutdown -h now
3) J>hO-31=vbd HDD O LED WSEXT I 2F T1H5%T.
4) ANL—>1ZvhDd SYNESIS Distributed ZZEADIHE. Hil\TM2.2.2.1 AN =12y D
BIR Off I0FEIRICAEDTZEN

2.2.2. SYNESIS Distributed DiZ&

2.2.2.1. AN -1y bDEIR Off

1) AN —21ZyNMMD1420/MD1400)H&dima(d. [2.2.1.1 GUI(T A M) DSENMY 3155 |
Fz(32.2.1.2 SSH F12(& Terminal NMSEMT 31%E N7 TUTWSILZHESEL.
MD1420/1400 BEOERA(yF% Off (CLFI. MD1420/MD1200 NMEHEHDHE. INHDE
NH5EIR%E Off (CLTHEBLEEA,

e e K

MD1400

2.3. OS OmilcE)

2.3.1. GUI (FRIMD)D5EIET B15E

1) FRINTEEA LORTS &L, [BRAT/DTTIN &IUIUET,
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Ethernet (eno2) B8 x &4}

SNy
ax AE

m KR

BREAZ/QITIH

2) [BRAD...] Z0)yILFEs

)

% Ethernet (eno2) EIBxT &7 4

P O

ay?o

(7

BEA7/OY 7Yk -

3 Eride S

AR R

BRA ...

3) AA7OINERRENZOT [BiECE)] 27UvILET,

EIRA 7

0P ERICBENICOATLOERZTDET,

Fyrotzl AiRcHE BREF 7

2.3.2. SSH F/=l¥ Terminal h5EEd 35S

1) PUuTTY REDA—ZFIIZaL—5%ZFIFALT. SYNESIS (C SSH TiE#HLE T,
522 T :SYNESIS EIE/R—b~D IP 7RLX
1-Y % (7I4)h)  isynesis
NKZXT—=R (FIAILR)  :admin
Terminal TEEY 3155 (& SYNESIS @ OS £ T Terminal Zi£&ILE T,
2) BFoIN>REAFL. OS ZHicEILET.
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$ sudo reboot

FIlE.

$ sudo shutdown -r now

2.4.

SYNESIS Y—EADMEICE)

SYNESIS O&F&EHY—-E X% Management Console MSBIEEIT3ENTEET,
EEN2.4.1. /Y -E2D1&

H—ER(CEOTIE BREEBFICFYIFrMELELEITOT. TEEEEL, (

BEBREBRFOFvIFrZLLOEEIZSRU TIZAL, )

SYNESIS Y—EX0OBESFIEFUTOEOTT,
%[3.3.2.1 001> 128

1) Management Console A7JtALFEY .
2) UTFOBEHIFRRSNDZOT. BEBULVY -EAD" "Restart"NI>Z 7w ILET .

SYNESIS Management Console m Network (IPv4) Adapier Profile SMART

Process ID Service
E3 Tomcat
mvp

[ 31567 | VPEyes
Netkeeper
E3 DEService
Notifier

[ nia | SynesisFS

Description

Web Service.

Management Platform, adapter of front end GUI and back end agent service

Capture Agent Daemon, keep capturing agent running

Capture Agent, capturing service provider.

Decode engine service

Alarm Notifier service

Synefis File System

Action

,_
1)
=
@

= I

WIS > OENEVE Y -EXOBIEEITRTY .. BN tcRNIEBES T 7T,

Action

2.4.1. FY—-EADEBLBREEBIFOF VI FriEIEOBEHE

Action

»

— — — — [ [
14 14 @ @ @ @
= = < < = =
13 @ @ o @ @

v

~

~

~

~

v

v

BY-CERO™ENIUTO@EDTY,

Y—Ex4% =E FrIOFroEL
Tomcat WEB UI 12U

mvp £TOEZAD API D4 RU
NetKeeper | FvJFv, fi#tF ~ \ 50 (ELLE3)
VPEyes NetKeeper DFEEESR (NetKeeper EiEE))

DEService | U754 L71—R BU

11
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Notifier | X—JLA> SNMP Trap BElcd 2841 BL
coreiars | YMANTOBETHEL L
“ =N
4 SXAERPRAE T (I —C LB TLVERA

NetKeeper ZBIE I 2EFKITROF I FrHELLLET, BiLEiE. BEINCTvIFriBHIN3L
SFTET BENTIRETY,
L. Y- M ROFYTFv AT OERSIRL TIZE,

2.5. FvIFvh—ROBicH

FrIFvh— ROREENBEBELOIEGE. FEFvIFrh—RFRUVREZRIRESEZIHEC. LLTFOF
NB(CAREWF TFvh— ROBIREEZITVET .

1) SYNESIS OFvIFvHBLNT L1 ZE1LELET,

2) Management Console A7JEAULEY. %[3.3.2.1 071181

3) HUTOE@EHIFRRINBDT. NetKeeper @ "Stop” 9> %= IUvILET

SYNESIS Management Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action
Tomcat \Web Service Level ~

mvp Management Platform, adapter of front end GUI and back end agent service. Level v

Level v

HIAIH{H

E3
[ 34567 | VPEyes Capture Agent Daemon, keep capturing agent running.
NetKeeper Capture Agent, capturing service provider. I I Level

4) Netkeeper O Process ID HTn/allc. [Stop NI HHRDI Start IINI> (LD e L FEFRL T
JZ&L\. NetKeeper ME1E9F 3¢, VPEyes JOCREREIFIZLLELET,

SYNESIS Management Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action

[ 31715 | Tomcat Web Service.
mvp IManagement Platform, adapter of front end GUI and back end agent service.
[ nia | VPEyes Capture Agent Daemon. keep capturing agent running
[ nia | NetKeeper Capture Agent, capturing service provider

5) SSH T SYNESIS (COJ4>U. FEEOIXY ReETUTHFY I Frh— REBESLET .

$ sudo /opt/napatech3/bin/ntstop.sh

Stopping NTService (this may take a while)
NTService stopped [Done]

$ sudo /opt/napatech3/bin/ntstart.sh

Starting NTService (this may take a while) [Done]

12
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6) SYNESIS ® Management Console T. NetKeeper B—EXDI Start |72z 0w ILE T,

SYNESIS Managemem Console m Network (IPv4) Adapter Profile SMART

Get Logs

Process ID service Description Action

Tomcat Web Service. ‘ | Level v‘
BEB mvp Management Platform, adapter of front end GUI and back end agent service. |Level v‘
[ nia | VPEyes Capture Agent Dagmon, keep capturing agent running. = -
[ nia | NetKeeper Capture Agent, capturing service provider. Log| star -

M EOFINETHrITFvh— R BEREIEN. SYNESIS MEEBERTEEY,

13
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3. SYNESIS ADQF7JtAR%iE

AETIF. SYNESIS &R - EE T30 EBRT IR EZHRALET,
SYNESIS %1884 3 X1V NIV (FLL T O8N TY .

Voso17 EREE
0S (0S) (O
SYNESIS VT | X1> GUI Ny R TFrEZDIH. 14F GUI
N4 Management Console | SYNESIS H—EX D&k, 07 OER- IN&E
iDRAC N=ROIVDAT—HR%EHH - WA

X SYNESIS Distributed D&+

FULWFIROOWTE, ML BEZSRUTIEE0.

3.1. TFILRABE—E

SYNESIS #4832V NII7ADT7 I A EG T DiEDTY,

TPOtA5% Jabkan BABUR— b IP 7RLA(FIAIN) EEEER7 NI
YIEER—bN : TRLZ (FIAIb)

0S (0S) RDP TCP:3389 | enol: synesis/admin

SSH TCP:22 172.22.201.250
SYNESIS Y | X14> GUI HTTPS TCP:443 eno2-eno4 : admin/synesisl
IhoTr Management PrcP
Console

iDRAC HTTPS TCP:443 iDRAC: root/calvin

192.168.0.120

FUWFEINECOWTIE, WEI2EESEUTIZE L,

3.2. OS

3.2.1. UE-FFRINT

Windows OUE— TR MyTHEEET OS (COJ 1> FBIENTEET
EHZ 1 y23a>0HTI,

3.2.1.1. 0J1>

1) Windows ORAF—NRI>ZIUSIL, [TATOITISA] Z20IILET,
2) [PUEBV] 27)0I0 AZ1-ZEELET,
3) [VE-MRIMITER] 20Uy TIZEV, U T OBEHFRRENET .

14
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K ye-+ FRObUTER - x

!,; UE-h FRIbYS
2 %-uu

f]: computer.fabrikam.com

IYP1-9-(C):

1-4-2: ETENTVEEA

AVE1-9-2T1-VFIEATY,
UT-F IVE1-9-0ORLEA8F A DL TR,

= AT3aV0FR(Q) BN AT (H)

4) [AYE1—4(C)]DHIC SYNESIS OEIER— D IP 7RLAZADUT, BRI ZIUvILE
a_o
(EFEPIEGOMER BN R RSNIEEEEHEFG 1B UE NIV ZI I UIEFRLE S,

5) IBEBICKRINT L. FRRODJ A VBEEIRRINET,
[Session] (& "Xorg" ZiEiRL. OS O1-HYEE/NAT—R%Z [username] 1. [password]
BWENTNICANLET,

Login to SYMESIS

% Just
N .
/ connecting

Session Xorg

| (K1

usernamme S}anSiS

password Imami

6) AN, [OKINI>ZIIWILET.
7) OJAYICRRINT L. OS OF AT My THEEIFRRENET .

15
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3.2.1.2. 0979k
1) FRINTEEA EORT &)L, [BIRAT/OIFIN] £IU9ILET,

Ethernet (eno2) B IBx &4} 4

QO &%

s Ov7

) BEAZ /O Tk

% Ethernet (eno2) EIEx] &4} 4

©

=E

_»]

ay?

C

BEAZ /OJT7TH v

BRI

YARD R

BREA ...

3) HERY(7OJT [OITFIN] 20UvILET.
BEO0J7IMDOATS MO EENTED, FRENTVBEFRINRE I NIAELRCTEREITOIY

16
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ThENEY,

synesis DO 77 b

synesis |3 60 M ERICEERICOI T I MLET,

FytL 1 b b3 o

3.2.2. SSH

SSH 547> ME#ET OS (COJA>F2IENTEFT.

3.2.2.1. OJ4>

1) SSH 734 7>NIT SYNESIS E3#EM—bD IP 7 RLANTIEALET .
2) 1-9%. ZAT-R2AHDLOT1OUET,

3.2.2.2. Y79

I RIA> ETlexit|AY> Re A DL, OJ7INFET,

3.3. SYNESIS YJhu17

SYNESIS (Z(E Web 3505 %2BEWTT7ILALET .

3.3.1. Af> GUI

3.3.1.1. Y121>

1) TE0O7RLA%E Web 59507 RLAN—ICAFTBE. SYNESIS (CPITATEETD,
https://<SYNESIS IP Address>/
2) KITFOBE@EHIFRRESNZDT. SYNESIS 7hHU> MI1-HY%E, NXAT—ReADUT, Y112 IRF
I ILET,
&svnesis
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3.3.1.2. 314279

A © @

Y- LN—ELO[HLYFINKTY [ #90wHLET,

=

BADTINATIE YA AV EEIRDEY .

3.3.2. Management Console

3.3.2.1. 091>

1) TFEDO7RLR% Web 59507 RLUZAN—-(CAPUET,
https://<SYNESIS IP address>/mgmt/

2) BTFoE@EHIFRREINZDT. Management Console B7HD> MDI1-H&, )NXAT—-RE AU
To [OKIRTZZIIYIL TN,

@ 172,241,208

IOHA MO YT IEERHTIET.

3.3.2.2. OJ7Yb

TS DOARR-S%ZEAUET,

3.4. iDRAC

SYNESIS Distributed ZZFH®DHE. iDRAC (integrated Dell Remote Access Controller) TH

—)\DVE— NEIBARITOITENTEE YT, SYNESIS Portable Tl3AtgexCFIBWERITER AW

B, iIDRAC (Z(F Web T59HEBWTIIEALEY,

3.4.1. 094>

1) TEOT7RLA%E Web I3U9HD7RLAN—(CASIFBE, iIDRAC [CFIERATEET.

https://<iDRAC IP Address>/

2) HUTF&SRo0J/>BEEIFRRENET,
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Em

Integrated Remote Access Controller 9

iDRAC-mizwiaz | | Enterprise

aA—HF—&L/RD—READL. OF1> &#HYyILET,

JRo— =

a—H—&:

Rt

ZmIDRAC H

W 33 51 _LDEE: By accessing this computer, you confirm that such access complies with your organization's security policy.

]
3) I1-Y%&. ) XZRI-ReAHL[OTAIIRT>=IIYILTLIEEW,

3.4.2. 0OJ7Yhk
1) @Ea o F¥esuyss (D979 RE>E0UyILES.

=
"= Integrated Remote Access Controller 9 | Enterprise

B Jysak—F E RFAv 8B ARL—¥v @A ZIEv = AYFFYAV % DRACET V I, root

FvSamR—R B

BMOFIZ3Z -~

w A - 0 =25 Lo

SRT LR AbL—ZOEENE

E EmtEs i AT LIEE La {REEO V)L SBE
. - SEHR Az
AT IR
EF)L
| R SYNESIS
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4. #IAEEEDZEE

AETIF, SYNESIS Z#8K I 2% VINIITZ DTN MORYND - EEEREZ . BEICEDETYIRFN
ENSEEIBHDFIRZRFRLET

4.1. OS OYIHIEEZRE

4.1.1. KAMZA

MANEZEEITZIHEE. UTOFIEZERUET.
RE. RANAICEITDHIPREATOEOTY,
=] =] PR

RANGF2L BX 15 XF
IRANGF5 PILI7NYNA-Z, a-2)
£ (0-9)
I\AT>(-)

BAXF(E TN IR b RE> \A T LS

1) SYNESIS oO—-h)Lh'5 Terminal Zi#2&) 3 2h' UE— IS SSH THEHLE I
%[3.2.2 SSHIZHR
2) UFO 220038 M ABDLET,

$ sudo sed -i -e ’1s/.*/<new hostname>/g’ /etc/hostname
$ sudo sed -i -e °/127.0.1.1/ c 127.0.1.1\t<new hostname>’ /etc/hosts

3) HUTF®2200¥>ReAAL, BOERzHEBLET .

$ cat /etc/hostname

<new hostname>

$ cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 <new hostname>

4) OSZHiELELFI, X[2.3 0S DELE) ISR

4.1.2. EBE7HIVF (A-Y8&-)(AD-K)

1-YROZERB(C(F EEIZ7NVY NS TEIREERZIF O7IIY MW ETT.
HIRAFETE T, BIEEERZIFO7HVI ML 1 DUNRVes, —BFRIR TN MeERL TS ZEE %1 T
WE9,
FIEL LIF0@EITY,
1) SYNESIS @O-h)Lh'5 Terminal ZEEIF 5N YE— IS SSH THEHRLET .
%[3.2.2 SSHI1ZH#&
2) TFEINIReANUL. EEEERZDO—RNBT7HI MR LET
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%[5.1.1 OS O7HI> MERK
0S O7HhI> MERK ISR

$ sudo adduser <username for temporary account>
$ sudo usermod -G sudo <username for temporary account>

3) OS7ZzHiceLEd, x[2.3 0S DHEELH IS

4) 0.1 I-YZOZE |OFINECHEL 1-THE/NRD-R2ZELFT,

5) ZEBEROBEETVNIONTOIA%. FLIV ReAHL. EIREFIERZF O—RNRT7AI N
<temp user>%HIBRUET

$ sudo userdel -r <username for temporary account>

CDEELUAT DX —IPFRRENFIN FFHIRBEHOER A

userdel: temp OX—J)LAT—JL (/var/mail/temp) H'&HOFEFEA

4.1.3. EHR-PORYNI—-IE (GUI THREIBHE)

BIEN-hORYNT—-J55EZ GUI THRETDHER U TOENTT,

1) TFEDO7RLR%Z Web J595D7RLUAN-CAPULET,
https://< SYNESIS IP Address>/mgmt/
2) KUToBEHIFRRENZDT, EIREERZROIZ SYNESIS 7hHU> hO1-H4%, KAT—-Rz2 AN
UT. [OKIRZ>ZIIYIUTLIZEW,
%[3.3.2. Management Console ®[3.3.2.1 OJ1> 1888

N

@ 172.24..208
O R OT YT AEERDTINET .

1-i-%
|

127K

3) Management Console H'&RSNE T, B _EZPD[Network (IPv4)]19T=2UvILET,

SYNESIS Management Console m

4) RYNI-JHEEECERL. REORENRREINTT ., (TRIEF 2 R—bOFITT)

Adapter Profile SMART
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DNS

SYNESIS h‘lanagemem Console Home Network (IPv4) Adapter Profile SMART

Interface Name Method IP Address Netmask Default Gateway Action

127.01.1

Multi-DNS are divided by semicolon(;)
Up to three DNS allowed.

® static . DHCP 172.22.201.250 255.255.0.0

(O Static @ DHCP 172.24.1.8 255.255.0.0

5) ABEHEOEFETEEL LITFOEITY,

4.1.4.

[Reload IN7>% w3 3L IRTEDIRERNS ZIHRL TRy NI -8 EZBEUSLET .,
27y TUTWSR— N Interface Name DT, U250 L TWSR— NIFRBTER RS
ng,

BEED IP 7 RL A%z TE I ;& (. Method DI Static)Z:#EIRU. IP 7RLA, XAJ. ¥ —K~J1
12 ANULET, [Updatel RF>%IUvId5E. AHUIERBN /etc/network/interfaces 7
PAIVCRBREN., FILL\RYND VRS EMNERENE T, F. BEIRE@EEFHLLT RURICUFIA
ANV

DHCP ((ERE T 25 E(d. Method DIDHCPZ:&IRUET . [UpdatelMF>zIUvId 3L,
/etc/network/interfaces J71 V5% =H 3 31> FI1—ADNEENHIBRSI. FTLLRYRD—
DERENMBERAEINET. DHCP OBEFIFHLLT RUAILEUF1LINUFEE Ao

2R— MIHIED DNS %:&E I35 E(E. DNS ORROT RLAEREL T, U2 I7vTLTWS
1>9J1—A0 "Update" RF>%7UvILET . AU DNS H—/)Uh
/etc/network/interfaces J74)U(C dns-nameservers ELTGENNENE T, #6250 DNS
ZIBEIDIHEE. TIOOVXYIDTABILET,

EHERE(IReloadll Update | 25E1T71&. DNS #A(C(& /etc/resolv.conf D
nameserver I>MN)%ZZFRRULET,

EER— bMORY NI —IEGE (TP EIREET H5E)

1) SYNESIS oO—-hILh'5 Terminal ZEE I hH. JE— IS SSH THEFELET .
%[3.2.2 SSH 1=
2) TFEOINYREEITUT. netplan OI7( I 2%ARET,

$ 1s -al /etc/netplan/

BT OEOIRFITHEENIFTRREINET . XX-networkd-all.yaml (XX (& 2 #70EE) NMROFIET
REIDIPAIVICRDET,

total 24

drwxr-xr-x 2 root root 4096 Sep 14 18:05 ./

drwxrwxr-x 150 root root 12288 Sep 15 08:30 ../

-PW-r--r-- 1 root root 104 Feb 10 2021 01-network-manager-all.yaml
-PW-r--r-- 1 root root 283 Sep 14 19:54 02-networkd-all.yaml
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3) RIOFIETEISNITANEITAI(VI)TA=TILET . XX DEBD(CEIROIRIBER U EBEZ AN,

UFoIv FeRTLETS

$ sudo vi /etc/netplan/XX-networkd-all.yaml

4) LT OENETRRSNET, [I]F— 2L THEA(INSERT) E— RICEBTLET .

ethernets:
enol:
addresses:
- 172.22.201.250/16
dhcp4: false
dhcp6: false
eno2:
dhcp4d: true
renderer: networkd
version: 2

5) FYhI-IRIBIGUT yaml Jr1 ) ziwELFT .
511 : enol (CEIE IP 7RLA(172.22.201.200/16)Z:HEI D

network:
ethernets:
enol:
addresses: [172.22.201.200/16]
gatewayd: 172.22.254.254
nameservers:
addresses: [172.22.254.254]
dhcp4d: false
dhcp6: false
eno2:
dhcp4: true
renderer: networkd
version: 2

51 2 : enol % DHCP [CE%ET D

network:
ethernets:
enol:
dhcp4: true
dhcp6: true
eno2:
dhcp4: true
renderer: networkd
version: 2

eno2 LABEDT RLAZZEE I 3550 BRIV ZiRmELET .

6) REZZEULFURLS. <Esc>F—7%HL. 2DE[ :xJEASUT<Enter>F—%2#UFT,

EEMRIFEN. IT9METUET,
7) TFEINDRZASL. SREEEZRRUET.

$ sudo netplan apply
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4.2. SYNESIS O EZSE

SYNESIS OfER%ZRIInY dRI(C. CHIFADIRIRICEDE T SYNESIS O EZZEEL T2,

4.2.1. Firewall 5%7&

SYNESIS THIFBUTWRLR— ME. SYNESIS _E® Firewall (CTB{EMERENTVET,

SNMP howT N #EexFIR I i5EREE EHTZR— MNOBEELZFTIIU TRV, e, BEHNARE
(T R— M. BEERTOETEZITO TS,

4.2.1.1. Firewall DEEDIER

PAFOOY>RT, IRTED Firewall D% EXMERTEFT,

$ sudo ufw status verbose

KRR

Status: active

Logging: on (low)

Default: deny (incoming), allow (outgoing), disabled (routed)
New profiles: skip

To Action From

22 ALLOW IN Anywhere

80 ALLOW IN Anywhere

443 ALLOW IN Anywhere

3389 ALLOW IN Anywhere

22 (v6) ALLOW IN Anywhere (v6)
80 (v6) ALLOW IN Anywhere (v6)
443 (v6) ALLOW IN Anywhere (v6)
3389 (v6) ALLOW IN Anywhere (v6)

4.2.1.2. 8ER-bOBEEHE

FEEN— MOIBEZFF O I 25 EOFIEL. LT O@EN T,
1) UFoIvsrexR1TLET.

$ sudo ufw allow <port number>

2) [4.2.1.1.Firewall OF&FEDHEER IOFIACHREL), FIE 1) THEELUIR— MNEIMENTVS L2
FLEI,

3) HUTFOINIRERITU. SEZRBRUET

$ sudo systemctl restart ufw
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4.2.1.3. IBTER— MDESE

BENFEISN TVSR— MOBEZIERI HEDOFIRG. LITFOEOHTY,
XAFIRG. [4.2.1.2 F8ER— bOBIEFFR] | TBEZFF I UIR— MCD BRI EIEET T .

1) HUFoIvreR1TLET,

$ sudo ufw status numbered

2) HUTFOLSRERMESNTTOT, BEZERULVR- MRAFIDESEIERITHEFT.

To Action From

[ 1] 22 ALLOW IN Anywhere
[ 2] 8@ ALLOW IN Anywhere
[ 3] 443 ALLOW IN Anywhere
[ 4] 3389 ALLOW IN Anywhere
[ 5] 162 ALLOW IN Anywhere
[ 6] 22 (v6) ALLOW IN Anywhere (v6)
[ 7] 8@ (vé6) ALLOW IN Anywhere (v6)
[ 8] 443 (v6) ALLOW IN Anywhere (v6)
[ 9] 3389 (vb6) ALLOW IN Anywhere (v6)
[16] 162 (v6) ALLOW IN Anywhere (v6)

3) FIR2)TEAES T, REVEUENSIEEFICLATOIVY FME0RUET .

$ sudo ufw delete <The number listed in the leftmost column>

XLATF DTS, 2)DFERNSR—MES 162 ZIERTIT25EDHFITT,

$ sudo ufw delete 10

Deleting:

allow 162 (v6)

Proceed with operation (y|n)? y <-BEREVNIREINE?y*ZAD
Rule deleted

$ sudo ufw delete 5

Deleting:

allow 162

Proceed with operation (y|n)? y <-BEEVHRINE?y*Z AN
Rule deleted

4) 4.2.1.1 BV, FE 3) TEELR— MEIBRENTVWR L ZERLET .
5) BITFOIV>REETULED.

$ sudo systemctl restart ufw

4.2.2, SSL/TLS Y—/\GIAZ DZEE

SYNESIS (&, v4.0 &0 SSL/TLS BEL3oTVET , SSL/TLS BIEICAVS B CiEREZ BRI
MUTVWET . INZERDEPAE(CEE I BN FIHETT .
SEAEZEE I35} LT OFIEZEML TIILEV. EEULRWESE AFIRERETT.
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>

e
o CAZIRRE. Y—/GIRE. RUY-NOWERED 3 DHWMETI,

o EREOERFIRCOVWTEHIRIZCIVELRDTTEN GBI, MEBRIBEEFEEFROIAT A

X(ERy N —IEEEASBVEDELZEV,
o FEAZECINESEE PEM XX (IL5RF:.pem). F/z(d DER e (L3R F:.cer,.der) TH2wh
ENHOFET,

FRUEEBRE L =% “/etc/nginx/synesis” [CIE—-UFT,
XUATOI7AIN A TFIRZEEHLET
® CA:ZERAZ: dummy_ca.pem
e H—)UGEBAZE: dummy_server.pem
o H—)(DiEHE: dummy_serverkey.pem
Vi EDTFANIT(HT “/etc/nginx/synesis/synesis.conf” ZBE, LI TFOZEZITVET,
® 'ss| catificate"®ABID/\A%Z[H— /) GEBAZ |D/CA(TIEIE
® '"ss|_catificate_key"OBBID/ Rz H—/)\DFfpZEE | D)X (TAELE
® 'ss| trusted_catificate"®A/ID/ %[ CA SEBHZ 1D/ (TAELE

$ sudo su -

<Enter the password>

# vi /etc/nginx/synesis/synesis.conf
# Settings for SYNESIS

# SSL/TLS Settings

ssl certificate /etc/nginx/synesis/dummy_server.pem;
ssl _certificate_key /etc/nginx/synesis/dummy_serverkey.pem;
ssl trusted_certificate /etc/nginx/synesis/dummy_ca.pem;
ssl _dhparam /etc/nginx/synesis/dhparam.pem

REFLT THFARIT19ZRA0CET . vi DIBE “:wq” ZANTEETRIFNTEET
UFOINYRZANDL I5-MMENEZHEERLET

$sudo nginx -t

UFOIVY R ARUT, EHEDBHRHAHZITNET .

$sudo nginx -s reload

HUFoIv> e ABL, Java OF —A NP (SGEREZEFRUE T,

$sudo keytool -importcert -file /etc/nginx/synesis/dummy_server.pem -
keystore /etc/ssl/certs/java/cacerts

TEDOAYT-IHFRRENDZDT, /{XT—R changeit ZAHDUET,

F-ZART7DINRT— R AN U TS

SERZBORBHNRREN. FEROXVE-INERRINZDT, "Y ZASLFT.

FTBE: XXXXXX

FITE 1 XXXXXX
7IES: 1
BHABORIIEHE : XXXXXX
SEBAZEDT AT

26

Vv6.5.2.1



SYNESIS EIE&EY-17)L Vv6.5.2.1

SHAT1: XXXXXX
SHA256: XXXXXX

EBLT7INIVXL%E: SHA256withRSA
YISO MABSE7ILTIUZ A 2048 Ewh RSA i
N—=3>: 3

COFEBAEZEFALEIN. [LWZ]:

SERRENENIENBE T DXV —INRRENE T,

SERAENF—Z NP ISEMENF UL

7. LATFOIY>R%ZASU. Tomcat OBESZITVET,

$sudo service tomcat9 restart

4.2.3. NTP 3=\

1) SYNESIS (CBA>420LFY, %[3.3.1.1 Y122 1S8R

2) HAIAIUl N TEEOAREEDICH AR T 12 v TS,

2l @ C

-EEYNEEJ'E

4y viBH OFF | EZAyFH0
SFyafi—F » b L— AMEE
» S5 — R EE
» P —23
a2
FHELEEEL
Fr R LOEE
» EEY—IL

3) [#BR] BENFRRENET, ZAIOAZ1-O[#BRR] > [YATA] > [RABRM]Z27)I0F T,

4) [BAIEM] BEHIFRENET NTP - N\ZENT 5SS [FMINTI> %, sHEBHOYT—)N\%
EEIBICE, ZHITDT-NDOU>I%IIvILFET

OFF | FAyFHONDIBS. SEFRMEEELDCE. —EOFFICTEHABHHNET

0.ubuntu.pool.ntp.org

1.ubuntu.pool.ntp.org

2 ubuntu_pool ntp_ org

Ooood

ubuntu_pool ntp org

] IPF Bl AFEEARA A
[ Qubunuooolninog <FEFHO NTP H—/\ e EBIZHA

0o 1.ubuntu_pool.ntp.org =95 NTP 'U'—}(\@IJDO%’]IJ‘y’]

| 2. ubuntu.pool.ntp.org

[  3.ubuntu.pool ntp.org
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5) BTFROEKBFZEEIS NTP -] IP 7RURAFR(FRANGZA DU T REIRI>ZIIILET

o EAIER
PZELAE - BhA R
0.ubuntu.pool.ntp.org —NTP H—) \0) IP 7RUAZE (&

RANGZEAN

6) HNEBHFDY-NZHIFRIDHE. &HI Y- DOELCHZFTVIRYIACFIYvI%ZL T, [HIBRIARSY
2D IIVES .
= OFF | FRyFHONDISS. BETZFBMEESHICEH. —EOFFICTZ&ESHNEFT

IPF Rl AFIEZEARA M

0.ubuntu pool ntp org

1.ubuntu.pool.ntp.org

2 ubuntu_pool_ntp_org

A [ERENEl=

3. ubuntu pool ntp org

T HIBR9 2 NTP B—/\ZF1vIUL. [HIBRIRT>%Z7)v)

7) WESREENRREINFIOT, [RW]ZIIILET,

8) KAIFEERZRIIETBICIE. A1y FZIUvILT [ON] DIRREICLF T
= | = F2A Y FHONDSS. RERRMELBOI(E. —EOFFCIBLENBOET

IPP FL-AFEGEARA A

0.ubuntu.pool.ntp.org

1. ubuntu_pool ntp org

2.ubuntu.pool.ntp.org

Ooooob

3.ubuntu. pool ntp org

4.2.4. SMTPHY-—-N

1) SYNESIS (CH12120LFT, %[3.3.1.1 Y121V 1S8R

h

2) HAAIUl NTEEOER L EDICH IR T 122 v AL TSN,

A1 @ C
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-ESYNES.I’E

viEE

7=
EA

> L —ADEF

—F

=E

EHGIL-T

oood

£ 1)
A= 1BEI
SyslogAF01
TrapBE01

FrIFv () A
Aw E

LT

eMail [ |

Syslog l

SnmpTrap l
»7IUS -3

» AT

»EEYV-IL

3) [#@R] BENFRENTT, £AIOAZ1— [#8R] >[7F— bEi@H] >[EH%k] Z0UyILET,
4) [EHS%] BEIFRINTT, EE EEOBEHA—VEEERT>ZIUYILET,

s e g
= 1H ,

] & HAT 52

Fl A—LiE501 eMail [ on
El Syslogif%n1 Syslog [ on
[ Trap@z01 SnmpTrap m_

5) [EA—)VEEE] BENRRINFT SMTP Y—)POBHA—)UCETEHTEEZEEL T, [REFIR
F2%DIILET,
o BAIA—JLEE

SMTP A b+ eqmail.com
SMTP 7i—h* |25

SMTP ZH22 b~

your account
SMTP JTIRD—F ||
[F1SSL
B sample@email.com

& SynesisiEs

4.3. iDRAC Oz ELRE

4.3.1. iDRAC R—bDRYNI—JEHFE

iDRAC @ IP 7 RLANARBATH ST, iDRAC R— MRy M =TSN TO RS S, #E5ICE
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EEReN > Y- )L zF AU T IDRAC Oxy NI —JEEZITOTIZE,
ENBICEEEB LRSS YE— M5 IDRAC ORY NI - EZITICENBIRET T »

4.3.1.1. O-HIIAZY-ILHh5DEETE

O—-L3>Y=ILh50 iDRAC OFYhI—JEREDZEEFIEG. AT O@ENTY,
1) SYNESIS ZicEh, FFBEELFT. *[2.1 £EIFE[2.3 OS OBELE 1SR
2) HUTFO&SREHIRTEINET,

3) EE EEICUATOISRRRMRNGLS, F—R-ROIF2 2 TFLFET.

4) LIF0LS7R [System Setup] BIENFRRINET,
[iDRAC Settings] #i#iRU. [IDRAC Settings] EIE T [Network]%:&RUE T

System Setup
System Setup Main Menu

DRAC Setting
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5) [iDRAC Settings-Network]E&ELD, [IPv4 SETTINGS](7##)#/z(2[IPV6
SETTINGS] (F#) D EZZEL. BER(ICEHI_LERCHD <Exit> Z20)vILET,

| IDRAC Settings

IDRAC Settings » Network

PV4 SETTINGS

Enad LSS IR R {7

Static Prarermred ON:

Static Alrarnata DN Servar

Chennal Friviage Lavel Limit

 Select Snablec Lo snable NI
“ ths greup. Whar a NIC is i

ryice Tag:BICLIG2

PV6 SETTINGS
Eranla IPv6
tatic P Adaress iDRAC Settings
 Seloct Snablec Lo snable en NIC i anablag, i [DRAC Sethngs's Network
0 Ihs group. Vhan a NI i el communicetion 4 | |PveSETTINGS -
ENGDIO BB et @OWGEDIOI. O Enablod
Frabla At sakle & Enable
alic Add
tath (£
static Gatena
Lnk _ncal Addrass =)
r bt @ Tisatle
alic oL}
]
AN @ Cisabled

& Admnistratos eratorn 0 User

C. When NIC 1= snabled, it activates tha ramaring controls r

selad, el communicell vend ... [Prasz <Fi= for mors help]

6) UTOBENFRREINFIOT, [Yes]z7)wILET,

ZEZEDEIIHA(E. [Saving Changes] EIE C[No]%z%7)yJU. [Restoring Changes]

BIE C[OK]Z)yILET,

Warning ‘Success

1 Saving Changes

Settings have changed. Do you

want to save the changes? successfully.

Yes \ No |

v l Restoring Changes

The settings were restored

pen—]

7) [System Setup] BEIEFZTEOZFIDT. ARSI

CHB[Exit]27yILET,

T OEEARRENELS] Yes] 27U TS,

Warning
1 Confirm Exit

Are you sure you want to exit?

Yes l No |

M ETERERT T T BHEIGUTIDRACADT A TEDILERERL TIZEL,
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4.3.1.2. YE—M5DEETE

1) IDRAC(COJ/2LET. %[3.4.1 OF4> 188
2) EE®DENCHZA=1— &0 [IDRAC BE] > [IE6E] £0UvILET,

E- Integrated Remote Access Controller 9 ‘ Enterprise

f Huvak—F B YRAFAV g AbL—Fwv [l B AT IRV
o =~ AL} W

Sy aiR— R =

O szFhroEEEANS | 0 327 L0ER boER

a—H—

2 FsiEs i SZAFLmES = S FEISY—IL &3

o o EERR A
AT IEE N
FFIL

3) [RYBMI—=I] >[IPv4 B&FE] FI2ld [IPV6 SRFE] (CTEREZZEL TLIZEL,

E- Integrated Remote Access Controller 8 | Enterprise

A Hysak kB YRFAv  ERA-vv  BHEEVY = AorivRv o orcEev ATl ~
. =res

iDRAC E%1E

I S C =
v Ry hO—2

> ®y hNDO—UH/E

> FHERE

> EEEE
IPva A x|
DHCP s |
5509 P P RELR 192.168.0.0
BT — bz 192.168.0.0
BEIO T Ry bR 0.0.0.0

DHCP &AL DNS H—/){F FL- 2D | &) -

ERAYMESE DNS H—/1— 0.0.0.0
BRETE DNS B —/1— 0.0.0.0
> IPV6 E53E
> IPMIERE
> VLAN 523

> Ry MO —ORE

> SSL

a2 0 (
e T

k)
i

m

4) FHER. I FEBCHIER ] Z7IvILET .

4.3.2. SMTP Y—)\Ds&E

iDRAC M50 75— e X— )L TEHT 25E (. SMTP Y —/NDFHEZITO TS,
SMTP DD 75—MBRICOWVWTIEN6.1. iDRAC : \—RII7DEAR 1 ZSIRUTIZEL,
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1) iDRAC(COJAULEY, %[3.4.1 OJ1> 1888
2) EEOLEBCHIAZ1-LD[ERE]>[ZATLKIE 2Ty ILET,

E- Integrated Dell Remote Access Controller 9 | Enterprise

# Fvzad—F E 3ZAFAv 2 AkL—3v

=== ENal=
n3d
a2 JE EEY—IL
gEHEE EEI =L {RIBAT 4 T ST {gEAF 4T I
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‘ 5. 7hovrEHE I

AET(L SYNESIS ZER S 3D(CERTHI> MOEIRFTEZFRALET .
SYNESIS Z#8p% 92 3 DD AT A, OS & SYNESIS. iDRAC(portable (FEF2W)CHLT, &L 7H
> MetERk - EXELET

5.1. OS®DO7h9vb

0S O7HD> NMIO—-HILD Terminal Fzld SSH M'oimETDEN TEF T,
REDMRCTEIREERDHD1I-HTOI AU TZEL,

PHI> MBI BHIBRFLATDEOTY,

I1-YEXFE 16 XF

1-H%3XF5 PILTPRYNa-z) X AXF(HERAA]

#7(0-9)
7IH=I—=(_)
BT T HER AT

AT =R F# 16 XF

NZT—R3ZF51 T IRy NA-Z, a-z)

#(0-9)

BASLF (1 #$% & ()=-~|{}[1+*;:<>,?2_)

5.1.1. OS OF7 19> MER
1-YEFHEEMd 35 a1 UTFOIXNY RANLEY.

$ sudo adduser <username>
[sudo] password for <login username>: J\Z2TJ—R%AS

Adding user '<username>' ...
Adding new group '<username>' (1002) ...
Adding new user '<username>' (1002) with group " <username>' ...
Creating home directory '/home/<username>' ...
Copying files from '/etc/skel' ...
Enter new UNIX password: {ERd2/\AT—RzAS
Retype new UNIX password: {ER925/\A0—Fz AN
passwd: password updated successfully
Changing user information for <username>
Enter the new value, or press ENTER for the default
Full Name []: Name of your choice (not required) Aige]

Room Number []: Number of your choice (not required) HAB&HE]

Work Phone []: Number of your choice (not required) Aiga]

Home Phone []: Number of your choice (not required)  AR&H]

Other []: Information of your choice (not required) Aiga]
Is the information correct? [Y/n] vy
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VERUIZT hO> NCEREERZ S A5 E(F LTOIN READLET,
sudo OV FIMERTERLSICRDET.

$ sudo usermod -G sudo <username>

5.1.2. OS O7HDI Y MEE

5.1.2.1. 1-Y&DZEE

A-YBOEECF. 27N> MERI0, EREERZFEF DI MIREICRDE T . ZDLIBTHI>
MYBRVEER. [4.1.2 BIBETHU N (1-Y%-)NRAT—R) IR T, —BFRTHI> MAERKL T
220,
YERRUIZ7 DY R T RODEEZITV BERIVERRULTND MEEIBRULET .
1) ZEBEURVWTZHDY NN OEIREERZR D7 hTOJ1UET,
2) 1-Y22ZEI3(F ATOIV R ASLET,

ZHERIOI1-Y: username after change

ZE#NDI—Y : username before change

sudo usermod -1 <username after change> <username before change>

sudo groupmod -n <username after change> <username before change>

sudo usermod -d /home/<username after change> -m <username after change>
sudo usermod -c <username after change>,,, <username after change>

B B B

KEUATFOIrPAINTEET D> MOETEDZE B ZHEFR TEEFT .
® /etc/passwd
® /etc/group

3) OSzHicEL¥d., x[2.3 0SDHEEH SR

4) BEINLETAIRTOTAUL. 0T 5ESU T FROFIEZITOETD,

5) 1-YRZEBOSHIC. —RNRT7HD> MAERRLTWSIEEE. [5.1.3 OS O7HD> MR IOSFIE
THZI NI MHEIBRLET .

6) OSZHE#HLEFI. x[2.3 0SDHEEE =R

5.1.2.2. IKNA9—ROZEE

1-Y)NRO-F2ZEIZHAE LTOIVY FMEASLET.

$ sudo passwd <username>

[sudo] password for <login username>: J\2J—R%zAJ]
Enter new UNIX password: ZEJ2/(AT—-Rz AL
Retype new UNIX password: ZEJ3/(AT—-Fz AN
passwd: password updated successfully
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5.1.3. 0S O7HV> MHIFR

1-YZHIBRI 3HSE LLTFOINV R ANDLFET,

$sudo userdel -r <username>
[sudo] password for <login username>: J\AJ—R%zAJ]

TEOITHMENEINTIN [EBEETIOTHESHDFEA.

userdel: <username>MDX—JLZAT—)L (/var/mail/xxx) H&HOHFEA

5.2. SYNESISO7h9Yb

SYNESIS O7A7U> NC(E 2 FEHDE T, WEDIXAL> GUI BDOT7HIY RT. FvTFrOERITODHN
TRBIRERTHIONIRDET, £50¢D(E Management Console D7 H7> KT, SYNESIS H—
EXDIRVEPRD) OWERR - INENMTZET

ThU> NOVERK - BIRFAFENENDOUS V52 S BRUTZEL,

5.2.1. X/> GUI

SYNESIS [CBERE TN NTHA AL TIEE,
HAS A%, Y=L\ —_EORERTA > 9 wHU TS,
BRA=1-0 [YAFA]>[1—Y] H5. SYNESIS OF7H™> FOVER; - EIEATRES .

o0 A @ C

il ‘
> EL—ZIF AL
»PS b
P Sm s, O £ EIIZ SN o
vIAFL B used E £ el

-ESYNESFS

BT B usez — r

e

ShEpRE

SYNESIS[CDWNT
> 7t~ -

[ RADIUS USER RADIUS USER J—tF

7HI> MBI BHIRELAT DENTY

B 3(F7AILR)

1-9%, i, & 50

NFE 25(XIFINA hXXF)

1-9%, 4%, & T e FIRAT]

el I#$%R&=nA ¥ @+ *,?(EA)

L # $%&=~"" [ ¥'@+ *x.., ? (2A)

NV B &2

30
15(IFINA AXF)

2D —RXX=F5

TR FIRART
l#$%&=~A|¥" @+ *,?(HA)
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L #$%&=~""" | ¥'@+ x.., ?(&A)

o-Jb BIEE : FIRLU
I—Y: E(CHRAR - BIEREEE DA FI A RTEE

5.2.1.1. SYNESIS X1> GUI O7hD> MERk - &8

1) 7horNeFREINT 35E . [FRRIRY> 27 )WILET .
THhIY MBS BIHEE ZHIB1-TROVIZIIILET.

SHFRDENDIZ S (X [FAR N> =)

T 7hI> MBI R5EEF 3%EI31-TB0U>I%7)v)

[l HE JIbA—h

0@ | userl 1 EEE
E J user2 Synesis q—1f
] RADIUS_USER RADIUS USER I

Oo—JL

2) 1-Y-JOIrABEENRRENES  REFIEZADUT, [REIRT>ZIIIUTLEE,

e 1—HIFOTF-TIL
a-Hgr
JIZT— R
JEATD— gz *
2+
e
O—iL i -

JIAD— FEO—hILEEOHHOERENET.

5.2.1.2. SYNESIS XA~ GUI O7hI> MHlIbR

1) 7ho>bzHEIBRT 255 HIBRUEVWI-TR&CFIVILET .
2TOI1-Y&HRIRTIHEF. SNIEOF VIRV ZEIIWILET .

2) <HIB&> RI>=IUVILET , HIBRHESROIA TOINFTRENFIOT, [[BW]Z2IUvILET,
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O &A1) JIbAa— I o—Jb
E  userd EIE —5F EEE
user? synasis a1

Al  RaDUS USER RADIUS USER 41—
HIBR I 27 h0> bOF VIRV IR ZANTHIBRING > 209D

5.2.2. Management Console

SYNESIS oO0—a/LH5 Terminal ZiEEI 0. UE— IS SSH TiEFHLET . %[3.2.2 SSHISHR
PO NCFIFARTREIR FEL. XXFH(CRAT 2HIBREU T O@ENTY,

=1 =) IR
1-9%-)\A7-R
XFE

16 XF&FT

PIVI7RY N (A-Z, a-z)
#(0-9)
BELF (1 # % & ()=~ |-"¥ {}[]@+*;<>,.2_/¥%)

1-H5%-){(RJ-R
XF5

5.2.2.1. Management Console ®7HD> MER - ZE

1) HUTFOIRYRZEAAL. BIN-ZEEIZI1-HEED/ AT R2EELFT .

$ sudo su -

# htpasswd /etc/nginx/synesis/.htpasswd <username>
New Password:<password>

Re-type new password: <password>

2) BFOINFZEAAL. BEULCHEZGSGHFHAHET .
# nginx -t
# nginx -s reload

5.2.2.2. Management Console O7H7> MR

1) BUFOINYRZEABU. Vi IT4HICTHIBRI 31— YL s8N TLW 1 T2 HIBRLE T

$ sudo su -
# vi /etc/nginx/synesis/.htpasswd

Bl : 1—Y"test1"ZHIBRI 25

$ sudo su -

# vi /etc/nginx/synesis/.htpasswd
example:$apri$xfAvfagh$XR/alY.1SI3cie09MV6ded
testl:$apri$gMdKa3df6$py5EUSGSU0INGZz1sX4g2a0 | «—

COTTZHIBRULFT . TOEUTZ AL
TIT17%ETUES,
'wW(q
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test2:$apr1$B5L9jXBUSkIWhnws . 28mxX6I11003stcO

2)  BHTFOINDREANU BEUGEEZHHAHET .

# nginx -t
# nginx -s reload

5.3. iDRACO7hH9>bk

iDRAC O7h7> bz iDRAC O GUI MSiRETDIENTEFT.
7HI2 MBI 3R HEIRIILLTFOEOTY,

IAE HIPR

BRAHREI-YH 15

1-YEXFH 16 XF XZERZED

153 F5 T IRy N(A-Z, a-z)
#(0-9)
BHE(1 #$%&()=-~|{}[]+*;:<>,?2_8§1)

INRD— R F#8 20 XF

JCRD—R32F 5 P I7RYNA-Z, a-z)
#(0-9)
FEANF(1"#$%& (0 =-{}[1@+*;:<>,.?_/¥§
1)

iDRAC O7H7U> N&E#R-fRE GULI AD7ITATE. UTDEDTY,
1) iDRAC [CEBEET7HV>ITOTAOULET. X[3.4.1 OJ1> 1888
2) [IiDRAC&E] >[1-H]&5&RLZET.

E. Integrated Remote Access Controller 9 ‘ Enterprise

[ -
| ® Yvyak—F B YAFAV 8 AhL—T v M SEy E AFFrAV % iDRACHE Vv
\ — A an FHE
M~ _
7\
Awvam—R s
O sz27r0EEEANS | 0 s27005ER | oenorssas - H-ER
a—4Y-—
_ s
E ExitiEs i SAFLES - Ca RO
. - =EfkR A7
| A5/ IFE
==l

3) [1-¥] BENRTFEINET. [O-hII1-Y] #H2R0T, BF-REZITVET.

5.3.1. iDRAC O7 17> MERK

1) [O-hI1-¥] #WoBEMIRY>ZIUSILET .
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E‘ Integrated Remote Access Controller 9 \ Enterprise

| N Fysadk—F SATAY 2 ZAhL—Y v HIE v = AYTF YRV
. ===
iDRAC E<1E
| wE i 273 H—EX a—H— B
v O—Hp)L1—5—
D~ a—H—f 1w 1Y —0EE IPMI LAN $5iE
Enabled Administrator Administrator
> FALORUT—ER
> AR—bA—K

#. IDRAC 37 v

IPMI > L) 7 JLASHE

Administrator

2) 1-Y& S RO-FZ2ABDL. [REFINTZZ2TIIUTLEZ N,
HENGNE [1—YIHE] BCTSEIZIEEL T,

SUPLA—I— LAN

T e

C =i

SNMP v3

Disabled

Y —miEM

dA—Y¥—-Fho> hEE

ID 3

a1

JTAT— [

JCAD— FarEgeR*

a—H— 5

O—H—migsl 22U

O odrz O =& O a—Y—osE

O o4 O =AF Ll O 8O —ILADF oA
O AT+ FADF IR O =RAF Ltk O 7/t

5.3.2. iIDRACOD7HI>NEE

1) [O-hL1—-¥] WOI-FUZAMBSEELWI-S2#RU [ RE] 27Uy ILET

I Eﬁ Integrated Dell Remote Access Controller 9 ‘ Enterprise

A Yysak—F B XAV B ARV FEV O AVFTFVAV
iDRAC F%7E
mE  mmt -tz 3-¥-  @F
v O—1—4—
DA~ 34— v 31— o83 IPMI LAN 54
2 root Enabled Administrator Administrator
| Enabled Read Only
(|

HETEEREL. [RIFIRT>ZIIWIVET,

. iDRAC 3E Vv

IPMI S U 7 JUASHE SUFIA—I—LAN

Administrator Enabled

No Access

Disabled

C'=i

SNMP v3

Disabled

Disabled
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1—-Y5-DiES% @

I-H-ME  SSHFE-BE  A¥—hp—FEE

A—Y—-FhorhEE
D 3
a—H—&* test 1
JRT—F* XYY Y YYYYY Y
JIAT— FOERE" 0000000 0ROON( |
d—5—45iE
1—H—a@s HHROEA [~
og-z  &E 0 1—H—0EE
m o4 [ ZRF LG [ B Y —IADTOER
[ REAT 1 PAOTFIEZ [ ZRFTLEE B >/

5.3.3. iDRAC O7hDU> hHIBR

1) [O-hI1-¥] WOI1-FUZABHEIBRY 21— &RV [HIBR] 27y ILET .

E— Integrated Dell Remote Access Controller 9 | Enterprise

N Jyvak—k E SAFAV 8 AbL— v FHEV  E AYFTFUAV 8 iDRACEE v
: -l
iDRAC 3
= Rt H—Ex  a1-—F-— RIE C =5

v O—Al1—4H—

DA~ a-—Y—& RiR a1—Y—oaa IPMI LAN #5HE IPMI > U P JLASHE P IA—)— LAN SNMP v3

2 root Enabled Administrator Administrator Administrator Enabled Disabled

Enabled Read Only No Access No Access Disabled Disabled

2) UTOLSRHERDAYEZ—INRRENEI DT, [OK]Z7IIL TS,

a8
=R

I —FHRLEDELTUVET. H#ITLTEELEZLLWTT?
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‘ 6. SYNESIS DESfHRE I

ARETIE. SYNESIS DEStMEEZERBALE T . EStR TE2MAI(E. SYNESIS 1Rk I3V hITT TEIC
E/RD, ZNENTEROLITRO>TENET,

® iDRAC : \=-RUI7DEHER (SYNESIS Portable ($B%<)

® SYNESIS VJhII7 : FvTFvEEROREER. FvTFv 31y DIRREEER

6.1. iDRAC: /\—ROI7MDER

iDRAC [Z&D SYNESIS O/\—-ROI7IRREZBER TEF T,  (SYNESIS IR—FTILIFBRC)
oo N\=RITPICEIT B MRAERHC SNMP Moy T POEF X)L TBAIEESIELRIHET T,

6.1.1. N\—-KROI7IREOHER

1) DRAC (CBEEET7HU> N TCOT/1>OULET. X[3.4.1 0T/ 188
2) BUFo [Hy¥aR—R] BEARRSNET, [IEEHIEHR] H2ER0 TUEE0,

E‘ Integrated Remote Access Controller 9 | Enterprise

H Fvyvak—EFE B ¥ARFAV 2 ARL—3 v E v = AuFF oA v #. iDRAC =7E v
1) — i M
SAws aR—R
TN

E EE1HE:R i AT LGSR
D SEAR A>
O I AFAICHE: 28

=il
R SYNESIS

SZFAESHE ZPL—SOERE &
AL —Fr 2SR

[ == E=5 1Y s s, - T Ubuntu

© zoft AL —Fr 4R 16.04.1 LTS (Xenial Xerus) Kernel

O _=EZE Fh) D 4.15.0-20-generic (x86_64)
H—ER540 3MLADW2
BIOS J{—Z32 149

iDRAC J7—ATTTF

= 3.21.21.21
=3z

iDRAC MAC 7 FL- 4c:d9:8f:25:74:46

FAINDTHI TSI AR, )\~ RITPICRENFAELTOET, S T, ToRNIER
ZDVY) T B THERR T BTN TEF T,
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6.1.2. N—ROI7AN> I DiE]

EDANY MIFEEULBFICEDBANSTIOBRIT DH BHNFEREBHFTZA N MIICGERET DN TEF
¥ FY SNMP by TPA—L7 RLUARBEDBRIF BB CBATZETRL. DR BHRB(ANIM)E
BHFEROREZITVET .

6.1.2.1. @EMEODNE

1) iDRAC (CEIEET7HYYNCOVAILET, %3.4.1 V12188
2) EELZOAZI-N5 [BE] - [YATABE] BERLES.

"= [ntegrated Remote Access Controller 9 ‘ Enterprise

#® Yvsak—F B ¥RFAV g AbL—T v B AUTFUA N % iDRAC T v

=JLr==

ax JE

EHERE {®EIV-IL ®EAT«T Efrtozzh/—*).%ﬁ BIOSHE B/ @ETOIFIL C =57
[t ot

v PS—hEE

7S5—h aalz]

[SNMP Trap TiEX93%a]

3) [P5—DMEETE]>[SNMP MSYIERTE] #BIEE T,

4) [773—NXEL 1 (BERBEHOBEE 2 UEFTH) 1Z2:#IRL. FRlERZREL TXUZEL,
> BIRUIATO [RR] (CFviz AN
> [EELFPRLA] [CSNMP YR —Sv—(XEE)D IP 7RLAZA S

5) &E#. [SNMP MSYIEEE] HOBARY > %Iy IUTLIZEN,

# Yuvyvak—F B YRFAV E AbhL—Y v M s v = AT RV & iDRAC 5 . P
v SNMP 5w JE
RAERERS #we EEXFFLA SNMP V3 1—H— IPMI RSy TDF AR SNMP RSy TDFA
FS5—hEEE I &] 192.168.01 I None - EfE =E
TS HEEE2 (] None -
T hEER3 &} None -
7S hEER =] None -
73— hEExRS | None -
TS5—EEEE (] None -
FTo—hEERT &} None -
Fo—hEERS ] None ~
SNMP 523
SNMP 75— hR— &S+ 162
SNMP hSwFIA4—w I

6) [SNMP 5%%E] H#HICTFECIEBRZEREL. (AR RY>ZIUYIU TS,
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» [AZ1=F4XFH | (EEOIZ1=718&% AT
> [SNMP howTIA—yMICTIA—Y MEIEIR

BFA-ITEMIIIES]
3) SMTP B—-/NDFEENFATVWSILZRLET, X%[4.3.2 SMTP Y—/\DHE ISR
4) [P5—bMEERE] >[SMTP(EFA-I)EE] ZHETFT.
5) [BFA-IWT5—b1(BEEHOBEE 2 LFTH) IO T IEBZEREL TTE W,
> ERUATOMRR] (CF1v)
> NEEFXEBFA-NTRVAISGHETA-IT7RLAZASN

N Yysak—F B SRFZhAv B AbL—Sv  BZEV S AYSFYAV % DRACEEV EEEwran

v SMTP (BFA—)) =FE

e o

BEFA-IFT—HEE RiR FREFEFA—ILT FLR FRAEA—I
BEFA—INFTZ—F1 I test@synesis.com I =
BEFA-ILTT—+2 B

6) ERIER. [SMTP(EFA—))EE] HMOLERIRT>ZIIvILET,

6.1.2.2. EHMINE-EMFEROE

1) iDRAC [CEBEET7HV>ITOTAOULET. X[3.4.1 OJ1> 1888
2) EELEIDOAZ1-H5 [BEE] - [SATAME] ZEIRLET,
3) [P3—MERFE] O [P5—BM] T [B%h] 2&RL. <SEB> NT>z2IUvIU TS,

® Yvzaki—F B yAFAV 2 AkL—T v E v = AT AV #. iDRAC 7E Vv
S
ax JE
EhER FEEOY—IL EEATaT SAEZR VATLERE| AbL—TEE BIOS 5T H—) (5
v PS—hEEE
75—k 34 ]

> PS5—bhBEUVE—BPIAFAOJEE

> SNMP 5w Ts8E

4) [P3—-PBLVVE-DMATADVRE] HzRE. RERKFGBAZITVORVAARY NIBAITFER
(SNMP Trap/EBFA-)ZZRELET,
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E. Integrated Remote Access Controller 9 | Enterprise a2 0 I
# Yuzadk—F B ¥AFAv 8 ALV FEYV EAYFFYAV % iDRACHE v ! »
v PS—bBECUE—bIRAFAOVHE ¥ oLy
- _ rar Oswe| Temr DUFD mwseavrs ORedish [7753>7% 7]
hrau Fo=t BE N L kser| -k PEAT o Foso¥ _oF  m#
KO
SAFLERE  FAF ° B | =] B B wuzs]
SAFLEEE  FLAT ] &] 5] 5] ] 7hsE] 3
SAFLIEREE  FLAT (i} ] ] ] B ] FI232
SRFLEEN  EEIRAFAUTYE O ] a] ] & ] 73]
SRAFLERE  JyFUAAR b (] ] ] ] s ] pZPEM
TRFLERE  JlyFUARD b = o = | = 7o2ar] |4
SAFLESE  SyFUIRS b (] = [} i} 0 = FIa
SAFLERE oL Q 0 [} 0 0 = rOYa
SRFLERE  CMC (<} FI23
LRFLIERE CMC Fa232 i

BEE(C[FANRY MD—ENFRRSNTVET . BINZITOWZWAARY MIT, FIAURVERIFEZ(SNMP
Trap/EFX—IL)ICF1vIZL T BRI ZIUYIUTIZE W,

EDANY NMEBHFRENHIB K IIZ S, ERENESIEEZ I THIINY MBI T IEZ
HRORLET. [BEILTEE IO/ MNOERT 355F UTZSRU T,

(EXEIEBSILIEZ|DIAY MBEHT H158]
5) [F4VF1200yI0. EXE 1R8] OF v LET,

v PS—MBLUUE—hSRFAOJEE

pabom 1Y) SAFAEREY B 2bb—3 Mryr7—~ DeEs Uar FEgss
FAE Warning ==

6) [EAINT>ZIIIUTIZE,
AR N —EBICERENES [LIEE I THIINANY MIThFRRENET,
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T N T

B Jvvak—F E YAFAV B ALV @ sk = AY7F YAV % iDRACEE v A DT TR - b

v PS5—hBIUTUE—FRAFADVEE T oLE
- —_ far e |Oemr DYE Cwscavze DRedish | 705 =5[] |
hray 77k FRE N O kSer |-k AT oy Fosn? ok we

LOY

SAFLESE  FLAT (] ] 5] a] 5] ] 75335217 |§|
SAFLERE  FIAT G| A & A B oy
SAFLERE  BBESRFLUEYE © ] ] il ] B 7oy s
PRAFLERME  JlyFUAL [ al (& & (& (&l 7o a2
SRAFLERE  JlyFUAL b ] (& & (& B 7o 3]
TAFLESE  H—TIL (] ] il & il B FHT I
LAFLERME  cMC (=] P32
TAFLESEE CMC T34
saFapst L OUYUIRUEE g ) O O | D Fos=]
L TTATEE TFrdraH n gl ] ] il il il i whma~del T

7) FIRAIT2EMFERZERL. RRSNTVWSANRY METEZFIYVILET.
8) ETOANY MU CBFRZZETES, BRINI>ZIVYILET .

6.2. SYNESIS YJIWMDI7 : ¥vITFrEMFPDREER

SYNESIS VI hII7 T, FrTFrEWFRICAT OIREOIRREZESARL. AR MEER GBI ZHI T
HTEFT,

ESRIAR AE

BERE BEMREFORWERFTROUIDE R ZIEBA]
UDRAT=HA FrTFvR— DU I RT—HROZEA 7 BAN
ROV FrTFrRO ROV Uy MEA % B R

SNMP hSyTP0X—)L 7 RUZARE, IBANFERE(CBANSZERL . BRUICBRIEZIBANI ) — T (&%
UET . IRNY MEEDBRZEC(CHIME AN RESBHI I - T TIRELTEET.

BHISE BN ) —TOBHRAERN6.2.1 BN, BANFERORE 2. 1A NEEOBISLCELY
W=T)DIEESEF6.2.2 BHIFT AN MOFRTE 12 SHU TV,

6.2.1. @5k, BHFERDHE

SNMP Sy PX—)L 7 RUZARE, BANFEE(CBIANEZERL T BRUILENSOEH T2 BE T )L —
TCBEHRIDFIEESUT OEOTY,
1) SYNESIS (CEEETHIIYRTHAAILFET,

2) Y—ILN—OHERE TR TR,

Al ® C

%[3.3.1.1 B2V 1S8R
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t=resis UTLA(B) FrFFv @ A & @ c -
Aw Dw
= Dashboard Name x
& &
- Nl I
F—4—Z:Default Agent| 775 Synesis Virtual Adapter NT 1Gbps x 4 F—4—Z Default Agent| FF U —232Topl0

FoalFrla

1.5Mbps

-ESVNESIE Uj"/’(®
w AL e i3 BHA—ILEE
» L —ADEEF
:
— ] Bl
EEEEE | 5.1
BOSIL-T O  Syslogifxn1
[  Trapi##01
» P —23
b AT
» EEY—IL

4) [EHS%k] BEIRTRINETT, BEE LEBOFRIRY> 270U TLIEZ 0,
5) BAEERBENRRINET.

BANFEREIRL. BRIFEZREL T [RIFINTS 2V I TLIZE W, 5REUTERSENZAMIE

HEnx9,
o JEF] . o =4 N
—BANFE BT
S HEi”
EHEPT FLAT eﬁ%ﬂ?ﬁll'ﬁ%& E57
1 BHRISCIER

6) ERTEUCERNTCO [B%h] HH ON (LRI TVWBTEZFESRL TIZE0,

] Fil FA4T a7

B A-lLiEmt eMail EN
El  Syslog#znd Syslog m_
0 Trap@#01 SnmpTrap
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7) #WT [BES%E] TERUILE < ORSTEBAI I -TERUFT,
[#BB%]> [ 75— bEBE] > [BEIV V-] ZFIRU L&,

I UFLA (D) FrIFv (D)

b b —ADEE
v 75— beiEa |
75—k
EREE
Bzl
B
»PTVT—S32

b SRAFL
b ERY L

s

0 £ 0] sHEH il

8) [EMIIN-I" BEHFRINET . BE_EZDCHD [F] RT>EIVvILTIEL,
9) BN —-TEFROIATOINTREINET . L TFOIEBZREL TIZE W,

o [&fl] HCEIRUVEBANI I -T0IIN-Ta% A1

o [iEBMISE ] HTHI—FTERRUIZVBAIST (18250 ) =R

o 1EFIT L —T

Bar

sHeA

U I —FCBSR U VBRI RIR L (R & v

JBE0SE

A—Il2BE01 (test123@toyo.cojp) #
SyslogiE*01 (1.2.3.4:514)
Trap@%01 (1.2.3.4:162)
A—I2B%02 (test234@toyo co.jp)
SyslogB¥02 (2.3.4 5:514)
Trap@%02 (2.3.4 5:162) -

@ test1 (192.168.0.120:162)

JBEID ERY AOHICUZ NPy Taniz@anse T I —J A3

ERIOHRICEFREHDBHFTHFRINET .

ERIDENSERUR VB ARIRL  EIRT> 20w TREN, BIRUSBAISENEOIRICES

BLES . BRIOWMICUZNPyTENEBAENZOBI I - T (CERENE T,
10) ERTER. [REFINT>ZIIILET,

11) REUCBRII I -TH—EBCENENET . R Z(SUTHBHMTA MR Z7)yIU T, BRIT A~

ZERITUTZL,
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Ei3) AR
] il SHEH I
A—)lEFE (test123@toyo.co.jp)
A FL—71 SyslogEH01 (1.2.3.4:514)

TrapB#01 (1.2.3.4:162)

T AL

IBEIT A -

D@ T A M (BRI OFENEITTEINDTANIRDFT . EERISEINZESNTNENIZERITHE

FAIEE0,

6.2.2. @I 31N> PDEE

ESRIAECE(C, AR MOFREMREENEBRICBRIZITON G BRIZITOHE FED@R ST (BT )L

—NTBIAI N ERETEET .
HEFIRELLTOEOTY,

1) SYNESIS (CEEETHUYRTHAAILFET,
2) BEEAROAZ1-YAMS [I-IIV PN ZEATIIWILET,

-55 YNESIS
('f} = l-3— Ow 47
gysani— [T -
vi Default Agent o ) o

B 201907704 11:31:39

B 2019/06/11 13:16:03 2E

B9 2019/06/03 11-00-31 AR

Bzl

3) [WREE] 5JO[ATSaAYINI> %I IWILTLIZEN,

%[3.3.1.1 B>V 1S8R

Default Agent
SYS4G-5TR

FeIFv I ILY
ATAA
T AL J)LEDEE

FrTFrATLAVEENRRENETOT, [BHIEEE] 57 2ERL TS,

o FrJFvrATZaz,

i = =y L 7 +5
-~ A - A

M

111
o
A0

L

Hif
|
)

i)
if

FAHTH)Z - Synesis Virtual Adapter NT 1Gbps x 4
EEEE JoA b
@ =ik

O AF AR CBETF v TF v EELT 3
O VTS A7 d— FEEHCTS

s T s rh M FheT 4

4)
EDIWIVET

BAI B IO [BR] (CF1vIU. BREEREFHDBERI I —T)0EIRVIZ LT, ERATRY
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o IFrATSI
EHEE
HElRE C1&#
U D25 =GN H)—F1 Y FEm
FOvT | 4,—91 v | s

6.3. SYNESISYJMII7 : ¥v I FvNS5T1VIDIRAEEE

SYNESIS VIRII7 Tl FrTFvUIhST49(OWT T e IEE DIREEZEARL . FHREUEMEE
BAGE(CY5— MeFRAE - SRIRUET . 75— MEAR(CIHR TR ZH I ENTEET,
75— MesERJRERIEE (L LITFO@DTY,

h73VY | ‘A shEA
DLC I\ ry b )y bOE T REMEZ R TELE T

55515 : 2FrRILA
YO USSR 18

PSIC) Eybl—hCEBMEZZTELE T
EybL—b TR : EFvRIVES
SIS IERR 1

ARP ARP FTES 1% 1 DTHEMICUIIEE . BEIMICERTENET,
fRATSNTZ ARP )y RO CRMBEZERTELE T . BIMEDREL. B—iX
{7t MAC 7RLXT®D ARP D& T,

TR : FATEHT—H

BB 15

NPM 8 \ry b NPM THEATSNTZEI0— 0/ Ty MR TRIEZ SR TELET .
T35 : NPM TRfrENz&J0—
YOIV IRERR 15

MF5[E] NPM TN I0-0EY N — NCRIMEZEEELE T .
EykL—k F—A35R : NPM TRAranfz&J0—
YJUDHEER 19

2ENTyb NPM TETENZRIO-DRAE/ Ty MITRIEZ R ELE T .
F—HXER : NPM THMfTENZ&I0—
YIS IE 15

=M= NPM THTENZ&I0-DEEY N — NCRMBESRELE T,
EwkL—bk F—A3t5k 1 NPM TEATSNZJ0—
HYJUSHERR 15

FENTY NPM TSN IO0- DX E/N\y N CEHEZRTELE D,
F—A35 : NPM TEAranfz&J0—
YYJUDHERR 15
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xfE NPM TEtreniox{EEy b — M CRUBEZ R ELE T .
EykL—k F—HXSR . NPM THEMTENIZI0—
YY) IEER 15
APM ART APM TEATENTZ&J0—-0 ART TEHEZEXTELE T,

F—ARER . APM TEETEINEZI0—-
YYD IERR 15

PTT APM THMTaNz&J0-0 PTT TRIMEZRELE .
F—ARER : APM TEETENEZI0—
B IERR 19

NRT APM TE#tranNz&7J0—-0 NRT TRHEZEXELED,
T : APM TEEMFENZI0—
BYIERR 15

SRT APM THEEMTENT=&TJ0O—D SRT CRMEZERTELE T,
F—AXER . APM TEEMFENZI0—
YY) IEER 15

CRT APM THEEMTENT=RTJO—0 CRT TRUEZEXELE T,
FT—AXER : APM TETeNz&I0—
YO0 EER 19

BT APM THEEMTENIc&IO—-DEE CRIEZRTELE T,
TR 1 APM CEEMTESNZ&I0-
YO IERR 15

Y354 APM THTENEZIO-DVRSA A TREMEZERELET .
F—ARER : APM TEETENZI0—
BB 19

YDA, IR TI .
DLC BStoh7 IV, B ORI ETI .
FFH(E. SYNESIS 1—Y—f1/ kD14, 75— MERELIBR] 1 ZS8RUTLIZE L,

6.3.1. 75— PMDEGE

75— N FAESRDIHORMEE, ZOT75— MIREEUIBEDBAN T ZERE CSET .
75— bOBINSEET S5 — bTEIC, EFREHOBRENSEIROIEETT, BRIFEOEFSEF6.2.1.18

5o, BANFEZDERTE

12U,

75— RDOFKESEFI T O@ENTY,
1) SYNESIS (Z%@%?b'ﬂ_)l\'@b‘%)’()bi@“o %[3.3.1.1 Y11V 188
2) V=L DHERLPA I B TIER W,

2 &

® G
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W T UL (®) FrTFr @ A & @

Aw Bw Cw

(?) e Dashboard Mame X
Fyak—K
5 - - =

- N2l &
- F—FU—A Default Agent| 75 F— &/~ Default Agent| 774 —22 2Top1D

e
EMbps.

MB
Mbps

MB
500Kbps.

1203 14:22 1203 14:23 1203 14:24 1203 14:25 1203 14:28

Synesic HTTP dafaul £ 0 k HTTR 8201 b WNC /01 b SEH 80 b
12003 14:24 12103 14:28 i e e e e T A

3) [#@R] XZ1-HDERRENFT, [PF— MBI >[FPS5— ] BERL T,

| |
-EEYNEEIE Jjb{@ Fro
(;-) e, DLC ARP NPM | APM
FuSak—F v hL—ZDEE » .
T iR

BEITCILE
hL—2T7AILOYAZL
O s B &
EHIEE
BT
B
»FTUT 25

4) 75—-beFEESELVEBNEIZNTIVOST(DCL, ARP, NPM, APM)ZERL. [$IFR]NT> %)
WWILEY,

DLC ARP NP APM
] L] BREH &

5) 75— MNERBEENIRREINTT, BB, BRLREZZEL T, [REFIRT>ZIIIL TS,
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e DLC
SR ’
E% F—GY—2R -
F—FU—2 Default Agent -
fals =5 1558
Vi) try b 1,000 * 100 110 * pps

O&FA@E Y blo— Kbps

LU 18, 2 ToFrRILOSET

B Group! -  [MBH

6) FMEURLYI—LN—EISENEINET  BIEOEIRITELN6.2. 1. 8H5E. BHFROFEIZS

BRLTKIZE LN,
7) BHENTS— b0 [B%h/#h] HH ON (CBOTWBIEZRERL TZEL,

DLC ARP NPM APM

i BllEs:

O SheH HIEERh E333 1518

[ DLCFS—F1 KPI 5 —4&J—2 (F—4.—2 : Default Agent) #2347 -vt (7&F%: 1,000PPS | & 100PPS | 1HER: 10PPS )

6.4. EMODLER

75— MBI EZA T I E DB D ERCOWTERBALE T . BANEL TSR T,
1. DLC, ARP, NPM, APM 75— Ns%TE(CHSEAN
2. BENMREFANRY NOIBAN
3. U IRREETE AN hOIEA
4. )Vry hROYTA R hDIBAL
5. Y170\ —=Z~75— MDAl
6. FEHALR— bOE@AN(LR— hD:ERISEE Email DAHEATETEE)
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6.4.1. Email i@ 51 D{4%

1.

DLC, ARP, NPM, APM 75— hDIS&

4 "<title>(<description>)"

> <title>: BIX—-IVEREDIMFZ ] ([#8BR]NT> > EBXISE] > @AISEXA—ILEETE])
> <description>: 75— CREULIEA] ([#8RLIMRT>> [775—K])

AX: "<agent name> : N/A"

> <agent name> : I—->1> k& (ex. "Default Agent")

I 1RU

B#RFAND MBS

& "<title>(Auto Backup)"

> <title>: BIX-IVEREDMFE ] ([1#BRk]NY>>EBXNSE ] > EBXISEXA—ILETE])
A AR NS

> BHREFXRHOSSE" "Failed to auto backup to any directories."

> TSARUADOETIDEZ DA "Switch auto backup target directory to primary."

> TH AUADYINE ZDIBE"Switch auto backup target directory to secondary."
w74 BU

U IRBEEEANRS NOIZE

4 "<title>(LinkStatus Alarm)"

> <title>: BAIA-ILERTEDIM44 ] ([HERIRY> > BEISE > [EBRITTA—ILERTE])
A : "<agent name> : Link Status <from>-><to> NIC:<nicid> PORT:<port>"
> <agent name> : I—->1> k& (ex. "Default Agent")

>  <from>: Z{ELRIDIREE("Up" Ffz(& "Down")

> <to>: Z{EROIREE("Down" Ffzld "Up")

> <nicid>: 74749—1D

> <port>: R—rES

N N e O] N W

Iy SROYTARY NDIZE

4 "<title>(PacketDrop Alarm)"

> <title>: BIX-VEREDMF&] ([1#BRk]NY>> BT ] > @A A—ILEETE])
A : "<agent name> : Packet Drop NIC:<nicid> PORT: <port>"

> <agent name> : I—->1> k& (ex. "Default Agent")

> <nicid>: 74749-1ID

> <port>: h—rES

W74 1RU

NAOON-AR7 55— NDIZE
444 "<title>(Microburst threshold <threshold id>)"
> <title>: BHIA—ILERTEDMF] ([1ERk N> >@F05E ] >[BRFTEXA-ILERE])
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> <threshold id>: Y170\ -ZAMEHEREDIRMEIES (1-2) (A8 IMF>>[¥190/\—
AR

A3 "<agent name> : Exceeded threshold <threshold>% <count> times,

maximumutilization <max-util>%, total duration <total-duration> usec"

> <agent name> : I—->1> k& (ex. "Default Agent")

> <threshold>: ¥1/0ON\—-Z NEMBEZTEDI{EAHZ |

> <count>: ZO 1 DRITY 73— hMAzmizUIZolZL

> <max-util>: 20 1 PR TEIRUERAERR

> <total-duration>: Z0 1 T 5— hRMGZmIL LA

W74 1RU

[EEALR— MBRIDIZ S

& "<title>(<plan-name>)"

> <title>: BAIA—-IERTEDM4 ] ([1BRk]IRY> > @RISE > [EBRITTA—ILEEE])
> <plan-name>: Lik—I52DI 502 ] ([LiR—RXZ1—>[Lik—T52]57)
A3 UIR—RTZ2ONERER] ([LR—K]AZ21—>[LiRk—KT5>]157D)

WA TP UIR—RJ74)b

6.4.2. Syslog EBA1D1%

Syslog MiEANTA—<yNE RFC3164 OBEECHEVET,

Facility: user-level messages(1)

Severity: W@ EDEFRE | ([#8Rk N> >EBA15E])

Timestamp: BRFELERS

Hostname: JBXNSCEKTEDIH—/V ([#8RRT> > HEXNSE])

Tag: "SYNESIS Notification"

Content:

> DLC, ARP, NPM, APM 75— hDIFE: "<title>: <agent name> : N/A"
<title>: 75— MRETIEEULIGRA] (FBRIRT>> [735—K])
<agent name> : I—-J1> h4(ex. "Default Agent")

> BHREFANCIDBE: "Auto Backup: <detail>"
<detail>: Email BEIDOI A |EREU

> USOIREEREEANY MDIZE: "Link Status: <detail>"
<detail>: Email @XIDI A3 E[E

> ROVFARI MDA "Packet Drop: <detail>"

<detail>:Email BRI A3 ] EEU

>  XA9U0I\-ZAR75—bMDIZE: "Microburst threshold <threshold id>: <detail>"

<threshold id>: Y10\ -ANHERED BHE TS (1-2) ([FBRR]AZ1—>T¥190/\-XK])
<detail>: Email B0 A LR
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6.4.3. Trap B

® Oid: 1.3.6.1.4.1.36875.1

® ASN.1 {iso(1) identified-organization(3) dod(6) internet(1) private(4) enterprise(1)
toyo(36875)trap(1)}

® {B(3XF%): Syslog iBXIDI ContentlEREL
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7. Portable EFI D71 A5k

7.1. RO

Distributed €7 )L T3 iDRAC TTA AVEEZARENTETEI N, Portable EFIL TFZDOFERENRUSD,

SYNESIS DH#EEEEL CEDFERZRMLET

BHKICF I-YH SYNESIS (CHAA UL T, ABHORE - EENGDHE(CE, F1707
TZOABTEMUF Y, T VY-V TINI FEA DT BIECLD, FEITHIREOREZ#EI5LD

TEEY,

7.1.1. WHRA—-ZA1ZYh

ABEBENBRIBN - Ty NI SYNESIS XE—EN5[EET
—B | THEEBL T2,

7.1.2. YA IRBOBIEENANE

—& | %=, [4. Control Unit Of:4%

BT OEEN SIS Ay T—DhRRENET,

7.1.2.1, WEBET A ARE

o T ZAOEE

LIEEL

RAIDAU 2 — L= LEL. (Controller 1/ Logical Device 1)
RAIDARL 2 — ADEERNWHERT 8. SYNESISHH— hAE2%E T8

AKXy —IHFRRENLIZEE, BR—NIRVEDELZZN,

7.1.2.2.

WIET A ARE -FRARIS-HHIEEOAVE—S

e T AUEE

Logical Device 2)
SYMESISTR— FaB8E < JZE0,

RAIDALU 2 —AlCEWTHBEZTT—FEILE L. (Controller 1/

Ay —IHRRENABEE HR— MNCREVWEDELZZE,
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7.1.2.3. VEFNAARE-A0YMRINSIZSOAVE—

o T AVEE

RS« AOMZEHN TEFEE A (Controller 1/ Logical Device 1/ PHY
1)

EREEVATVILESEDDR. BT« ATFEL{TI FENTWL
SESIFEREEL T IS,

AKXy —IHRRENTIZE(E, BIR— NMRVWEDELZZ,

7.1.2.4. MEFNAZARE-VEIRPHSHIBSEDAVE—S

o T AUEE

RAIDMEREEFTT . (Controller 1/ Logical Device 1/ PHY 2)

Fr T FritEETORNEMNSDETOT. RADDBEBENIETTSE
TERT ANECEFETEAEEER (L. FlEEBREY-aFILE
STV,

ARV —INFRSNTAZ AL RAID OBEENT T I 2E TERZANCEFFH T 2HELHDET
RAID OBBENTT T UIAEIN . OV RICK BHFEARKI [C THESRABIRET I o

7.1.2.5. YEFNAARE -TAAIBENHIBESOAYEL—S

o 71 AUVREE

YIET « AODREFBHAULELR. (Controller 1/ Logical Device 2 / PHY
1)

SYNESISHi— hAdEiR% ZHEE< 2.

Ay —IHRRENABEE PR MCREWEDELZZE,

7.1.3.  IYYNCEHEFERRA

FETT(AVEEERI BB AL FROIV FMERITUET .

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker [-h]

-h AT2a> AN TEFRRUET .

HENRVSEEF LT o@D OK ERRENF T

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker
oK

BENHDIZE . U TFOLIGHIET A RAES, MIET)(RES. BEOABNERRINET.

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker
Controller 1 / Logical Device 1 / PHY 2 : Rebuilding
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7.1.4. 094 EOMEIRMEH{L

EPEARKIMERE(IT ARV I CANRE T D12 FrITFrELPITLA DMRECREENHDDFT . 0T 5
ORI ZEIMEL T, 1HaEZ B UL WEE (L LUFOFIETEDELET,
1) BEEERT, viFEOIT (92 ENTEOI7 I 2FREET .

$ sudo vi /var/lib/tomcat/webapps/ROOT/WEB-INF/classes/common.properties

2) FEEDIN\S5X—=4% true H'5 false (CEELE T,

disk_failure_checker.check_at_signin = true

3) Jre LEERELCIFT9%2EH0ET,
4) 2.4.SYNESIS Y—EXDBiEE) 22%E(C. Tomcat Y—EXZHILELET,
REIOTA > HSEBEARIIN N L ENE T,

7.2. SMART R RDFT~R

M=ATNETI TERAEINTVS SSD DiRREZAIZTFEREL T, T/ D SMART [E#z% Management
Console TR TEZET,

7.2.1. WRETI

FRTOR=FTNETINTIRTY,

7.2.2. $#EGE

1) Management Console ® [SMART]9J%%y-LT. SMART [ERkFREIE(CEEILET . FIHA
JRRET(E [Reload /K7 DHFRRENTVET,

SYNESIS Management Console ~ Home  Network (IPv4) ’ Sl I

2) [Reload”]27UyI33ETAATOINTRREN, FrTFrEVTL A DMRECFEN DD EZESL
ia-o

Confirmation

This operation may reduce the performance of capture and packet replay.
Are you sure?

3. [OK]ZVUvT 9 %L, SMART 1BHRZEUSL TRRLET
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SYNESIS Management Console ~ Home  Network (IPv4)

()

-- arcconf GETCOMFIG 1 AL --
Controllers found: 3

Controller Status : Optimal

Controller Mode : Mixed

Channel description i SCSI

Controller Model : Adaptec SmartRAID 3154-16i
Controller Serial Number 1 OA11633AFEQ
Controller World Wide MName : SeeeeDl7e5113E868
Physical Slot ;1

Temperature : 51 C/ 123 F (Normal)
Host bus type : PCIe 3.8

Host bus speed : 7880 MBps

Host bus link width : 8 bit(s)/link(s)

PCI Address (Bus:Device:Function) : 9:18:0:0

7.2.3. EFEFEH

SMART 1BREUSDIRCT A RI T I CANRE T 218, FrTFrvHEIVVTLADMEEICRENHDET .
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. NEBEYPT-IDINVITPYVT

SYNESIS D& ERT =Dy 7yT 2B, tRFEEIHEZPUN/\VISERTEYT 5218t (VARNT )95
ENBIEET Y,

I\ Py TEIEERDIE OS DFETEIFIRT® SYNESIS D&EIBEHR. M—RT71 ). YERENIELR—KT
J. v TFrT—HEEEN\vI 7Y TZBRBENTEE A FYTFvT 92— TP IUARTFUIBLT
NIy TRITVET,

I\ Py TEGENENDU )58 % . BT(VARNY)AEDFML 8. SREIBRT —IDVA N7 2SR
TLIEEL,

8.1. S SNEBEROINYVITYY

0S MFHERBICDONTIE. OS B AR=ILENTWBTAAI(TINAZT71)) & NI T T — )L I2E%F)
BuTACE NPy TUET

0S M UAR=INENTVBTARI(TINAXT74IV4 : /dev/sda, /dev/sdb R&)E. df ANV RETHE
RIBUNTEET,

N\ 7y TYERFIBIELL T OB T,

1) SYNESIS A SSH Ti#&#tLEd., %[3.2.2 SSHIZHR

2) BIFOONURT. OS M UAR=ILENTWBTARI(TINA ZT74 IR 2 ERLET .

$df
Filesystem 1K-blocks Used Available Use% Mounted on
tmpfs 6586096 108944 6477152 2% /run

fdev/sdb2 1547582492 62045644 1406903692 5% [/]
tmpTs +— 3293046 32930212 1% /dev/shm

tmpfs

tmz iy [/IAR™Y RENTWBF AT I (BRI ) & FERLET
/dev/sdbl AFDIZE : /dev/sdb

/dev/sda 10064238080 9971579076 92659004 100% /pvc/data/packetdbl
/dev/sdc 1826388224 68439320 1757948904 4% /pvc/data/databank
tmpfs 6586096 36 6586060 1% /run/user/100

3) FE 2)THEERLIZ. OS B Y AR=ILENTWSTARINS AT LA RX—=SZAERR T BDIREL T, FLTEN
w7y TUTLIZE,
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1-5&ENAT-REANDLET,
d1-Ya(7I4E) :admin
NZT—=R(FITAILR) :synesis1
BT OB RRENEFI DT, Service [Tomcat]DiTO[Restart]z/Uv/ILET .

SYNESIS Managemem Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action
Tomcat Web Service. -
mvp Management Platform, adapter of front end GUI and back end agent service.
VPEyes Capture Agent Daemon, keep capturing agent running
NetKeeper Capture Agent, capturing service provider.

10) ISUYTTFED URL [CPIERAL. B4 VBIENFRRENDEZHERUET .

https://<SYNESIS IP Address>/mgmt/
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