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wi] Default Agent

8 2021101725 17.33.17 14:35:29.601211000 167144 23.56 1015963127 THS 520 Response, Data (6), Data @ |

A 2021/01/23 15.41.39 14:35:32 405522000 16714423 54 1015963127 TGP 721 [TCP segment of a reassembled PDU]

B 2021101722 18:02:17 14:35:34.343736000  10.159.63.126 1015847104  TCP 1434 80 \xe2xB61x32 1139 [ACK] Seq=1 Ack=1 Win=16560 Len=1380

B 2021/01/22 14:07-08 14:35:38.634187000  Dell_2843-d4 Broadcast ARP &0 Who has 192.168.0.487 Tell 192 168.0.131

B 2021101722 13:58-19 14:35:43.005690000  192.168.0.12 192168.01  TCP 60 103 e2 86102 3143 [ACK] Seq=1 Ack=1Win=17620 Len=0

B 2021101721 19-52.12 14:35:48.001358000  192.168.0.15 192 168.014  UDP 41 49562 \xe2\xB6x92 49566 Len=369
14:35:61.729053000  63.204.74.136 192.168.0.10  TCP 1454 1214 weZkB6Wx92 1360 [ACK] Seq=1 Ack=1 Win=16462 Len=1400
14:35:64.307338000  64.165.201.248 192.168.0.10  TCP 590 1214 \xe2x861x92 1379 [ACK] Seq=1 Ack=1 Win=1838 Len=536
14:35:68.824996000  192.168.0.14 192.168.0.15  UDP 703 49566 \xe2\xB6x92 49562 Len=661
14:36:02 751809000 192168.0.12 192168 .0 24 upP 154 20598 \xe2\x86'x92 20598 Len=112
14:36:05 952471000 192168.0.12 192168 .0 24 upP 1312 20596 \xe2\x86'x92 20596 Len=1270

» Frame: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
» Ethemet Il, Src: Toshiba_536:c7 (00:08:0d:5.36:c7), Dst: IPvdmcast_fc (01:00:5¢:00:00:fc)
» Internet Protocol Version 4, Src: 192 168 0.63, Dst: 224 0.0 252
» User Datagram Protocol, Src Port: 4689, Dst Port: 3544
Teredo IPv6 over UDP tunneling
» Intemet Protocol Version 6, Src: 3ffe-831£4004-1952:8000-d36-2efc47a, Dst: f02:+1

FELA ® 1 2 3 4 5 6 7 8 % A B CDEF

RAOW—Rb

Lazgdy 0000 01 00 6E 00 00 FC 00 08 0D 6F 36 C7 08 00 45 00 o . _ 6 E
UTLA—
o010 00 44 EC EF 00 00 01 11 2A D6 CO A8 00 3F EO 00 D o s 2 o ?
0020 00 FC 12 &1 0D D& 00 30 DG 45 60 00 00 OO 00 o0 Q 0 E °
0030 3B 15 3F FE 83 1F 40 04 19 52 80 00 0D 36 2E FC A @ - R . 6
0040 F4 7A FF 02 00 00 OO 00 OO 00 00O 0O 00O OO 00 OO z
0050 00 01

[A7 4" 141 M i A7 4V 149Mn10 X T T A4l TAN A

AT AMT AN 1T PiMT AV I YA O iAN4AnM & O
[ R |
R R I T T O Y IR A A R IRV VI T Y R I 1 I |
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72. A4nMMI T 19 7 AMn1

NYAnMvMT 47 T T NIYVAT A T i AT T AT T
5K 9. a S
U [InM dAJAY I n>PNAnMTY T T A MMYSH 44T 9V T 4 M >
SAYMN1TSAYN
U YoM dJAJMIAIn>PNAnMTT T A MM >N 4AnMYdYn]vu >
$YMn1SAdN
U [MAEAY 1 n>MAniinM>M4n~" >AMnA~ NANN
U [MEFMATD>MFAITDIMM>AMD A" YAV N

0 [MEMAYITn>NIVAAMIMY>YAn~"  >AMDA~ YAV N

73. YMn1 8

”

AMNT T P YANVAN T NIV AXA "N L sNYIVAL S (4 )
)

= . . S N ~ >
NV M 1A X0 N0 sSNTAUA S (4 i16 9 ASCIFNTITYAN A X
I . = 2 x ~2 = N ~ o &
5 N . sdT A S (4 j @& WS4 e N |
#= Lok | ovs | RL—ZIFL | 7a-R1x
‘wEYT |t?'?U V\ I Ql Jry o =E sy bR 3143T40 [T*2/— MMEEnET
TS | TILERELU v bl hL—ROEE
Ao TERh LT DLOER el To . LS — o Vol
EEE  No. Frrl L) TV EET EEX JokL EE YU
250890 SYS-4G-STR Channel A 15:45:23.998574460 0.000019300 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU] -
250892 SYS-4G-STR Channel A 15:45:23.998589190 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=930525 Win=16383 Le
250893 SYS5-4G-STR Channel A 15:45:23.998610940 0.000021750 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU]
250894 SYS-4G-STR Channel A 15:45:23.998629180 0.000018240 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU] @
250895 SYS-4G-STR Channel A 15:45:23.998629830 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=934401 Win=16383 Le
» Ethernet I, Src: 38-0e-4d-b6:03-e0 (38:0e-4d'b6:03-0), Dst- MagicCon_a2:03-f3 (00-05:1b-a2:03:f3) 2
» 802.1Q Virtual LAN, PRI: 0, CFI: 0, 1D: 23 ™
wInternet Protocol Version 4, Src: 172.24 1.78, Dst: 172.232.91
0100 ___. = Version: 4
.... 0101 = Header Length: 20 bytes (5)
» Differentiated Senvices Field: 0x00 (DSCP: CS0, ECN: Not-ECT) ®
Total Length: 1332
Identification: 0x9c8a (40074) -
FPELA 01 2 3 4 5 6 i 9 A B C D E F
oogo 00 05 1B A2 03 F3 38 OE 4D B6 03 EO 81 00 00 17 e &
o010 08 00 45 00 05 34 9C B8A 40 00 3F 06 3E 61 AC 18 . . E . 4 . @ . ? . > a . 1
0020 01 4E AC 17 02 8B 01 BB M1 AC A0 11 DD D7 TE 582 SN . . ... .~ R
0030 E7 40 50 10 05 AC 48 34 00 00 EB 92 15 BA FE CD . @®P . . . H4
0040 BD B2 DE 07 A5 A1 1A DF 1A F4 (OE D6 3C 76 FF DD S
0050 29 7F 69 1A 10 1F 37 9B 75 6B CA 4E F3 4F AB 82 ) . i . . . 7T . uk . N . O ..
0060 EB E8 41 32 23 BD 2E 37 17 69 2F FC 2B 5C 3C F§ S A2 & T 0+ 2 @
0070 F1 D% 56 70 8F 20 83 73 86 52 1C 60 1C 14 A2 FC vV p s R Ny
11&NMn1
~ > = > ;o8 o~ . . ~ ~ Z ~ ~ -
3 Moo 1T au P MANnAI oo N A MA 0 I
. = P . ~ , . RN = .
sNI VA1 SV PYAvNvAN N1VAXY A N 1T4M1i
- = . & . N 7 4 ~ - T
T4MI T A NMAAYMT T N4 MA Ixo N\ I
. B ,? .. = B -~ > ” ~
sN1 VA SV d IsNYTVA1L S M NT VA X0 N\
- T = i ~ s 7 N~ ~ 4 ~ ~ s - ~ z ~ ~ - T
iP5 A Wi NN YTVAAT N M n11° 06 P |
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ST S M AT isNINAL ST 9T T T NYINAY 16 Y ASCI |
TOOAXD N T T TisHdT AN s I 4T 4T AD isNY VA ST 4 T
449M1 X7 N D - 7 AN "1 16 Y N VI T I I I
n~* T3 xTpr il
A AnMVMT T 49 AMNT AT T 44 MM Y nY 1T A CiAMNn1 T T M
T4 M T4 x0T
N s 19N nA 0 S MV NUnN"A CisId4MNnA Sx 0
AR e T VARV PNY A 1,000 0 N 770
7.3.1. NT Y A
SNIVAL SMT 477 P YAMNMAN T MAna1x A7 Nob T T 1AM
B 1AM T A NAAYMA ] 41 R I 0N T
HEE No. Fe 1] T ILTEEH BT Rk JOokal & Hvu
250892 svs—m—smcrfam 15:45:23,998589190 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=930525 Win=16383 LEIJ
roowos oves0 clbl . s5vs0ssosaS150 00000190 17200170 1200t TCo  te3e (TP sementof  remsontied o
11KNYTVAA
NV A ) a ivA o i
a A
i° NG T YA 0T T
T7.338MNnA ~ ST wl N
No NAnMML T 4 A NYNATAA R I M 1
0 M7 4My TN " d4 i ’ S|
VA4 MANVAY T uANA T 1
A A TNYITVAXYAYNVAN A |
NAMAA E7 N NYINVATT AA 4 T
» NYVAT T T A T
» 0 T T A I I |
V4T A TA N4 T
AN NIV AN T
N A NYVAA T i T
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7.3.2. NT VA

~ 4

SNV A S sNYIVAL SO M40 R X6 N\
» Ethernet Il, Src: 38:0e:4d:b6:03:e0 (38:0e:4d:b6:03:e0), Dst: MagicCon_a2:03:f3 (00:05:1b:a2:03:f3) -
» 502.1Q Virtual LAN, PRI: 0, CFI: 0, ID: 23 B
winternet Protocol Version 4, Src: 172.24 1.78, Dst: 172.23.2.91 =
0100 ... = Version: 4 |
_... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: 0x00 (DSCP: CS0, ECN: Not-ECT)
[ (®
Identification: 0x9cBa (40074) 8
I11RKNT VA
4 ~ - ~ . ” ~ ~ ~ - T
NV MW M1 NANY iANoX N P |
. b = , Y] ~ 2 AR N
sy N SV isNI VAL SV ToNYIvVA@ ) A X 16 9
ASCI D N 771
FELA 0 1 2 3 4 5 6 T 8 %9 A B C D E F
0000 00 05 1B A2 03 F3 38 O0E 4D B6 03 E0 81 00 00 17 . M . I
0010 o8 00 ¢5 oofos 34 foc sa 40 w0 aF 06 E 61 AC 18 E @ ? . > a w
0020 01 4E AC 17 02858 01 BB 1 AC A0 11 DD D7 7E &2 N . ~ R
0030 E7 40 50 10 O@C 48 34 00 00 EB 92 15 BA FE CD @ P ¥ 4 .
0040 BD B2 DE 07 A 1 1A DF 1A F4 0E D6 3C 76 FF DD e
0050 29 7F 63 1A 10 1F 37 9B 75 6B CA 4E F3 4F AB 82 ) i 7 . u k N 0
0060 EB E8 41 32 23 BD 2E 37 17 63 2F FC 2B 5C 3C F9 A2 8 7 i + 4 <
0070 F1 D9 5 70 BF 20 83 73 86 52 1C 60 1C 14 A2 FC vV p s R i
11897 A
. ~ i ~ = - N % - - > = b ~
SN VA S M nd1 i M n41 44 16 9 (A )
ASCINI  )XMInVMN ~ 7
)
7.3.4. 0
YMn1~ 0 N 7. NI NN - N1V A No 07X T
LAl Ow-J ) /.® FO-F1 x @ @
=2 e | Q]I}T‘b’\thuI I =8 Immw = ETEZ | O T2 — MEgOER
RV 7 A b | o —RDEEF
FHEETHBRAFNINT £ ILYEE  Frall. TT—. /49— VolP
EEE  No. Fral L] FILY s ET BEk Jokan g&E Hwu
250890 SYS-4G-STR Channel A 15:45:23.998574460 0.000019300 172.24.1.78' 72.23.2.91 TCP 1522 [TCP segment of a reassembled PDU] ~
250892 SYS-4G-STR Channel A 15:45:23.998589190 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=930525 Win=x
250893 SYS-4G-STR Channel A 15:45:23.998610940 0.000021750 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU]
250894 SYS-4G-STR Channel A 15:45:23.998629180 0.000018240 172.24.1.78 172.23.2.91 TCP 1522 [TCP segment of a reassembled PDU]
250895 SYS-4G-STR Channel A 15:45:23.998629830 0.000000650 172.23.2.91 172.24.1.78 TCP 64 4524 — 443 [ACK] Seq=1 Ack=934401 Win=% ..
11K )

/NI - h
TANMAMN NV (A )
T XaAN "0
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~

N

X 1 NYIVATA

AY T
nl- -

MT N A ) A
ST T MY T NANNYNY T T

pI—

7. N1TVAY

“MYn VM T
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VAN B M | |
VAR A
N\ A NY VA4 SN\UAS a A ~ ST
NTAUA / SNYT VA SA - D
(HeX)VAAnVA NYVANYnM HexMnd~ D |
297 AHY A NMnd” T d4i 147 AT T MM nM”
N ixo "0
(ASCHONYT N ANYNMA NIV AAnMW ASCITI -~ 7
. NYVANO
NIV A N AMn 1N T AAnMM T A AT NIT NN A P I B
S
N1V A No® A IA iSNTVA NoS AN MAMY NM (4 114 ) A
NYVANO AL~ is OSvMd (@ 114 ) NAN N~ 70
NIVAL A MYnYM @4 YAdMA)XD AT T SNYIVA NS A° -0
NIVA No~ ™7 A p °1°n5 NIV AYpA 114 ) 710
7.3.5. 0 v7 1 W
0 N T NYVUAT "3 pTd
0 M 4V P& AV AN T
M7 A M AIMAMY N ZT T MY (A YONANNT S i T A T & MU AMA
(4 o N T
e La—R Ow4 —AJ7A FO—FE1 x
BgRyT [y ]| Q] 1'(¢rwhfxlo@ BE) | m/Wy REC 1726389 T2/t MEgn=En
13
R N == bL—ADEE

ES : Frl. T /92 \VolP
TSR s 2T REX
BEFI < ILAYDRE

FAR T 1 LS DAER

EEE

» Frame 1: 62 bytes on wire (496 bits). 62 bytes captured (496 bits)

» Ethemet Il, Src: Fujitsu_75:0f 8d (00:0b:5d:75:0f 8d), Dst: Toshiba_fc:f5:83 (00:00:39-fc:f5:83)
» Internet Protocol Version 4, Src: 172.16.10.143, Dst: 192.168.7.60

» Transmission Control Pratocol, Src Port: 1499, Dst Port: 2400, Seq: 0, Len: 0

118YMn1 0O

AMA "7 T i T IMMAI (A

ZJobka BE

vy

A

2 00957 192.168.7.60172.16.10.14TCP 62 2400 — 1499 [SYN, ACK] Seq=0 Ack=1 Win=54240 Len=0 M}
3 ;PF' p001¢172.16.10.14192.168.7.60 TCP 54 1499 — 2400 [ACK] Seg=1 Ack=1 Win=65535 Len=0
4 - £l p009¢ 172.16.10.14192.168.7.6CHTTP 456 GET / HTTPR/1.1
Jry MR TS / HTTRf
1 7 13534 192.168.7.60172.16.10. 14HTTP 1023 HTTP/1.1 200 OK (text/html)
(i} 13:56:10.6480.11324¢172.16.10.14192.168.7.6CTCP 54 1499 — 2400 [ACK] Seq=403 Ack=970 Win=64566 Len=0 0

1M

Y NANNT
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AT M A P 6 M AT N Ty T
VR
. 1A
Nvnd
Vol P

B

ST TCRANMTAMY YT NNT A T d4iAYMn1YT AND T T\

7.3.6. T93MMNNnA

(=]
‘n
=
_

YMn1 N $1MMNnA NTA . i YAn XAMAT Y
YN TSI M NN A S (4 wWo N7 Td

B= La—k Ows bo—2I7)L  TO—F1x

wEyT Heu o v | Q) /¢y o e /Uy NS 14860 F T2/~ MEgoET

TS | TLILEEL v = M—2AnEE
FI5—- F=Eh HES
FRETEERASNBN T AILYEE : FrRl. T5— /-2 VolP

BEE H3U R ZJokal B
»EE This frame is a (suspected) i Seq TCP ® 476 e
vE5 This frame is a (suspected) out-of-orde  Sequence TCP 229 e
28 [TCP Out-Of-Order] 80 — 21683 [SYN Sequence TCP 1
34 [TCP Out-Of-Order] 80 — 17300 [FIN, Sequence TCP 1
48 [TCP Out-Of-Order] 17300 — 80 [FIN, Sequence TCP 1
50 [TCP Out-Of-Order] 17301 — 80 [SYN Sequence TCP 1
70 [TCP Out-Of-Order] 80 — 17301 [SYN Sequence TCP 1
78 [TCP Out-Of-Order] 80 — 2669 [FIN. / Seguence Icp | -
BEE No. FrFl L] FILSEE BiEn EEE Jokal E& a4l
19 5YS-4G-509:04:00.4000°0.000000< 192.168.3.131 192.168.43.22 TCP 76 80 — 64512 [ACK] Seq=1 Ack=1 Win=32768 Len=0 it
20 SYS-4G-£09:04:00.4000°0.000000:192.168.3.131 192.168.43.22 TCP 76 [TCP Dup ACK 19#1] 80 — 64512 [ACK] Seqg=1 Ack=1 Win=32768 Le!
21 SYS5-4G-509:04:00.4000°0.000000< 192.168.3.132 192.168.43.22: TCP 76 80 — 64513 [SYN, ACK] Seq=0 Ack=1 Win=32768 Len=0 MSS=1460

. 22 SY5-4G-509:04:00.4000°0.000000:192.168.3.132 192.168.43.22. TCP 76 [TCP Out-Of-Order] 80 — 64513 [SYN, ACK] Seq=0 Ack=1 Win=327 -‘}

23 SYS-4G-509:04:00.4000°0.000000; 192.168.43.22'192.168.1.1  TCP 76 36243 — 18461 [ACK] Seq=1 Ack=5841 Win=32768 Len=0
24 SYS-4G-509:04:00.4000°0.000000:192.168.2.105 192.168.43.221TCP 76 80 — 21682 [ACK] Seq=1 Ack=1 Win=32768 Len=0 i
» Frame 22: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface 0 ol

» Ethernet Il. Src: d4:76:b8:0b:61:4b (d4:76:b8:0b:61:4b), Dst: d4:76:b8:0b:61:37 (d4:76:b8:0b:61:37)
» 802.1Q Virtual LAN, PRI 0, CFI- 0, 1D: 1

» 802.1Q Virtual LAN, PRI: 0, CFI: 0, ID: 3

» 802.1Q Virtual LAN, PRI: 0, CFI- 0, ID: &

» Internet Protocol Version 4, Src: 192.168.3.132, Dst: 192 166 43 222

» Transmission Control Protocol, Src Port: 80, Dst Port: 64513, Seq: 0, Ack: 1, Len: 0

FELA 0 1 2 3 4 5 6 T 8 9 A B C D E F
0000 D4 76 B8 0B 61 37 D4 76 BE 0B 61 4B &1 00 00 O1 oo . a T o ov . . oa K o o it
0010 861 00 00 03 81 00 OO 05 08 00 45 00 00 2C 75 FF . . . . . . . . . E . A
0020 00 00 80 06 14 1A CO A8 03 8 CO A8 2B DE 00 &0 e T 1

0030 FC 01 79 90 DA 08 79 90 D9 8 60 12 80 00 C4 60 A,

11B8YIYMNDA
$§YYMNnA S i iT7 778740 $ 1S 4 N7

> > = = > PN >

NN $14n S $ ¢S VT AUNMYNM TP NT NN AT TP XS TIYM
NnA S 0 N7

92/231



IYM NN A ) ) a ivA4 o i

a J
. I T T8 14n s $ 1S 4 N 771
$ 1S Mn1 TNAVNT T SN I X
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A S I X0 N T
N A N T M B |
4 N T YAn "
v 44 A7 N AN T

7.3.7. \4nM a
[VANnME MMAd ™ NANVNT 0 N T, NINVATAAnMMY T 47 &

-\~,-I'-

>

5.44nM & ~ ST Wi N T

2 n

7.3.8. Lua AN~ J 1
SYNESI'SIMANn4AN "7 Wiresmark shdamk i +° LusdAN 4~

T~ 53X | A AMn10 AN XY TN 0N T
-
Lual 4N 4~ T 1A P AT AT 1AM i N InMM T 49T At
A [
[ R R I w0
1) I, Ludi 41~ Jetc/pvec/wireshNadRANPNuUging7I
2) MA" N "https://[SYNESI'S N\WPY/ BMYMESIES ~ p~ "1
& 7 AanN S NMAn1T AL 0 7T i AanN S NMAn1TT ALY T
0
3) YMn1IdMvd” 0> " NANT 9~ a> "~ "

& A 49 2 a1V DEServi"cRestaY4wvyN""~"1
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wi] Default Agent 2FvFILOEY bL—b
B 0210312020 1 IMbps @
& 01730120201
£ 0112312020 - VoIP Filter
B 1172612019 15.48:31 1Mbps
H testari
B 2019111119 111831
Obps
Szmwms 1146 01/30 16:00.00 01/30 17:00:00 01/30 18:00.00 01/30 13:00.00
10/23/2019 1457 50 =
e FrRl A5—5A LS £y bL—h Sy —b JoA b Sy =
9 2019110110 11-24:48 @
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