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r—AI 710
% bps pps Bps
0 100 0G 10G oM 50M oM 2,500M
ERE= Evbhl—k Uy l—k #)01+

[Detail] E]RT>(ER@)&IIITBE, A—)\—E 1—BEHSRI>ZI U TOTPAINDT—H 2R~ 2 EE (F
#BMUET,
[Flip) ¥d R92(ERG)&IUWISBE, FyS1h— RERN FROEBIET-JILOFRRICTIDENDOET,

hL—ZT7 AL B g
Foib s EvbL—k J&ybb—k vk @w -
F LA 0.00% 79.28 kbps 8.00 pps 10,161 8,974,661

£5—EFlipl ¥4 RIVEIITTZE, I8IET— Ty 18— RERICRDET,
[Size-Min]=RI>(R@)&HUvT 3L, FyS1R— ROFRIMIDBENET,
F—RA 2710 @ @ =]

[Size-Max|OMNI2(H®) 2w I T 5L TTDRRICRDET
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‘3. CLI TOYUIL A (packet_replayer) I

3.1. #Fo0-

CLI TOHAMRIZIEIO— (LT OEBDTT
1) EBRICPATHITOIPANZFREOE-RGRELE T,
2) WE(CSUTEFIC tepredirect XY RTL UTLARRO M —ZT71 UL Ty MOBIRZITVET
3) NTA-YXDAE-ROBER. BECSUTEFICUTLA RO - I7( )V EHMBERR (ssscap FeR) (R
LET . TNICEDAEYADO— RESRIZIGHETEET
o ZERBER(L) oy MRITIKTELE TS, 64 /N1 K, 50GB OI7(ILTHI 22 B TY,
® ssscap ZFVBIBE(E. COERPET FCS AT HIBTEI BN HDFET .
4) packet_replayer N> RTUTLAZRIIALET . CDEE, LITFEIBELE T,
o UILAHRODT—H (FML—2T71ILDF)
o  UJLARITITHTH. Frxl
o NTA—YVRAE-REFERITZINEN
® L—N @ FCS AT a>0igE
5) IEELHOVILAEICEENIELLET . FEITEILTRBEE CTRL+C RETINV R TUET,
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3.2. AYYRAT Y3

Iy bOUT LA . BLU ssscap T7AIVDER(E packet_replayer I RTITVWET , AV RATS AV EU T O@EDT
ER

sudo packet_replayer -c[:{fcsadd|fcsrecalc}] <target file>

sudo packet_replayer
-tx[:{fcsadd|fcsrecalc}] [<TX card>:]<TX port> <TX files>
[-tx[:{fcsadd|fcsrecalc}] <TX port 2> <TX files 2>--]
[-p[-r <rate[K|M|G|%]>]]
[-1 <repeat>|infinite][--no-outupt]

sudo packet_replayer --info

sudo packet_replayer --reset

& 1 packet_replayer AYYRAT'>3>

ATVaY A |

-c [:{fcsadd|fcsrecalc}] NIA—IDRE—RTOUTLA TERICO— RN BIEER ssscap T7()L%E. 7Th

<target file> pcap/pcapng J71ILh5ERKLET

® <target file>: ZHTDIF( I

e {fcsadd|fcsrecalc}: Z#acI74/ LN pcap DIZEI(C FCS {30E (&
FCS BitE%ZIBTEI2/\IX-FTY . ABgHF I fcsadd T . BT I7IL
N pcapng DIZEEFARNTA-HDISEFEEIN. BBHFIZITVET,

CO3| B ANUIGE. TOMOZ I EUIEN T,

-tx 1 DORER-MNTHL T L TFORBZIEEL. VT 12 ETUET,

[:{fcsadd|fcsrecalc}] ® <TXfiles>: UJL1493T71IL

[<TX card>:]<TX port> ® [<TX card>:]<TX port>: UTLAFB75TIBLUF v

<TX files> ® {fcsadd|fcsrecalc}: pcap/pcapng 2L A9 35&I(C. FCS {3hnEr(d
FCS BEtBZIEEI2/\IA-FTY, HEEEF(L fcsadd T VILA92T71
JLH ssscap DIZEFAR/NTA-ADIEFE (FEHREINET .

DTLAR=NEUT LA TP/ OFE(E 2 $BETIEERIRET T

COB|EIEBETETEE A

-p UTLABHI, NTA—YAE-RTUT LA %EITLUET,

CO5|EFABEEIEETY . ABRIFFIENTA—Y O RE-RTUTLAZITVET,

-r <rate[K|M|G|%]> NIA=IZZE—RTOVTLABFICRD, $EELIZL— M TUTLAZITVET .
COD5|#MIEBEOIHET I . BIREFITD M —ZTFAIDIA LRI T HERFLTIT
LAZITVET,

-l <repeat> |infinite T A DEDRULIEZIBELE T,

® <repeat>: 1Lt 10,000 A FTHEDIRULIEZIETELE T,

e infinite: MIREIDIENRLZITVET,

CO5|HSABETIRETY . BIEIF(E 1 BOH)TLAULET,

--no-output ZERNDBLVREIS - ADIIERRUERA. (OTITPAINRURTAIZAT7A
INFHEPLET) COBIESABETIEETT,
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ATVaY 3588 |
—-info RESNTVSTITH(FrTFv) - ROBERERRUET.

COB|EEANUIGE. TOMDSIERSEINTT,

(2L, [EBF(C--reset ZEEULIZ A, --reset MEFcENEY)
--reset TATH(FvTFv)h—RORSANEBEEHUET
COB|EEANUIGE. TOMDS 2R SEINTT,

3.2.1. AT SaVEFMLIBRESE

3.2.1.1. MBAM ssscap T71IADZEk

-C AT TUTLATTO R —AT71 V% ssscap NDEEZITZE Y,
ZHEITIE . WRITAIWERUT AL MR (BRI ROI7A ). ssscap T7A D ERKEINET,

ssscap J7M)UCEL. U TFOFREENHDET,

® EPR(C packet_replayer -tx IY¥>RT ssscap J71IOUTLAZITIRRICE. FCS DIEE FEREINET,
ssscap [CEHAUZERPE TRy b FCS HMHEELE T

® ssscap J7M)UE. ZEHTd pcap/pcapng 7 IVEREZEDYA X TEMIN D8, TAAVEBOKEISEEN
WHETT,

o ZIIROI7TAINDITAINTAZHARENMEE(C(E, BHUCRVIFENMDIDETS , FRERFEOHIE Appendix
Al ZRBLVTT—IEBEDOPRERRBZSEBIZEN,

3.2.1.2. AT LV R— M DIETE

-tX AT32320 <TX card>BLU<TX port>/\5A—HT. PATIBLVR—MIEELET .

RER—I<TX port>(d 0 NS1AFZELES TIBELEY . (Port A—0, Port B—1, )

FrTIFvTITIN 2 MBBIBE. TITH(FvTFv)h—RD<Tx card>&, PATIZEDR— MBS <Tx port>Tig
FEIBEERRETT, BlZ 7 7 TIRE, <Tx card>:<Tx port>TIBELET, <Tx card>(& 0 MSIAFZELES
T9, <Tx card>(&0¥>R"adapterProfile”®—info(-i)AT>a> THEERTEE T,

TATHBLOR— MOIETEICEAL. LT OFIRN®HDET

® 200G EFINREDLSICTITHETIL SYXC-100G2N1-HP/SYXC-100G2N2-HP H' 2 MEEHCEFN TV RIHE.
2 B NIC(adapter:1)(FBELEE A
1 #2B® NIC(adapter:0)hH5Dd/ oy hDIXIENBIEE T, adapter: 1 MOXEZIEEULIN R2EITI DL
I5-HFRRENF T, adapter:0 & adapter: 1 MOXEZERICIEEUIBE(E IS -HERREN. adapter:0
MBOHIY MORENEITENE T,

3.2.1.3. XEEI7MIODIEE

-tx T3>0 <TX files>N\FA=HT, XK ETP/ IV ZIBELET .
RIET7AIELTERRK 20 T7MIVETIBEI BN AIRET T . BEDXETTMINEIEE I DIHEE. AR-ATXY)HT
RETTANDIT7AINZZMANTIZEN, IEFE TEZI71IIVDFERESL pcap, pcap(F/#), pcapng, ssscap T,

EET7AIVOIEEICEAL. U OHIBRNSHDET .
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o EBHUR-MMBEXETIHE. ALIrILZ2ERFIAERON-NASE I BLETEERA. RCT7MILZ 2D LD
R=MNIEEIBEIT-NERRENET  BMEOR— NEC TN ERELIZWEE(E, T7/ILOIE -2 FoTIX(E
TPAIVDIEEZITO TS,

3.2.1.3.1.91)Rh— R L BEBEIT7 1 VDIRTE

RETTAINDOTrA N BNEFRULES 2O TVWSIHEEE DMIILRNI—REFE>TIP IV ZIEEITBIENTIEET T, 71
WA= RTIEENITANES I I7 AN 2RIETIREL ., XyFURIFAIVEIEE(CUVTLALTVEE T, ROBS
HRFNEECTHRZEZFIEL. AR—-ATREISNITRDEEI7AINDVT A (T4 Rh— ROBE IR )NETENF
F . KETPIIDOBESHRATVDIZEE. BEUCHBILTIMI Rh—MEEZITOTIZE,

1) Rh—RIETE(IEFEP D DM EEEZIETEL., "3 " CTHIOERDEN TRUFET, I/ AN T 2EFED
D%, T RH—ROFRER(CESHZ TZEL,

{0<i>d:<a>:<b>}

L52(F 0 FEHDHTEL<i>FRT. HiE<a>h5<b>FTORIBRRZIEELTVET,

FRD 1 XFEH®D"0"(F 0 5EHTHDIE. 3 XFHD"d"(F 10 EETHDEZRLTVET,

FIZ(E, "{05d:0:30}"THNIE 0 M5 30 £THD 0 556 5 1D 10 #EZIFKRT. “00000"H15"00030"FTCHIETD
IR RZIEELEFT,

"file{05d:0:30}.pcap”£ 93 file00000.pacp” HMSIEIC"file00030.pcap” & TREZITVY, YuFURIF(IL &
DFLAUET,

TPAINESORFHENEEINTORWMES . U TOZERZIEREE,

{d:<a>:<b>}
10 EETEUE<a> B <b>FTORIBRTENMTHNE T,
BIZ(E "file{d:1:300}.pcap” THNIL “filel.pacp” MHIEIC file2.pcap”, - "file10.pcap”,
-+ "file100.pcap”, ---& "file300.pcap” ETIRFEZITW YwFUIETF(IVEVTLALETD,

IRZREH (S EBEAEET T . IBENRVB S 0 N5 100000 FTRIBTI7IIRZREZEBUET .

FIZ(E "{05d}" THNIE 0 5EsH 5HID 10 EELT. Tr( L ESOWRZREEFN 0 H'5 100000 (CRB7z8h. “00000”
5 "99999” FTHIETIFAINRRNEMENET.

HIEDIETELEBEDIETEDRRW “{d}" THNIL, 10 EEFR/RT 0 H'5 100000 FTHIETI7AIMEREEMUE
ER
X ARRGIROEFNRONSRNOECATEIELFT  BRPTHESHNRATVDIZS . HEOES AR ZARZRERH(C

FBELZITMI RI—ROT A IETEZBINL TZEW,

3.2.1.4. FCS AT>3a>DIEESZE

-tx #2320 {fcsadd|fcsrecalc}/\IA—FT, FCS OfFhIE(FBETERIEELET, A%IF (L fcsadd ERDET,
DIVARRIFPAIVELT ssscap I7/ IV EIBEUVILRE . AATS 3V (3EHRINFET,

3.2.1.5. J{JA—IYAE—-RTOYILA

-p ATV EIBEULIGEE NITA-IZAE-RTOVTLAZITVET,

3.2.1.6. L—bMDIEEFGE

NIA—=IVRE=RTOUTVABFIRD, -r AT  CTEEL - MIEETEET,
Ny DA LAF Y TCRRRIRCV RIS NORIE T BENTIRET I, I8TE RIBERREAiI(E bps, Kbps, Mbps, Gbps
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EFAORE= R TR FT =T (%) TT,
TIAINMEE"bps”T. BBAID"bps"Bb53 2 &AEEL . #ZIREE "K”, "M", "G"DHTIEELET,
-r <rate [K|M|G|%]> : <rate> = <rate>bps
<rate>K = <rate>Kbps
<rate>M = <rate>Mbps
<rate>G = <rate>Gbps
<rate>% = <rate>/\-t>57->
<rate>(FEETHEEL TV BAIOIBEDRWMSS(F"bps”([CRDE T,
BEEL—MF 101bps U EDEZIEEL TS,

3.3. ATS3aYEEH

1) FCS fFEDI74)l test_p_mode.pcap "IN\ TA-X>AE— REDMBERT ssscap J71 IV 2E%U. ERkUIET
7ANENTA—R D ZE—RTUTLALET,
F9', -c AT>3> T ssscap TPV EERMRUET . £RROBR, FCS 2BEtELEY,
$ sudo packet_replayer -c:fcsrecalc test p mode.pcap
ERENse test_p_mode.pcap.ssscap J71)L%. Port A(Port ID:0)NS/\TJA—N >V AE—RTIXET 2LIE%
10 E#E0IRLEF Y . FCS YUEFHDIsh. FCS DR (FIEELFEA.
$ sudo packet_replayer -tx @ test_p_mode.pcap.ssscap -p -1 10
2) FCS ZHIziW\I74 )L testl.pcap. test2.pcap %. #EUNEC Port A (Port ID:0)h'5iX{E9 28118 % 3 [O]
#ROIRLET . FCS (FBETELUIILET.

$ sudo packet_replayer -tx:fcsadd @ testl.pcap test2.pcap -1 3
"fcsadd” (& FCS AT>3> 07 IAIN MEDT%. AEEA]EETT .
$ sudo packet_replayer -tx @ testl.pcap test2.pcap -1 3

3) FCS f3Z&mI71)l test_fcs.pcapng % Port B(Port ID: 1)/ TJA—Y>XE—RT 1 BIOH:XELET, FCS (&
BETBUL T LEELTY,
$ sudo packet_replayer -tx:fcsrecalc 1 test_fcs.pcapng -p -1 1
FRORUEIZL 1 B35 TA) MEDT8. BREBIRET I
$ sudo packet_replayer -tx:fcsrecalc 1 test_fcs.pcapng -p

4) FCS #5120\ J71)l fileO1.pcap, file02.pcap % Port A (Port ID:0)h'5. [EBFCT71 )L test_roop.pcap %
Port D(Car ID:1,Port ID:3)hBIL—TUTLAUET, £E558 FCS (EBETEUGBINLET.

$ sudo packet_replayer -tx @ file@l.pcap file@2.pcap
-tx 1:3 test_roop.pcap -1 infinite

MR—beD Ctri+C F -2 TFUTEITZLEDDET. #EORU/ Ty MR EENF T,

5) NTA—Y>RAE—RZEAUTEEL—b 10Mbps T. FCS Z#F W\ I71 )l test_rate.pcap % PortA(Port
ID:0)H'5 5 [EIXELET . (FCSBMIET IAI MDIZsHEER)

$ sudo packet_replayer -tx:0 test rate.pcap -p -r 16M -1 5
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3.4. \5ybNIL1DELE

EIEHIBR AL (infinite) TRITHROUT LA ZZLEUIZWBE, I8ELIZES OV LA W5E T I3a1ICUT LA ZELIEUR
WISE(L Ctrl+C F -2 T U T, "Terminating:--"EXyt—IWRREN. IBEUIETFILARD/ 4y hoUTL
AN—EBDFE T U, RO Loop DYINBETUILAHithIEen % g,

FANT A ZE LS BIZVB S, “Terminating:--"EXv—IHFRRENAE T, $13T 2@, Ctri+C % TF
LTLIZ&W, Loop DYINBZ#FFICUTL A MMELELET,

212U, Loop OYINBZAFIZ T (SEFINCHE T UIBE . REBICRRENSHET BRI ERMEICBRDFFADTTF
BrREN,

3.5. OJHH

Ny NTLA#EEEDDI (& LITFOI7A VR FESNE S,
® /var/log/toyo/PacketReplayer.log
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4. 1=V RERIY NI LAY — (packet_replayer_sync)

4.1. =

packet_replayer_sync &ld. /Wy hOEEIA ) ZEEOR— M CRIFAL TUT LA TEZINRTY, AHkEEDF B
(Z(E, BERVILAATS3> (SYS-PR-L) OEANKETY,
Ffe. SOV RZRV., SBICATEYE 1TB (C(H85% 93T, 100Gbps T 1 DEORBEVIL 1 2RIBTEET,

4.1.1. TTF—IDFrRINADEIDHT

DTLA7t® pcapng F7/ IV TE) Uy Interface id ZEWSU. €0 ID (CHHZF S SYNESIS OF vRILHS) Uy
MTIL1ENET,

Interface id 24—V RWF1ET 3 pcapng 7ML T, SYNESIS U TEUELIREDTEY LA RIBET Y,
pcap 7N EVTLATBEETEER Ao

4.1.2. FrRIEOIL1ZD I EHA

BEOFrRIVE TRy MRIEESNZI1Z2(F, T A0TSR SBUTEEVET, LU UTLA1%1TS
SYNESIS OF v RIVOEFFRE BT A DWTHIEFRMRIENE A

4.1.3. #FJ0-

1. 7v7—%% 1 D0 pcapng J71IURX—SUET, lel2UcT —9h SYNESIS O EI TP EE THdInE . CORE
(IARE(CRDFT,

2. 50 pcapng J7MI (Fle@DEIT7AIVEE) %, packet_replayer_sync Y2 R®D -c AF23>T. ssscap
(CEHUET,

3. packet_replayer_sync BO7ATAT0I71IVCEELET,
. packet_replayer_sync -t IY>RT_L5ED ssscap 2)TL1UET.
5. WELSUTFIFrAROT7HITITOIPAINIRUET .
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4.2. IIYRAI Y3

sudo packet_replayer_sync -t <ssscap file>

sudo packet_replayer_sync -c [ -f add|recalc ] [ -m<source_port>:<destination_port> ]
<pcapng file> <ssscap file>

IR

-t | --transmit  JWUYMNEB4ETS
<ssscap file> JMBMKI7AI

-c | --create MBI IV eERTS
<pcapng file> Jt&’d? pcapng FZXXDI71IL
<ssscap file> HRKIZMBRERDTFAIL

WMBERERXIFAIVER (-c) OAT3>

-f | --fcs FCs DFEIETE
add BN

recalc BETBULTCLEESE
AEEE « RYID/y N Fes MIEENTULRENIE add, FCs MI5ENTUNIE recalc £33
-m | --portmap ZAER— ROEER— OISR
<source_port> <capture file>(CEEIBEENTLR MR- ES
<destination_port> XEIZIR-IES
ABREF | RER—F=XER-b
® ssscap J7MIWERBFCTE?23 pcapng 7DD EISNTUVWSIEE. -V ABBZREUITI2ZI8E
IBET. ETOREN TV %Z7TIC ssscap Z/ERR TEE T,
> Bl DEIT7AILEN 1614229102511-466.xxxxx.pcapng Di5E. 1614229102511-466.pcapng
o SHARAMYIFZBZZHA XD —ZI7MIEBEUIIZERF. RANWIPICHEINTEZ DA XETOUT L (%X
Mg ANESMETRDAY T —IHFRRENE T,
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4.3. 775770771V OUDEX

4.3.1. packet_replayer_sync BO752°'97 0771 ICEE

NIC ORI/ 27 %)y M T A RICRBIELET .
{393 sudo change_packet_replayer_sync_profile IX> RIS AT LB EYIVEXZINVRTT, IRMERL
W +v TFrROBEVTLA B /BRI RATHoNEFr I FrAAIDEZEY .,

synesis@SYNESIS:~$ sudo change_packet_replayer_sync_profile
Change to the replay mode profile.
Are you sure?[y/n]: vy

### Stop All Services.
### Done.

### Stop NIC Driver.
Stopping NTService (this may take a while)

NTService stopped [Done]
Unloading nt3gd driver [Done]
Unloading nt3gd_netdev driver [Done]
### Done.

### Edit configuration information.
### Done.

### Change System Parameters.
vm.max_map_count = 1048576
### Done.

### Switch NIC FPGA Image.
imgctrl v3.10.2.5-ab9b2 (Jan 8 2020 10:17:00) (Logfile: /tmp/imgctrl.log)
Scanning for Napatech adapters..
Switching image on adapter ©:

OK. Image switched. Remember to issue --confirm or --discard to accept/discard the
change. Inquire the adapter via --query
imgctrl v3.10.2.5-ab9b2 (Jan 8 2020 10:17:00) (Logfile: /tmp/imgctrl.log)
Scanning for Napatech adapters..
Applying current running image as safeboot image..

OK. Adapter PrimaryImage has been updated to reflect current running image.
### Done.

### Start NIC Driver. (This process can take 10 minutes or more.)

Loading nt3gd driver [Done]
Creating driver device file [Done]
Loading nt3gd_netdev driver [Done]
Creating driver device file [Done]
Starting NTService (this may take a while) [Done]
### Done.

synesis@SYNESIS:~$
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4.3.2. ¥VIFYRAOFTHIIODI7AINVICEE

SYNESIS Z+vJFrFBRICEE I 355,
BE sudo change_packet_replayer_sync_profile I¥>REFEITUTZEL,

synesis@SYNESIS:~$ sudo change_ packet replayer sync_profile
Change to the capture mode profile.
Are you sure?[y/n]: y

### Stop NIC Driver.
Stopping NTService (this may take a while)

NTService stopped [Done]

Unloading nt3gd driver [Done]
Unloading nt3gd_netdev driver [Done]
### Done.

### Edit configuration information.
### Done.

### Change System Parameters.
vm.max_map_count = 65530
### Done.

### Switch NIC FPGA Image.

imgctrl v3.10.2.5-ab9b2 (Jan 8 2020 10:17:00) (Logfile: /tmp/imgctrl.log)
Scanning for Napatech adapters..

Switching image on adapter 0:

OK. Image switched. Remember to issue --confirm or --discard to accept/discard the

change. Inquire the adapter via --query

imgctrl v3.10.2.5-ab9b2 (Jan 8 2020 10:17:00) (Logfile: /tmp/imgctrl.log)
Scanning for Napatech adapters..

Applying current running image as safeboot image..

OK. Adapter PrimaryImage has been updated to reflect current running image.

### Done.

### Start NIC Driver. (This process can take 10 minutes or more.)

Loading nt3gd driver [Done]
Creating driver device file [Done]
Loading nt3gd_netdev driver [Done]
Creating driver device file [Done]
Starting NTService (this may take a while) [Done]
### Done.

### Start All Services.
### Done.

synesis@SYNESIS:~$
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4.4. ERBEVYILALADEEIO—-

BT A 2T BB N RIREIO- T OEHDTT

1) ZEFIIC SYNESIS © GUI THEITD7AIHA XD LRZZEELFT
2) M7V REFLET,

3) BML=XT7AILh¥5 ssscap X T7M IV 2R ULET .

4) packet_replayer_sync Q747570774 IUEELET,

5) packet_replayer_sync TREFRIVIL1EETLE.

6) FrIFrAOTITHITOIFAIURLET.

4.4.1. DEIITFANVYA X ELIROEE

N —ZT7AIBA XD LBRERKICGGRELET .

© HBRRICFEEILETD,

@ BM=Z2T7AINOYAZXZIUIVILET .

Q MwENTI>ZIIWILET,

@ DETPAINYAZX EBRIC 51200MB ZALET,

® RERI>ZIIVIVET,
—Lysnesis Tl (B) FrIFv ()

viBak
v hL—ROEE
BETILS @
FL—RI7 LT X 8137 1 LT I IR
yFI—hEE
7ok
BT~
B
YFIUrsay
i
MFA
FRELRSE
et
Y= -7
Jobou
FIUL 23T
<20} —A
vIAFL
BHIEA
1%
AEEE
SYNESISIZOL'T
vEEY—L

®

51200 (@) MB  (1-51200)

SYNESISDHEALE

4.4.2. P —RI71NOFRF

wED/ w ATy T VR NT (5)

» @ G -

= Ae

B«

100Gbps T 60 MIZEOESFE O M —RA I/ IV EERLUET . I->1> NEEOL - RIT T TF 2L TUEE0,

FrIFrLI-REEIRLET.

N —ZDARFNT DI ILET

KRiiEEEZ 60 MIEE(IGRELET,

T74IER(E pcapng 12 BRU TZELN,
SE|T7A Y4 Z(C 50000MB(=50GB) & & ELET,
ERAI7PAIVEC O(HIBRRRL)ZERELE T,

©@©®0e 6
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(100Gbps-60 #IEEE, DENT7AIVEIF 15~17 T7AILKBWNIEDETY)
@ bL—2ORENIZEIVVILET

* bL—ADRET
I7AINE 1614234917676-6560

B |

S RARAEET v

’E\Eﬁ%‘ﬁi‘l 2021/02/17 18:33:30

2/
EETER |2021/02117 18:34:30

4 ~
FE DT Z | 50000 [©)] * MB (1-51200)
)

BRI o F

REIILYD TP v

" (0-99, 0: FEAEL)

OASr2 I b

BEETANS B b TALS v

* ms (0-999)

* ms (0-999)

)

I—->1>MEEO R —ZATFPAIAITTIFAIVNEIIEN TV EETESRL TESL,

_EEYNESIE

v 2T
vl Default Agent = 223 Elzlr=x:

&= L3-F | oy

& 2021/02/17 18:33-11

ELbAZD07 AL

T4 AOBEER

UF L1 () FrIFv () A S @ G-

) b—RT71IL

HAZLITT7AIL hL—2R)Ch—

723 GB/ 1,916 GB

O

-3

O #2wro-F | Fa=F

27 AIE {FRER i
1614229102511-466 pcapng (17 files) 2021/02/25 14:49

© H—ZFILT SYNESIS (L7 TTRALIFAIHERMSN TVSCEZRETRL TS,

synesis@SYNESIS:~$ sudo 1s -1 /pvc/data/databank/webcache/tracefile/admin/
BEt 842818940

-rW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--
-PW-r--r--

-PW-r--r--

1
1
1
1
1
1

root root 52428799916
root root 4369066728
root root 52428799916
root root 52428799916
root root 52428799916
root root 52428799916

2H 25
2H 25
2H 25
2H 25
2H 25
2H 25

14:02 1614229102511-466.00000.pcapng
14:50 1614229102511-466.00000.pcapng.meta
14:05 1614229102511-466.00001.pcapng
14:08 1614229102511-466.00002.pcapng
14:12 1614229102511-466.0003.pcapng
14:15 1614229102511-466.00004 .pcapng
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-rw-r--r-- 1 root root 52428799916 2 H 25 14:18 1614229102511-466.00005.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:21 1614229102511-466.00006.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:24 1614229102511-466.00007 .pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:27 1614229102511-466.00008.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:30 1614229102511-466.00009.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:33 1614229102511-466.00010.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:36 1614229102511-466.00011.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:39 1614229102511-466.00012.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:42 1614229102511-466.00013.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:45 1614229102511-466.00014.pcapng
-rw-r--r-- 1 root root 52428799916 2 H 25 14:48 1614229102511-466.00015.pcapng
-rw-r--r-- 1 root root 18292358540 2 H 25 14:49 1614229102511-466.00016.pcapng

-rw-r--r-- 1 root root 1524363280 2 H 25 14:50 1614229102511-466.00016.pcapng.meta
synesis@SYNESIS:~$

4.4.3. WMBEKERI7LIN (ssscap I71I) DER

4.4.3.1. ANV —-SBEDHR

WMBERERI7IUE, 7TERB R —ZTPAILERIUKBVNDUNEHDTA XERDFT  JRERZR I7 1 LB B 8272550
BENHDINEHERESEL TS,

synesis@SYNESIS:~$ df /pvc/data/databank

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/sdh 1870784008 900190068 970593940 49% /pvc/data/databank
synesis@SYNESIS:~$

4.4.3.2. HBERI7IIgIAKT LI N DERK

MBIV ERINT DT I NZERLET.

synesis@SYNESIS:~$ sudo mkdir /pvc/data/databank/ssscap
synesis@SYNESIS:~$ cd /pvc/data/databank/ssscap
synesis@SYNESIS:/pvc/data/databank/ssscap$

4.4.3.3. IRBERI7MIDERK

sudo packet_replayer_sync -c¢ JIX>REERUTRBRER 7/ EERKRLET,
TTET BN —RT7A DD EIZINTVWBIGE(E. T7IVBIDISNIES —I  ABEBZBREUV I 2 EIBEL TS
(AN

51 1 1614229102511-466.xxxxx.pcapng DiF&(d. 1614229102511-466.pcapng

synesis@SYNESIS:/pvc/data/databank/ssscap$ sudo packet_replayer_sync -
c ../webcache/tracefile/

admin/1614229102511-466.pcapng 50Gx2.ssscap

Convert pcapng format file to ssscap format file.
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Converting 1@9% [===============================================>] elh 36m 105
Completed.

synesis@SYNESIS: /pvc/data/databank/ssscap$ 1s -1lh

5T 666G

-rw-r--r-- 1 root root 666G 2 H 25 16:35 50Gx2.ssscap
synesis@SYNESIS:/pvc/data/databank/ssscap$

IMBEFER I7IHERRBRCA TS 28 ELRIINIE. /Wy MISER— MBS ZOFFREINBLSICHERINE T,
EUBIDRER— "By MR EUZ VMBS (E. -m <src>:<dst> AT TIEL TSV, <src> HSHMER—
N, <dst> MEEURLVR—NIRDET, (SYNESIS OF IV A hR—h 0 (CHHLED)

4.4.4. Packet_replayer_sync Q792470714 VICtIDE X

UTLA%17581(C. 4.3.1packet_replayer_sync D7 Y792’ 0774 WCEBOFIECHEWTH TFTOI71 U
tIn&z%9,

4.4.5. RRREUILADET

sudo packet_replayer_sync -t INYRZEERALT/UyhBELET,
Press the return key to start EFRTRENBUF—>% ANUTIZEV, TNZEZHOXENFHIGENE T,

synesis@SYNESIS:~$ cd /pvc/data/databank/ssscap
synesis@SYNESIS:/pvc/data/databank/ssscap$ sudo packet_replayer_sync -t 50Gx2.ssscap
Transmit packets with ssscap format file.

Buffeping 1@@% [==========================================================)] 30m 03s

Now ready. Press the return key to start :

Tr‘ansmitting 100% [==========================================================>] elm 005
8928678696 / 8928678696 packets, 714360225792 / 714360225792 bytes

Completed.
synesis@SYNESIS: /pvc/data/databank/ssscap$

4.4.6. FYIFYROFTHITHOI7AINICEIDEZ

VI BUTYTFreiTo5a(E, 4.3.2 FvITFrADOFHTHIDI7 A CEBOFIRCAEVN TS THT0I71 )L
ZRUED,
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‘ 5. CLI TON\srvyMEE (tcpredirect) I

5.1. #1E

Ny MREMLBETIE. ML —2T71IVADI Uy MaiREES 2 ENBIRET T,

TREEMEREEL COAERMZIETEL THRONTY MRDIAH . AFCERUI) Uy OB ZIEES N E SR IA
BOABICEHRIZENTIEETT . JIIAIRMFPESMATER LU GEE T,/ EELD MAC 7R IP 7RLUA, R
— &S, VLAN BMETETEE Y,

COBEREIXARYINIIT(CEEFNS tepredirect IV RERITIBETTHIBVEEITET,

5.2. OYYRAT 3>

X RSA M5 tepredirect IV REEITUE T DNV RATS A ELTFOEBO T,
$ tcpredirect -i <input_file> -o <output_file>
[-f=<filter_expr> ...]
[-r=<reprace_expr> ...]
[-s=<expr_suite> ...]
[--fcs-del] [--neighbor]
TP ESIRZTER (FEEIEERIRE T, 55illld 5.2.1.1 T IRHDEEIBEZSIRU LA, I8E
BlReRIEEOESRE SR 5EER 3 T(VAIEE -BEAEBZSRUWIZEL,

& 2 tepredirect XY RATS3Y

A733> 33-p ] Bl
--input i <input_file> ANTFAINETY, Suldeatist) (R E (& et/ (2T
FBELTZEL,
CO5|ESEBEAT]TY,
--output -0 <output_file> HHTPAINETY, RIF R CRE X/ (R T
BELTLIZEL,
CO5|EIEBEAT]TY,
--filter -f <filter_expr> EEMIRIL—L/ )y NEDIAFD I )95 %
BELET, BEASREUTOED
1) IER:%&%
COB | ESAEEIBTENATHE T, EBEUBELIBEE5
HELH OR HEEINET . Ffe. EHOERID <IBE:
K> ZRIBESUT, 1 DOIIAERMGETEEET]
AETY,
BB, COBIEIEEENBIEET T, BERUIIZSER/\T
yMIEERZIREBDET,
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AT>3>
--replace

33—-b
-r

(12}

<replace_expr>

B

ESMIMRIL—L/ NNy hOEERREHRZIBTELE
9, EASR AT 0ED

1) IBE:EBFRIEOE

2) IBR:ESRIAIOME%SSIRIEBOE

1 D54, [TEB |0EZIANTIESRIEZOME | (CER
LEY,

2 DA, [TER 10BN SR FIOME |5 EEH
ZBOME | CBIRUET.

--replace AF2 3 (SHEEIETETIRE T,

--suite

<expr_suite>

<filter_expr>&<replace_expr>Zi&EfEU TIEELE

9, INICKD. BERIMR/TYMERIEHOES

Wz —E(CEITTEET,

BEREOEAZNEUATOEDTT

1) <filter_expr>@<replace_expr>

2) <filter_expr>@<replace_expr>,...,<replac
e_expr>

<replace_expr>%Z#E#I8E I 3B, Lic 2 DL

(CHAENNTEREL TS,

--suite AT AU SIELIBTERIRE T,

--suite A< 3> &--filter,--replace A7 3> % EIRFC

IBEUIZA. --suite AT OESAX ZF(CEIT

U. ZD&--filter,--replace A T3> TOESEIEE

TUET,

--fcs-del

U

IL—LDOKEE 4 )1 MeHIBRLE T .

TrAIVADIL —LH FCS #K5D15E . —F(C FCS ZH|
PRIDIENTEFIN, FHBVWITAIUCEITISE, FCS
EBMZROBRVEKEE 4 /N1 MHIBRENFTOTTERLZE

Lo V4.5 BUBE®D SYNESIS THvIFraniz/MryNC(d
FCS MMFLTLIET,

--neighbor

U

U

SEZBOMBEL TRRBEICETT I 28830 [P VRLR%
IBEUIBE. BEINIC MAC 7 RLAZZOHEERD MAC
PRLVAICEHRULE T,

IP 7RL XM ip neigh DFERICEFNTLRVMEE. IP
7 RLZADBEIRBEARNEITEINEFE A

$¥#l(2 5.2.1.4neighbor A7°S3>%#&BL TS
Lo

XIEBOER A EEEIEE S EDF M 5.2.1 AT 33> OFMEIBESEZSIRL TTZEL,
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5.2.1. AT 33O MEIBESE

TP ESHZIAREL T, XS5t/ FE5ER(C MAC 7 RLZY IP 7R A, IR— PSS, VLAN BEMEETEE
9. FBECEHIEBL TNTNOEBEOTIRTERFU T O@EN TS,

& 3 J\HEB-EERRIER

IHH IBED]HEEEH B

s:mac [MAC 7RL-Z]* XISTT MAC 7 RLRZIBTELE T,

d:mac [MAC 7 RLZ]* 585% MAC 7 RL Z&ZIEELET .

s:ipv4 IPv4 7RLA IX(E7T IPv4 7RLAZIETELEF T,

d:ipv4 IPv4 7RLX 5E5E IPv4 7RLAZISTELETD.

s:ipv6 [IPv6 7 RLZ]* XISTT IPV6 7RLAZIEELE T,
YSHERSDIE. ZRE 4 /1 D IPv4 7 RL IBSAHETE
toJgET,

d:ipv6 [IPv6 7RLX]* 585 IPV6 7 RLAZIBELE T,
YSHERSDIE. RE 4 /N1 MD IPv4 7 RL BSAHETE
BHHETY,

s:port 0 KAk 65536 KimDEL | XETR—INESEIBELET,

d:port 0 Ak 65536 FKimDEE#L FefeiR— NESZIBELEY.

vlan 0 Ak 4096 KimnDEE#L VLAN ID Z38TEULE T,
VLAN ID H"ZE{taNTLVBE (. —FBSMAOD ID A
IRICRDFT,

vlan[i] 0 BL_E 4096 KimDEE#R Z&E{LENfz VLAN ID ZiEELE Y,

[] RNORZZFT VLAN OEZIEELEY.
vlan[0](—&F4MAl VLAN ID #38LTHN. vian &5
fHICIRDET

cos 0 Uk 8 FKimmEEE 1 =By MBS TOBEDEBELEZRIETHS Class
of Service (CoS) ZEELFT.

CZTlE VLAN #J 0—aEBTér3 Priority Code Point J4
=)L RZ3ELE T,

cos[i] 0 KUk 8 KimnEe: [1] AORZFT VLAN OfEZIEEL. ZE{LENTVS
VLAN O CoS ZIETEIBENTEE T,
cos[0](E—&EIMAID CoS T. cos EEMICRDET,

tos 0 DLk 8 KimnEES IPv4 Oy bAICEENS Type of Service (TOS)
ZBELET,

CCTIIEmXDESEZRY IP Precedence T,
%MAC 7RLU AR IPV6 7 RLAZIBTE I ZBR(C(E. [BORIEZ “[]” TREIOTUZEL,

5.2.1.1. J1IVIFREDEEBIETE

TAVAIRFHIEEIETE R RET Y . WEUEENI I IZEMHL OR FEEINE T,
Fle. IR OBAZN <IBER : > 2 1 DOBRRENIEL T AR T2 RIBFEEIET 1 DOI/IVIRMAFE
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FRENTTRET T, s EZE O TIII IR ZIBE T 2HE (L. LUTFOLSMERI DI F54 <IEE @ &>
%"()"THED. AND, OR TDORWTLZEL,

—f="(IE81 : & 1)AND(IEH 2 : &2)"
BED NOT Z{EIIFE(E. BEULVEMZ" ()" THED. ZORIC NOT 2BV TLIZE0,

— f =“NOT(I8H 3 : %4 3)”

BIZE FEROIICTNINAIFRMELVTEETT MAC 7RUR "1:22:33:44:55:60” &, {57t IPv4 7RL
A "192.168.1.2" @ 2 DZEELIIZS

-f=s:mac:[1f:22:33:44:55:60]
-f=s:ipv4:192.168.1.2
-r=...

IX(E7T MAC 7RUR "1f:22:33:44:55:60" O/\y e, &S5t IPv4 7RUAN "192.168.1.2" ONTyhh'EE
BRI REL THIHENE T,
IEEEEESE. EOBIOTIVIRMFE T EROLICERENE T,

-f="(s:mac:[1f:22:33:44:55:60])OR(s:ipv4:192.168.1.2)”
-r=...

BIERIC, 1IXfE7C MAC 7RL R "1f:22:33:22:f1:00” &3X{S7T IPv4 7RLR 7192.168.0.1" % AND #&3EzT
AFRAEIBELSEE

-f="(s:mac:[1f:22:33:22:F1:00])AND(s:ipv4:192.168.0.1)”
-r=...

XISTT MAC 7RUZN 71:22:33:22:f1:00” T, HDIX{S7T IPv4 7RL AN 7192.168.0.1" O/\oy b aEEiR
AMREL T T ZENTEET

RIBRESSEIERGRRE TN I-T—3a> (") THEITUZE L,

RIBE S SR IS OEEISTELRIRE T, COEE, R T(E OR fEE&INFET,

T1VIESE A ICEET D/ Ty NG B OFERXZITV JIVIZEMA CICEET2/UyMNME D OESHRXZEITIS. LU
LINCTIVIRMFEEEMIR A2 Ly MCUTEEIEEL WSS, TN EESRATABRERU THEETE
% suite AT = EAL TRE, FHllIRE 5.2.1.2 TV IERALESRATAB DOERIEEZSBL TLE L,

“x" 2DV Rh—REVTERU TN IRHSZIETE T HEHRIRET Y, ¥l 5.2.1.3 DA Rh— REEALEEE
X WROBDAHZSIRL T2,

5.2.1.2. J1VA&GLESMITAE DESEIEE

suite AT TIMNAIRMEE SR ZEBIEL THEE T DN TEX Y, IR ESRIEBZ"@ " TORVTE
RU TSV TR E SRR DR ITEE ENENOIRE DR TEICRE O TIREL T\,

PIZ(E AT OESBIIVAISZEESRAIARD 2 DDIEE (G

$ tcpredirect -i input.pcap -o output.pcap
-f=d:ipv4:192.168.10.23
-r=s:mac:[03:34:ef:23:09:88]

IR OLIICEHRITBIEN TEET
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$ tcpredirect -i input.pcap -o output.pcap
-s=d:ipv4:192.168.10.23@s:mac:[03:34:ef:23:09:88]

EBEUZ 1 DOIAIRATRDIATNZ) Ty ML, EBBOESRAZIEE I 2 LETEE T, EHROESHRAIERZ
EEIDHAR}. FELOLINHFAEN N TEREL UL,

$ tcpredirect -i input.pcap -o output.pcap
-s=d:ipv4:192.168.10.23@s:mac:[03:34:ef:23:09:88],d:port:443%8443

IPv4 PRLZAN “192.168.10.23" O)\ybOX{ETT MAC 7RL A% “03:34:ef:23:09:88"(CE=HXEY, 1B
TEHEFR—NESN "443" THolIZE( "8443" (CHBFMZSNET.

suite AT AVIEFIEETRETT . BEIETELILEER. ENMSIBICESRXEEITLET.

suite A>3 ¢ filter, replace A72a>#RABFICIEELLS A, suite ATSa>OESRIZFICEITLU. TDE
filter, replace A733> THEEMEZERITLET,

5.2.1.3. ANV KH—REEBULIEEHRIWROKDAH

TAVIRAFOESHRARDMEOIETEC" * "2 - REVTERTBIENBIRET T . FEROLIIC, EEEFELR
WEBD7Z" * "TESHRZ TS,

-f=s:mac:[1f:22:33:%:*: %]
-f=s:ipv4:192.168.*.*
-f=s:ipv6:[2001:db8:8523:8d3:1319: *:*:*]
-f=s:port:*

BB (16 EHED) TRENEPDN—EUTVDIER/\Ty MIESHAZ I REBRDET,

R=FESDLIC 1 DO TIEEINIIEBICHUTI I R—R2FERALIEE. 2DIEBOEEEZF1v/IL. TDIE
BzHE0IL—L/ 7y M ETESIIRERZDET,

BE. TAILEH—RIE vian & cos DFEDISTEICIFERATEEZ B A. VLAN ID ° CoS DIEDIETE (vlan*, cos*)(C(EfE
BTIEET I vian[*],cos[*](ETF—ERDFET,

5.2.1.4. neighbor A7°¥3>

neighbor 7723 Zi8TE I 3L ESMRREDBLL CARICETEI R0 IP 7 RLAZIEEULEES, BEINIIC
MAC 7 RLRZZDHED MAC 7 RLAICEBHALE T . IERECIRV IP 7 RUAZIEE T B, ED IP PRLADEEMZ (&
HITSNEEA.

KRERCERITEIN LRI LT OENTY

Linux ®JY> R ip neigh TEREO#ERD ARP(ELL(E NDP)T—J I ZESLEY . ARP(HLL(E NDP)F7—JIL TS IP
7RUREZD IP 7 RLZAZHDHEERD MAC 7 RUANHESR TEE Y, IP VRLADE SR ZIEE LIy, ESHRBOEL
UTIBELR IP PRLADT=TIUCEENTONZL, IP 7RLAE—#E(IC. MAC 7 RLRZ31IEF S MAC 7 RLAICE SR
AEY,

ESMZBOEELTIEEINC IP 7 RLANT=JIUCRWNEE (G, TOEEHRARRFHEINET,

BIZ(E, ip -4 neigh OEITHEREL TTFED ARP F-ILhS5NELET,

172.23.2.153 dev enp@s8 lladdr a@:36:9f:ac:9d:66 STALE
172.23.126.252 dev enp@s8 lladdr 00:a0:de:4f:f9:a2 STALE
172.23.126.254 dev enp@s8 lladdr 00:09:41:72:9b:00 STALE
172.23.2.149 dev enp@s8 lladdr Oc:c4:7a:6b:f4:77 STALE
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172.23.2.152 dev enp@s8 lladdr ©0:22:19:33:f9:1e STALE
172.23.1.18 dev enp@s8 lladdr 00:15:5d:01:08:06 STALE

CCTT—JIUIHBXIETT IPv4 PRUR "172.23.126.252" #ESBRZEOEICIEELRELT
--neighbor A7 A %#1BTE I 3¢

$ tcpredirect -i input.pcap -o output.pcap
-f=...

-r=s:1ipv4:172.23.126.252

-neighbor

FT=JIh5 IPv4 PRLR "172.23.126.252" (CHi9% MAC 7RLZ "00:a0:de:4f:f9:a2"#BUSL. XS0
IPv4 7RLA%Z "172.23.126.252" ((EFMZXZLRERFC, :X{E7Td MAC 7RL A% "00:a0:de:4f:f9:a2" ((EE
HWZET,

—AT. FRROLICEFEIEOMEELT IPVE 7RLR "192.168.1.1" #IEEUSARE

$ tcpredirect -i input.pcap -o output.pcap
-f=...

-r=s:ipv4:192.168.1.1

-neighbor

ZDIPv4 7RLZ "192.168.1.1" (& ARP F=JILUCRVDT, Is:ipv4:192.168.1.1 |I0ZSHZARRIIAEEEINF
T, IPv4 7RL A MAC 7 RLREB(CESHRASNE R Ao

5.2.2. A7>a igER

TIVIFRMPESHZIER(COVT, EANRIEESZRUET,
FETERJRER I ARMAPESHRRIAR D, BHIETEIHEDELIRITELCOVTE, RIEDRIEBZSIRU A,

5.2.2.1. J1I A% <filter_expr> DISEHI

1) XIE7TD MAC 7RLAN "1f:22:33:44:56:99” OIL—LZESHIMRELTHHBLET.

$ tcpredirect -i input.pcap -o output.pcap
-f=s:mac:[1f:22:33:44:56:99]
-r=.

2) FE5%D IPv4 7RLAN "192.168.2.11" O)oyheE8IL — LA EESRMANREVTHELET,

$ tcpredirect -i input.pcap -o output.pcap
-f=d:ipv4:192.168.2.11
-r=...

3) FESED IPv6 7RLAN' “2001:db8:85a3:8d3:1319:8a2e:370:7348" O)\owheELIL — LA ESHZ X
KRELVTHBLET

$ tcpredirect -i input.pcap -o output.pcap
-f=d:ipv6:[2001:db8:8523:8d3:1319:8a2e:370:7348]
-r=...

4) FESED IPv4 7RLAN "192.168.2.11" Ffz(d “192.168.3.32" ONoyheELIL —LEESHRIIRELT
HHELEY,

$ tcpredirect -i input.pcap -o output.pcap
-f="(d:ipv4:192.168.2.11)0R(d:ipv4:192.168.3.32)”
-r=...
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5) X{E7Td IPv4 7RLUAN “192.168.2.81" HDFES%EN “192.168.23.9" O)\IyheE8IL —LEEESHRRM

RELTHHLET

$ tcpredirect -i input.pcap -o output.pcap
-f="(s:ipv4:192.168.2.81)AND(d:ipv4:192.168.23.9)”
-r=...

6) —ZFIMAID VLAN 55D VLAN ID ' 23 OJL — LA aESHEZIFRELTHIBLET.

$ tcpredirect -i input.pcap -o output.pcap
-f=vlan:23
-r=...

5.2.2.2. EFMIIAR <replace_expr> DISEHI

1) %B5%E MAC 7RLR% "1f:22:33:44:56:99" ((BEMRFT,

$ tcpredirect -i input.pcap -o output.pcap
-f=...
-r=d:mac:[1f:22:33:44:56:99]

2) FBFEOD IPv4 7RLA%Z "192.168.2.33" ([CESHIZZET.

$ tcpredirect -i input.pcap -o output.pcap
-f=...
-r=d:ipv4:192.168.2.33

3) X{E7tD IPv6 7R A% "2001:db8:85a3:8d3:1319:8a2e:370:389f" ([CEEHAZFT,

$ tcpredirect -i input.pcap -o output.pcap
-f=...
-r=s:ipv6:[2001:db8:85a3:8d3:1319:8a2e:370:389f]

4) XS0 IPv4 7RLZ "192.168.10.23" Z "192.178.10.31" (CEEHZFT.,

$ tcpredirect -i input.pcap -o output.pcap
-f=...
-r=d:ipv4:192.168.10.23%192.178.10.31

5.2.2.3. T4 A&EH4ELEERZTEEDERBISTE <expr_suite> DISTEH!

1) —&SMAUD VLAN 57 @ VLAN ID h"23"0IL — AU, —ZEIMAID VLAN 5] CoS %"7" (CEEHAFET,

$ tcpredirect -i input.pcap -o output.pcap
-s=vlan:23@cos:7

2) XETD IPv4 PRUZAN "192.168.10.23" D)oy beE8IL— AU, XfE7x MAC 7RLA

%"03:34:ef:23:09:88"([CEEHZ. FER—MES"443"%2"8443"[CEEMZFT .

$ tcpredirect -i input.pcap -o output.pcap
-s=d:ipv4:192.168.10.23@s:mac:[03:34:ef:23:09:88],d:port:443%8443
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5.3. IP/UDP/TCP FI¥JY3LADEHE

IP/UDP/TCP DAYANESHZSNIBEF, F1y/Y ©eBstELE Y. CLLARTIE RFC1071 (CEIKET1—IL RN
vt EANTHEIELET . ZOROETOF VI LN EUMECRDET .

5.4. OJtAH

Iy NMREMREDDY (F. LT OI7(IUARTFEENET
® /var/log/toyo/TcpRedirect.log

5.5. RITIFOHIR

1) EBSBRIOIEERI7IER(L. pcap FERe pcapng IS T . BIFEROFvTFvI7( IV & {ESH AL, tshark %
{BERAUT pcap FEREz(& pcapng R (CEHEL TZE L,

tshark -r blah.snoop -w blah.pcap

2) EFMIATEERITAINTA XD LRE. OS DHFBFHERRATAZAERDFET,

3) AWIEEBRIERO/NY D IP AYS(C source IL— AT a>h B354, IP AYSD destination address 7
1=V RICFFEF TIFRBORDIL—ADT RLZNEREEN D LN BDDFET . ZDIHE pseudo header [CIELLY
destination address H's%EaN T #&EEELT TCP/UDP M checksum HARIEERDET
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Appendix A '¥#E—E

THRECPREIFR(COVTOEERIA T @D TY

A.1 ZERBLVT—IERDOPFRrERR

64 {1k, 100Gbps D5T1vI=fR{FUIZ 50GB DML —RI7 /I TOPREIFETY

A.1.1 BRI (ssscap) Z{EM

e AFYT M=)\ RS
PEO=HE 4 = 224 B =35 2543
2 EEUEOE - EE =349 34
A.1.2 AR ER{EH
& h—&)L RS ES
Repeat 12U EHEEECEEN5T 2259
N PEOEN 224
P 2 EEUEOE 114

A.2 NKIx—IVAE-R

Capture Module: SYxC-100G2N1-HP
NIA—XVRE-RTE. EybL—bOFBE(ERE 1%UHTT,

A.2.1 100Gbps O NL—RT7ANEAVSFIL—ITUITVLA

# UV A EE KNy b4 X TPANBAX TR

1 - 64 {1 b 50GB 100.000~100.004 Gbps
2 - 1518 /{1 b 50GB 100.000~100.004 Gbps
3 - Random 50GB 100.000~100.004 Gbps
4 infinite 64 {1 b 50GB 100.000~100.004 Gbps
5 infinite 1518 /{1 h 50GB 100.000~100.004 Gbps
6 infinite Random 50GB 100.000~100.004 Gbps

A.2.2 10Gbps ® b —RT71 )% 100Gbps TUILA

# VIV A EIE Koryha X TPANVBAX TER

1 infinite 64 {1 b 50GB 100.000~100.004 Gbps
infinite 1518 /{1~ 50GB 100.000~100.004 Gbps
infinite Random 50GB 100.000~100.004 Gbps
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A.2.3 99Gbps O —=RT7AINEAUSFIL—-PTUIVA

# UL/ Koryhg4 X TPANBAX ER
1 infinite 64 {1k 50GB 100.0~100.0 Gbps
infinite 1518 /{1 b 50GB 99.2~99.8 Gbps
infinite Random 50GB 99.0~100.0 Gbps
A.3 JFENTA-IVAE—-R

A.3.1 100Gbps O M —RT7()V%& 100G 1>5—-ITAATUI LA

Capture Module: SYxC-100G2N1-HP

#| UJLALEZ Koy hA X R—ME TPANVBALX FCS &R / 1KR=-b
1 |- 64 {1k 1 50GB| FCSadd 310~330 Mbps
2 |- 64 {1k 2 50GB| FCSadd 15~350 Mbps
3 |- 1518 {1k 1 50GB| FCSadd 3.1~3.5 Gbps
4 |- 1518 {1k 2 50GB| FCSadd 1.2~1.6 Gbps
A.3.2 10Gbps O —RT71NV%& 10G 125 —=TIAATUIVLA
Capture Module: SYxC-10G4N1-HP
# | UJLMEE Koy AZX | KR=M& | T7AIWVBAX FCS R / 1KR-bp
1 |- 64 {1 b 1 50GB | FCSadd 310~330 Mbps
2 |- 64 {1k 2 50GB | FCSadd 330~350 Mbps
3 |- 64 {1k 4 50GB | FCSadd 15~350 Mbps
4 |- 1518 /{1 b 1 50GB | FCSadd 3.5~3.8 Gbps
5 |- 1518 /{1~ 2 50GB | FCSadd 1.2~1.8 Gbps
6 |- 1518 /{1 b 4 50GB | FCSadd 300~1000 Mbps
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Appendix B CLI BRDAYAM=IET LA

B.1 AYAM-)

AYTNIIT DA VAR=)UL IR OFIRTITOE T 1285, FECOERIEIE SYNESIS AAKICHLTOHEINTI .

1) ASAN=IVBEICTATIDIREERESZEZLE T HESRD AT —THA ROUDINS, FHTHE—RIDE X FIIEEZ
(adapterProfile.pdf) Z&8BZE0N,
® T7HTHN SYxC-100G2N1-HP DiH&
Running mode h' “Capture” THAZEEMHESRL TS,
® T7HTHN SYXxC-100G2N2-HP DiH&
Running mode #' “Capture” TH3ZEEMERRL TIZEW VDR E B VER A
2) ARYINIIFDA>VAR=)L CD %Z. SYNESIS (XD RUET,
3) TEOINIREETLED,
(/media/synesis/CD-ROM (&, 1> AR=)L CD YD heNeT 1L I NIZICEBERZ TZEW)

$ sudo /media/synesis/CD-ROM/install-package.sh

B.2 7 YAYAM-)

AYINIITZ DT AT AR=)UE LT OFIRTITOEY,

1) KRYINITZDAVAR=)L CD %, SYNESIS (X2 RUET,
2) TEOINIRZEFEITLET.
(/media/synesis/CD-ROM (&, 1>AR=)l CD i’RI> henfeT (LI NIRICESFRZ TUZEW)

$ sudo /media/synesis/CD-ROM/uninstall-package.sh
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cRETFERE

Revision Date Content

Rev. A 2015/10/05 HhR.

Rev. B 2016/02/24 Version 2.0

Rev. C 2016/06/14 Version 2.0.1

Rev. D 2016/11/25 Version 2.5

Rev. E 2017/02/28 Version 3.0

Rev. F 2017/12/29 Version 3.5

Rev. G 2018/03/08 Version 3.6

Rev. H 2019/08/07 Version 4.5

Rev. I 2020/02/26 Version 5.0 FHAUU—-ZhR

Rev. 5.0.3.1 2020/03/30 IA—XYhEE, FRDDETIE

Rev. 5.0.4.1 2020/10/20 2.1 1AM ORHERAZIELE
4.4 TCPRedirect E1THRFOHIPR 3) ZENN

Rev. 6.0.4.1 2021/03/05 Version 6.0
GUI fR& CLI lROYZ17 V%t E
CLI iR T ssscap NDOZHEEF, pcapng (CX19% FCS hERNE
100G RERIVILA (AT>3>) #=iBhl

Rev. 6.0.4.2 2021/03/16 100G REVIT L1 DREJO—%1ENN

Rev. 6.0.5.1 2021/03/31 1.2.3.1 #EORUVITL(BEEDOIINE 1Z58 8k
1.4.2 J>bO-)L1Zyb SYXxB-200GP2 ZiEfN
1.6.2 FvIFvLI-ROUTLA(CEET2HIBRZIBIIGEE
2.3.8.6.1.[/\9—=2 [ETRRT IDIETEE DRZIEIE

Rev. 6.0.6.1 2021/05/13 1.6 #HIPEEIE: GUI, CLI, Sync TH%A

1.6 HIREIE: /NSOWN —ZT7AILTIREDIRUBSDOMEEE 2B
4. 94> EHAIR (packet_replayer_sync) #EFHH(CEEE;
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