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1.KXZE(CDNT

SYNESI S

SYNESI S

1.1. KRB LUVEES

1.8YNESI S

albd|w|N| ek
g |-
3
=1 | O
QD
>
o

1.2. SYNESIS ODfE3A

SYNESI S

1.2.1. SYIII> b (1U)

SYNESI S




1.2.2. SYOIII> b (2U)

1.2.4. IR—IIJ)L




2.SYNESIS Diic#) - {F1k - FilcE)

SYNESI S

2.1, iCEh

2.1.1. SYNESIS Distributed D&

2.1.1.1. AL—2 - 1Zv FDEIR On
1) (MD1420/ MD1200) 2 On
MD1420/ MD1200 On

MD1200
2) (MD1420/ MD1200) HDD LED (

3)

4) (M3400) HDD LED (
) MD142MD1200LED

2.1.1.2. J>dO—-5F - 1=v POEIR ON
On

2.1.2. SYNESIS Portable D&

SYNESRGrtabl e ON



2.2. &Ik

2.2.1. HEFIR

2.2.1.1. GUI(ZRY hY D ERIET DiEE

KVM 2.2.%s8 Ter mi nal

1) [SvY NI

Cm 1y ) 09:35 &
CDAVEA—H—|IDWT
Ubuntu ~NLT ...

Cm ty ) 1118 %

VAT LIRE...

PhobDOYI[YFA...

2 test
2 toyo

Q7 7Pok..

HARVK

2) [2vY RO
©)

% &7 v %
toyoZA. . IRTOTOI/SLERTLT. AVE2—
H—E vy NTI/LETH?

@ ©,

2 1 Ay %

3) HDD LED

4) SYNESDiSstri buted 2. 2.
of f



2.2.1.2. SSH F£z(Z Terminal h 5ZiE9 3158

1) PuTTY SYNESI $SSH
SYNESI S I P
( ) synesi s
( ) admin

2) ( of f)

3) HDD LED

4) SYNESDIiISstri buted 2.

of f

2.2.2. SYNESIS Distributed Di5S&

2.2.2.1. AML—2 - 1Y FOEIR Off

1) (MD1420/ MD1200) 2.2. GUL (
2.2. BSH Ter mi nal
MD1420/ 1200 of f

MD1420/ MD1200O of f

MD1420

°® mm o
=

MD1200

2) (MD3400)
MD3 400 of f

Of f



2.3. OS OFEicH)

2.3.1. GUI (R YT )HSRET BIHE
1) [2vY RFID

CR t; ) 0935 %
CHAVEA=H—=ITDOVWT

Ubuntu N7,

Cm fy ) 11:18 %

PHAOAOO2 2/ KA
1 test

N S
Q77Pok

HAARUE

2)
®

% 1 Ay D
toyoXA. TRTOTOJ/Z LR TLT. A2~
H—5y IO/ LETH?

2.3.2. SSH /=& Terminal h5EE T 35S

1) PuTTY SYNESI SSH
SYNESI S I P
( ) synesi s
( ) admin
Ter mi nal SYNESI @S Ter mi nal
2) 0S

sudo & reboot

sudo & shutdown & -r & no




2.4. SYNESIS Y—EXDHE)

SYNESI S
SYNESI S
1) SYNESI S GUI 3.3.2.1
2) "Rest’ar t
SYNESIS Management Console m Eelifogs
Process ID Service Description Action
[ 7443 | Tomcat Web Service. evel
[ 7515 ] mvp Management Platform, adapter of front end GUI and back end agent service. evel
[ 7612 ] VPEyes Capture Agent Daemon, keep capturing agent running. evel
[ 7632 | NetkKeeper Capture Agent, capturing service provider. evel
=3 DEService Decode engine service evel
[ 7872 | Notifier Alarm Notifier service evel
| |
3)
Action Action

Y

2.4.1. BY—EXDEE L BREBIIOF v I FrELLDER

b—EX%E | &E FrIFrOFLE

Tomcat WEB Ul

mvp API

NetKeeper

VPEyes NetKeeper (NetKeeper )

DEService

Notifier SNMPTrap

Net Keeper

3-3-1-2-1 .
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3.SYNESIS A\DF7 I RGE

SYNESI S
SYNESI S
vIhkozxrw FEEE
OsSUpunty OS (OS]
SYNESI S GUI GUI
GUI |SYNESI S
i DRAC
SYNESR®rtabl e
3.1. OB E—E(FHBR—RN)
SYNESI S
FOrR5% JOokd)L | BBUR—b& | IPZRLA(FIAIDN) | EREERZHD> b
(FIA)E)
OSUpunty OS RDP TCRB38|enol: synesis/ ad
SSH TCR 2 172.22.201.
SYNESI S GUI HTTPS |TCR43|eno@nod admi By nsels
DHCP
GUI
i DRAC HTTPS |TCR43|i DRAC: roo/tcal vin
192.168.0.1
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3.2. Ubuntu OS

3.2.1. UE—R RO BPYT

1)
2)
3)

Wi ndows Ubuntu OS
1
3.2.1.1. OJ1>
Wi ndows [TARTOTOISA]
[(7otHV]
[VE—PMTRY by TiEE]
K YT+ FRIMTES - p

4)

5)

6)

&' UE-F FRI b S
>( %“JL—

f: computer.fabrikam.com

IVP1-9-(C):

J-1-4: EEINTVEEA

AVEa-9-% - FIERTY,
YE-t IVE1-9-DREeHEEEADLTLESN,

~) ATV3VOERQ)

BN AT (H)

[A>Ea1—4%(0)]

SYNESI S

[Session] "newession" 0s

[ password]

Login to S¥S5-4G-STR

Just
connecting

Session [new-session ~|

username Is};nesis

passward |>nanm1

oK iI Cancel |

oK

12
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3.2.1.2. O979 bk
1) [ AT A]
[XXXXDOI T -]
@ 77r—vav B YRTL E

4 P EIN3

o N ae

synesis DFE—L @ o=
BN ovbo—tysy—
Ud Help
P2 MATE ICDWT
. Els@mooys
& synesis DOAJ T Ihb...
O Syyhd o

2) [OJ97D K

thinclient_drives

ZDYRFLNSSTCOTPTIMNETH?
 BITISEE e TATAYLTWET,

L b

BN LET

QFvrtiL(© B

3.2.2. SSH
SSH Ubuntu OS

3.2.2.1. 091>
1) SSH SYNESI S |
2)

3.2.2.2. 0979k
dz0 NI
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3.3. SYNESISVYVJ hDIT7

SYNESI SWe b

3.3.1. X1 > GUI

3.3.1.1. B1>1>

1) We b SYNESI S
httpdE IB. Ex | P Xil o

2) SYNESI S

-ESYNEE:'IS

3.3.1.2. $A4>FIR
A o @|C

<HL>TIR>

3.3.2. Y—EX - OJE®E GUI

3.3.2.1. OJ1>
1) We b
httpeE /B. Ex | PXil dmg mt /

2) SYNESI S GUI

OK

I—H—FLIAT-FZAALTLEEN

0 https://12 018108 I —HF—F &) T— FEBRLTVET. Yo basdAviz—:

Y “Administrator”

a—H—£: || |

JRT—F: | |
=

3.3.2.2. O979hk
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3.4. iDRAC

SYNESDIiISstributed i DRAICnt egrated Dell
SYNESI S Portable

CRenmo Joé | Bacess

i DRAC
i DREA (I ntegrated Dell Remote Access Controller)
iDRACS iDARCY9
i DRAC
i DRAC Web

3.4.1. IDRACS (Integrated Dell Remote Access Controller 8)

3.4.1.1. 091>
1) We b i DRAC
ht s:p/ 7/ DRAC Ex | RPXil |

2)

Integrated Dell Remote En
Access Controller 8 i [Integrated Dell Remote /

8

IDRAC-H{THZ83 | PowerEdge R330

L= e HRAD-FEAAL, EF woLx T,

KAD~-F:

3)

3.4.1.2. O979k
(O979 KN

VATLEBE

B -0 ERME ALY = FLE a—
@ v

» B
> f2dh

e
AV —a
TEEE

UL TN TF0rasitT T

BE

[ < < < < < <

TE
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3.4.2. iDRACY (Integrated Dell Remote Access Controller 9)

3.4.2.1. O9—1>
1) We b i DRAC
ht :p/ i DRAC Ex | R Xil |

2)
[I'ntegrated Remote Access Comtroller 9]

8 i DRACS

Ew

Integrated Remote Access Controller 9

iDRAC-mi=nwizc | | Enterprise

A—H-—ELRAT—FEANL, O EZ2Uy 2 LET.

a1—4H—%

FXA->

6D IDRAC H

@ 7=+ 1 U5 _t0EE: By accessing this computer, you confirm that such access complies with your organization's security policy.

L
3) oJg1>

3.4.2.2. OY979k
1) H [O279 N

=
"= Integrated Remote Access Controller 9 | Enterprise

h Fyvadk—F B YRFAv B ARb—Iv @l HEEY EAYFTFTYRV % DRACEREV I

it S

BMOFI3> -

[OF1205 578 Sl Lo b - 0 225 AoER

E ERtis i SAFLiER = PAYE
o EERR Az
Y C N - _
| £

S RF AR AL—OESHE

IR SYNESIS
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4. ) EDEE

SYNESI S

4.1. Ubuntu OS O¥IHAREZEE

4.1.1. KA bMA

1] =] HIPR
15
(A-Z ,a-2)
(0-9)
)
1) SYNESI S Ter mi nal SSH
3.2S8H

2)

sudo & sedé -i é 0ls/ *< oUWl E 6 >/ g6é& / etc/hostname

sudo é sedé -i é & 0/127.0.1.1/ & cé 127.0.1.1 \t<d W/l E 6 >0& / etc/hosts
3)

0eul E -

127.0.100dal host -

127.0.1.v6LWLl E -
4) OS 2.0S
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4.1.2. EBETPHO> MNA—YH - )AIXDT—R)

1) SYNESI S Ter mi nal SSH
3.2S8H

2)
5.1UhunoO8
a o@a RS U diaa d d u S &rW? Wkx!' 2]l o
a o@a hERYs U ddai s e r me-G0 s u didd WF Wkx! 2]l o
3) OS 2.08S

4 5.1.12

5)

a o@a WSS u diau s e rid-el6d WE Wky! 2]] o
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4.1.3. E#/R— bRy ND—I5E

1) SYNESI S Ter mi nal SSH
3.2S8H
2) (vidnterface
s udoi/et oét wor k/ i
3) [i] (l NSERT

# interfaces(5) file used by ifup(8)

auto | o

iface |l o inet |l oopback
autdal 1 f # | P
i faddlel ifnet static # | P

addr § KEOGGCOGFf OCGI F#
gat e WaKyGOGGOGI| oGl h#

i fadZieGi net static
addr § KEOGGOGF f 0G

net maGlkli 9GI | 9F ©F #

net wfrkKkGOGGOFOF #

broad¢f&ESOGCGGOGI | ©GI #

dn®ameser VkE@83GGOGI WOGI h #
(en@®hod) I P

autdal G

and i fdown( 8)

4) I P
)
DHCP #
5) [Esc] DX
6) OS 230Ss
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4.2. SYNESIS O#JRIGSEZLE

SYNESI S SYNESI S

4.2.1. Firewall 5%

SYNESI S SYNESI SFirewal |
SNMP

4.2.1.1. Firewall D%FEDHER

Firewall

TRy |

Status: active

Logging: on (1l ow)

Defaul t: deny (incoming), all ow (ou

New profiles: skip

To Acti on From

22 ALLOW I N Anywhere

80 ALLOW I N Anywhere

443 ALLOW I N Anywhere

3389 ALLOW I N Anywhere

22 (v6) ALLOW I N Anywhere (v6)

80 (v6) ALLOW I N Anywhere (v6)

443 (v6) ALLOW I N Anywhere (v6)

3389 (v6)ALLOW I N Anywhere (v6)

4.2.1.2. 1BER— ~ DS

1)
2) 4.2.FEidewall 1)
3)

sudo & systemctl & restart & ufw

20



4.2.1.3.

1)

BER— MOESEM

sudo € ufw é status & numbered

2)
162

To Action From
[ 1] 22 ALLOW I N Anywhere
[ 2] 80 ALLOW I N Anywhere
[ 3] 443 ALLOW I N Anywhere
[ 4] 3389 ALLOW I N Anywhere
[ 5] 162 ALLOW I N Anywhere
[ 6] 22 (v6) ALLOW I N Anywhere (v6)
[ 7] 80 (v6) ALLOW I N Anywhere (v6)
[ 8] 443 (v6) ALLOW I N Anywhere (v6)
[ 9] 3389 (v6)ALLOW I N Anywhere (v6)
[10] 162(vb6) ALLOW I N Anywhere (v6)
3) 2)

sudo € ufw € delete & < >

)

$sudidw delete 10
Del eting:

al | De2
Proceed with ope<s-ation (yl[yl)? vy
Ruldeel et ed

$sudidw desl et e

Del eting:

al | De2

Proceed with ope<s-ation (yl[yw)? vy

(v6)

Rul e del eted
49 4.2.1.1 3)
5)

sudo & systemctl & restart & ufw

21



4.2.2. Y—)GIAZDEE

SYNESI S v4d. 0 SSL/TLS SSL/TLS
a

, CA 3

R PEM ( . pem) DER ( .. cer,
1) "letc/ nginx"/ synesi s

, CA . dummy _ca.pem

, : dummy _server.pem

, : dummy _serverkey. pem
2) vi “/'etc/ nginx/synesis/synesis.

., "ssl|l _catificate"

., "ssl _catificate_key

, "ssl _trusted_catifiCGrAate"

.der)

conf”

sudo] pas Siwomafid JfE0 rd Re: 344

:

T

A - wafi” D e @ I FEEEE Ml € / etc/nginx/synesis/ synesis.conf
{SGdAay3a T2N {eéySara

I {{[ke[{ {SdGaAry3a
daf POSNIATAOI (kS G Ok y 3 ARMERaNESANESHWB IPYT —R or A
daf WOSNIUATAOI (kSHCHEY IANEXER Y S ENIERNDPE OLISY Th Deel —R O A
aaf Qi NHza G 8 Ry O SKNSIASHKAYCE AlYSEZX 8 @ ¢ G 14 & IARsTA —-Re~ A
daf YRKLI NI Y KSUBKYEK&a&@YSAAAKRKLI N} YOLISYT
N
3) Vi “wy
4)
I
5)
sudo & nginx & - sé reload
6) Java
sudo & keytool € -import & -file & /etc/nginx  /synesis/dummy_server.pem
é - keystore & /etc/ssl/certs/java/cacert
changeit
7 Tomc at

sudoé service & tomcat7 é restart

22




4.2.3. NTP 5—/)

1) SYNESIS 3.3.1.1
2) {5

Al ®C

_5.5' YNESIS
@ v i8R e Bz | OFF | &AAY FHO
FySaH—F » BL—ADEF
b FT— EEA
A e e O
v AT [  O.ubuntu.pool.ntp.org
||§mﬁ§ﬂ| [  lubuntu.pool.ntp.org
a-— [ 2 ubuntu.pool.ntp.org
AR [ 3.ubuntu pool ntp org
Fr ) LOEE
» EEYV-IL
3) [#EHK] (18R] - [ RATA] [ BB
4)  [FRIE NTP FR

OFF | FA1yFHONDBRS. BEERBEIEINHICE. —EOFFICTaaEH'HNET

i

IPF FLAFZEARA &
0.ubuntu. pool ntp org

- NT P
1.ubuntu.pool.ntp.org NT P

2 ubuntu pool ntp org

Ooooid

J.ubuntu.pool.ntp.org

5) ( ) NTP I P RE

o BxImEER
P77 L AE T (d A 2
0.ubuntu_pool.ntp_org ~«NTP IP
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6)

oo il

- 1O

7
8)

iR

OOoomd

O

S | OFF

0.ubuntu pool ntp org

1.ubuntu.pool.ntp.org

2 ubuntu_pool_ntp_org

3. ubuntu pool ntp org

NT P

T o I

0.ubuntu.pool.ntp.org

1. ubuntu_pool ntp org

2 ubuntu_pool.ntp org

3. ubuntu_pool ntp org

E A v FHONDIES.

N}

EAA Y FHONDIESE.

24
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i

4.2.4. SMTP 5—/\
1) SYNESI S 3.3.1.1
?)
2
-ESVNESIS Ujl"'{®
(D gL Fm BB S A — LT
HySaR—F » || — ZTHET
.
75—k s =
B 0 Z-lga
BT [0  Syslogigfn1
B Trap##01
» 7 —23
» AT I
» EEY L
3) [#ERX] [#B8X] - [P 5 — b &iEA]
4) [iE%05E] B A —)LESTE
O &l FAT a2
] A—Jl-1B%E01 eMail
[ Syslogéxnd Syslog
B Trap@#01 SnmpTrap
5) [@MA—ILEE)] SMTP
R
o EAHIA—JLEE
SMTP A A -* egmail.com
SMTP A— b+ 25

SMTP 7h2o> b

SMTP JTRD—

EHAY
LE=N

your account

[F1SSL
sample@email.com

SynesisiEH

25

Aw E
14T
eMail [ |
Syslog l
SnmpTrap l
[3E@X05%E]




4.3. iDRAC DIRAETEZE

4.3.1. iDRAC /R— bDFY D —URE

i DRACI P i DRAC
iDRAC
i DRAC
3.1. 2

4.3.1.1. O—HALI>Y—-ILHEDEEE

1)
2)

3)

4)

iDRAC
SYNESI S 2.1 2.08S
[System Setup]
[iDRAC Settings] [IDRAC Settings] [Network]

' System Setup

System Setup Mein Menu
— - IDRAC Settings
DRAC Selting:
e DRAC Settings

DRAC Settngs Versicn

DRAC Firmware Version

26




5) [iDRAC Settings - Network] [IPv4 SETTINGS] (#i#%) [IPv6 SETTINGS]
(B#) Exit
| IDRAC Settings
IDRAC Settings » Network
PV4 SETTINGS =
QD10 I i
tatic | iDRAC Settings
e Sulect Snablec Lo snable NIC. When NIC DRAC Setthgs - Network
0 s group. Whan g NIC selad, el communicetion Lo @ IPVE SETTINGS -
BB IPYB et @ Dobl6d. O Enablod
Disabled @ Snablec
k. tai » Ly
]
LAN @ Cisabled
Chennsl Friviage Level LiTit & Admpistrator O User I
D i s e oo i e o ot e
6) Yes
X [Saving Changes] No [Restoring
Changes] OK
Warning Success
Saving Changes . v 3 Restoring Changes
A = A
Settings have changed. Do you The settings were restored
want to save the changes? successfully.
7) [System Setup] Exit

Yes

Warning
1 Confirm Exit

Are you sure you want to exit?

i DRAC

27



4.3.1.2. UE—MH'SDHE(IDRACS)
i DRBC

1) i

2) [#%%] — [iDRAC &) - [RY RD—2]

iDRAC
DRAC 3.4.1.1

+ INTEGRATED REMOTE
ACCESS CONTROLLER

Enterprise

AT A
root , Admin

Fw kD=2

E®%: =vhD-U%E | HESRE | BEESE 'E' PVBERE | PMISEE | VLANERE
ATz zams

FIR

NICIP 7 FLAREEEET S &, TATOI—H—tw >3 »EBEL 5. BiEi P 7 FL-ASE%ERL T iDRAC
BEFBDET. TOROEEER{ToEESE. NC BURY FTSBERSD. Chlcl>TERMERMEDNS C &G

Fy hO—BE

B iE
NIC ZEHICTD 7
NIC (38R =3 [-]

e e T R s e |

[IPV4 5&3E]

P Aimedn A

[IPV6 383

INTEGRATED REMOTE
A

SS NTROLLER Enterprise

SaER | 070

AT
root, Admin

ZUFIL ST RAC A T AL —

IPv4 FRE
Biz &
IPu4 ZEINCTS 7

DHCP &3

I IP FELR
Bl5— oz

BIY Ty h ALY
DHCP %A Lfz DNS 4
FERDNS H—/1—

BEMLE DNS H—/T—

IPVG SR E
Bz
IPv6 ZEIICTD

ER%l
BEIP FELR
BTy HIRE

Bl — boTo

U 2O0—AILT BLA

BB DNS H—/1—

EEMEE DNS H—/T—

—/ (=P RL-ADEE

192.168.0.0

192.168.0.0

255.255.0.0

0.0.0.0

0.0.0.0

DHCPv6 ZEALT DNS H—J/ (-7 FLAZRET S

)

al

m

4) il |
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4.3.1.3. UE— M SDEE(IDRACI)

i DRACO iDRAC
1) i DRAC 3.4.2.1
2) [IDRAC 5%3E] - [#&#%TE
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