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SIP REGISTER /4w NEMfEEER &R

SIP REGISTER /v NEATHER MR —EEEUS

1.1. tHEEDERER

FrTFvORa. FrvTFvoELE. FYTFv UL Od— RoOOvIBIVHIBRIEERED—
JLCEITOIRET I,

1.2. IS5S—LARJADIA—IY b

BEURINSA=INENEOITIHBEREDTS —KICE. TS5—DAEN ISON XFHDFZHT
BHENFT, COESTDRAT—HRXO—RIFERE (200) £2DFT,

FHSNRWS—/\-TS Ao TZIHS(C(E ISON XFF([FEFR), BERIEDRAT—HX]
— R(4** FIZ@S**)DL AR ANRENENET .

FEERU IR MAPI) EERVUOIXNHTTPS)
A7 — 7% 2000k 4**: request error
Ad—FR 5**: server error
RT - BB JSON SZ=751: N

1R

{

error_code: "401-2"
error_msg: "Invalid user or password."



2.APIUX b

2.1. I1—Y3E5E

2.1.1. ¥
fad API Z{ER T DT (TR, FEEF—ZHISLE T,

2.1.2. URL
https://(IP 77 kL -X)/rest/v1.0/auth

2.1.3. HTTPS XYV
POST

2.1.4. HTTPSAYHJ1—=)LR

Td14—ILR%& fi&
Content-Type application/x-www-form-urlencoded

2.1.5. UOITABNI\SA—4
2.1.5.1 URL ATIRET D/I\SA—4

AN

2.1.5.2 /R7« TIHEITB/\SA—H

NSA—=5% B WA BTl
u String true 1—-Y%
p String true JART—R

2.1.6. LAR>IR
J14—)Lk& B URLI>IJ—R Bl
Authorization String False D APL Z{ERT DIcHDERIF—T.
DfE%Z= HTTPS Ny S THERLET,
2.1.7. B>

2.1.7.1UJ9I XM URL

https://192.168.0.1/rest/v1.0/auth




21.7.2 U0 A BRFT«

admin synesisl

2.1.7.3 LARIR

: "YWRtaW46c31luZXNpczE="




2.2, I—>1>bMJXMOHUS

2.2.1. #iE
Y- LRI -S> MERUELETY.

2.2.2. URL
https://(IP 77 kL -X)/rest/v1.0/agents

2.2.3. HTTPS XYY
GET

2.2.4. HTTPSAYAJ14—J)LR

TJ1—ILR%A {i&
Authorization basic [FREE+—]

2.2.5. UOTRANISA—H

2.2.5.1 URLATIEET B3/\SA—H
RU

2.2.5.2 K7 1 TIRET B/\5A—5
N

2.2.6. LAKR>R

EHa B URLI>O—R ErL

name String false I—>1>b4%
agentID String false I—>x>hID

IP String false IP77RLXR
hostName String false KRR &

desc String false IT—>1> bOsREA
version String false N—==3>
sevicePort Integer false H—EZR— bk
descodeService Integer false SO-RoOB—EX

R—k



2.2.7. 52T
2.2.7.1 UJITZ N URL

https:// 192.168.0.1/rest/v1.0/agents

2.2.7.2 U0 ABRT«
N

2.2.7.3 LAIRDR

—_

name: "Default Agent"
agentID: "8e749a34-7177-4fbe-8b75-695felb3d793"
IP: "192.168.0.1"
hostName: "PC-LIYANG"
>: "Amazing"
rsion: "3.0.50"

de

sevicePort: 9010
descodeService: 0
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2.3.1. &

IT—212 hDORT—HRAZEELFET. FlEOMC, T—>1> b Fr T FvEEEL. 7
HT5%, 7HTHID EBIETEET.,

2.3.2. URL
https://(IP 77 RL-X)/rest/v1.0/agents/captureStatus

2.3.3. HTTPS XYY
GET

2.3.4. HTTPS AV 4
YA IT1—=)LR fE
Authorization Basic [R5+ —]

2.3.5. YOTZAPMISA—-5

2.3.5.1 URLATIRET D/I\SA—4

EH4 B IR E1LL
agentID String true

|_|
\!
H
G
-
O

2.3.5.2 K571 TIEETB/\SA—5
AN,

2.3.6. LRAKR>R

EN4 B URLI>I—R BTl

Name String false I—->1>2 b4

Status String false IT—>1>bhRAT—HR
StartTime String false F v I F v R
AdapterName String false 7T 5%

AdapterID String false 75745 1D



2.3.7. 52T
2.3.7.1 UJIR M URL

https://192.168.0.1/rest/v1.0/agents
/captureStatus?agentID=8e749a34-7177-4fbe-8b75-695fe1b3d793

2.3.7.2 U0 X MR«
AN

2.3.7.3LARIR
® Samplel:
FrITFrhoiEs

Name: "Default Agent"

Status: "Started"

StartTime: "2016-12-16 13:51:00"

AdapterName: "Synesis Virtual Adapter NT 1Gbps x 4"
AdapterID: "1"

® Sample2:
FrIFvELROGES

Name: "Default Agent"
Status: "Stopped"
AdapterName: null
AdapterID: null




2.4. FvIOFrUELI—RDOUX OIS

2.4.1. BiE
FrIFvURRL - REEELET.

2.4.2. URL
https://(IP 77 RL-X)/rest/v1.0/captureSession

2.4.3. HTTPS XVv
GET

2.4.4. HTTPS AW 4H
NS I1—=)LR fiE
Authorization Basic [R5+ —]

2.4.5. UUTRAPMNSA—5H
2.4.5.1 URLNTHEET 3/\5X—F

EH4 B WA Bl
agentID String true I—>1x>hKID

2.4.5.2 /R« THREITD/I\SA—4F
AN

2.4.6. LAR>R

EH4a B URLI>O—K 5iBA

index Integer false LO-RDA1>27vIR
captureSessionName String false Ld—R%
captureSessionID String false LO—RKID

2.4.7. 52T
2.4.7.1 UJITZ N URL

https://(IP 77 K L X )/rest/v1.0/captureSession?agentID=8e749a34-7177-4fbe-
8b75-695fe1b3d793




2.4.7.2 U0 ABRT«
N

2.4.7.3 LAIRZR

O: |
index: 0
captureSessionName: "a test capture session"
captureSessionID: "dc90b54a-d8e4d4-4c99-aa24-0fec0c230£40"




2.5. Ld—kRoOvo

2.5.1. #iE
FrIFrUELI-REOVILET.

2.5.2. URL
https://(IP 77 RL-X)/rest/v1.0/captureSession/lock

2.5.3. HTTPS XYY R
GET

2.5.4. HTTPSAYH I —=)LR

J1—)LR%& {8
Authorization Basic [FR5E+—]

2.5.5. UOT XA NI\SA—H

2.5.5.1 URL ATIRET D/I\SA—4

T84 B WA BTl
agentID String true I—>x>hKID
captureSessionID  String true LJ—RKID

2.5.5.2 K7 1 TIRET B/\5A—5
N

2.5.6. LRAR>R

EH4 B URLI>O—kR BTl
result String false Ow ODFER

2.5.7. B>
2.5.7.1 UJIX N URL

https://192.168.0.1/rest/v1.0/captureStatus/lock?agentID=8e749a34-7177-
4fbe-8b75-695fe1b3d793&captureSessionID=e988a50b-6010-4a31-bee4-
eacdB8a425d9d




2.5.7.2 U0 X R«
AN

2.5.7.3 LAIRZR

: "Record locked successfully."




2.6. L J—RODOHIFR

2.6.1. #iE
FrIFr UL I- REHIRUET.

2.6.2. URL
https://(IP 77 KL -X)/rest/v1.0/captureSession/delete

2.6.3. HTTPS XYY R
GET

2.6.4. HTTPSAY A I —=)LR

J1—)LR%& {8
Authorization Basic [FR5E+—]

2.6.5. YOI ZAPMISA—%

2.6.5.1 URL ATIRET D/I\SA—4

T84 B WA ETL):
agentID String true I—>x>hkID
captureSessionID  String true LJ—RID

2.6.5.2 K5 1 TIEETB/\SA—5
AN,

2.6.6. LAKR>R

E#H4 BY URLI>O—R BTl
result String false HIBRDFER

2.6.7. B>TJ)
2.6.7.1 UJT X URL

https://192.168.0.1/rest/v1.0/captureSession/delete
?agentID=8e749a34-7177-4fbe-8b75-
695fe1b3d793&captureSessionID=e988a50b-6010-4a31-bee4-eacd8a425d9d




2.6.7.2 UOIT X R«
AN
2.6.7.3 L AR>R

result: "Record deleted successfully."




2.7. FvIFv O

2.7.1. BIE
BELEI—>1I> bOFvIF v ERIBLETD,

2.7.2. URL
https://(IP 77 KL -X)/rest/v1.0/startCapture

2.7.3. HTTPS XYY R
GET

2.7.4. HTTPSAY A I —I)LR

J14—=JLR4 fiE
Authorization Basic [R5+ —]

2.7.5. YOI ZAPMISA—-5

2.7.5.1 URLNTIRET B/\SA—H

EH4 B WA Bl
agentID String true I—>x>hKID
recordName String false LO—R%, ARIFCE. FvTFriE

OB L O— REERDFT,

2.7.5.2 KT+ ATEETS/\SA—H
AN,

2.7.6. LAKR>R

E#H4A B URLI>O—K BTl

agentName String false I—->12 b4
agentID String false I—>x>hKID

status String false Started &7z (& Stopped

2.7.7. B> TNW
2.7.7.1 UJI X URL

https://192.168.0.1/rest/v1.0/startCapture?agentID=8e749a34-7177-4fbe-
8b75-695fe1b3d793




2.7.7.2 U0 ABMRT«
N

2.7.7.3 LAIRDR

agentName: "Default Agent"
agentID: "8e749a34-7177-4fbe-8b75-695felb3d793"

status: "Started"




2.8. FVYIFvrofFLE

2.8.1. BIE
BELEI—>1> hOF v IFvEELESES,

2.8.2. URL
https://(IP 77 RL-X)/rest/v1.0/stopCapture

2.8.3. HTTPS XYY R
GET

2.8.4. HTTPSAY A I —)LR

J1—)LR%& {8
Authorization Basic [FR5E+—]

2.8.5. UOITANI\SA—4
2.8.5.1 URL ATIRET D/I\SA—4

T84 B WA BT
agentID String true I—>x>hID

2.8.5.2 KT ATEETS/\SA—H
AN,

2.8.6. LAKR>R

E#H4A B URLI>O—RK  EiEA

agentName String false I->1>2 b4
agentID String false I—>x>hKID

status String false Started &7z (& Stopped

2.8.7. B>
2.8.7.1 UJITX N URL

https://192.168.0.1:8080/rest/v1.0/stopCapture?agentiD=8e749a34-7177-
4fbe-8b75-695fe1b3d793




2.8.7.2 YOI XA MRFTa

AN

2.8.7.3 LARZRADY> T

agentName:

agentID:

status: "

"Default Agent"
"8e749a34-7177-4fbe-8b75-695felb3d793"
Stoped"




2.9. #REtT—H5DHIS

2.9.1. €

BEURKBERE. T—>1> b 79798 X0FrRILOFETT —FZEBELET.

2.9.2. URL

https://(IP 77 kL X)/rest/v1.0/statistics

2.9.3. HTTPS XYY R

GET

2.9.4. HTTPSAY A I —J)LR

J4—=)LR%&A
Authorization

]
Basic [R5+ —]

2.9.5. YOI ZAPMISA—-%

2.9.5.1 URLNTIRET B/\SA—H

E#H4A B
startTime String

stopTime  String
agentID String

adapterID String

channelID String

WA
true

true
true

true

true

Bl
EtT — 5 DORER
A=< b yyyy-MM-dd'T'HH:mm:ss
MEtT— S D TR
JA—Xwv b yyyy-MM-dd'T'HH:mm:ss
I—>x>hID
75745 1D
adapterID MEESEZE 2.3 FYITFVYRAF—HAD
| 2RI,
FvxJLID
1. “all"Z/EITDELF v RILDFT—SFZE
BLFET.
2. FrRIILZE,/THREUVTEREITDEEEL
EF v RILDT—INEETEET,

2.9.5.2 /R7 1 TIHEITB/\SA—H

AN,



2.9.6. LAIR>RX

E84 B
channellD String
FR)VIEIRDY X
recvdPackets Long
recvdBytes Long
droppedPkts Long
broadcastPkts Long
multicastPkts Long
timstampInNano Long
throughput Double
packetRate Double
unicastPackets Long
crcErr Long
fragmentErr Long
jabbersErr Long
overSizeErr Long
runt Long
utilization Short
portStatus Long

2.9.7. BT
2.9.7.1 UJT XN URL

URLI>O—R i8R

false

false
false
false
false
false
false
false
false
false
false

false

false

false

false

false
false

F+5JLID

BE) Ty bR

BE/ 1 ~Y
ROvF Uz Uy MR
JO—RF+ ANy hMY
NILFF v A N\Tw MY
FIOBBEMDIA LRI T
1M1= D DBIE/ 1 MY

1 MBI DEE/ T b
A=F v ANy hK

TSOA RBLUZv/N—ZKRL

CRCIZS—/\Tw b

JL— LY+ XH 64byte Kl Cdpd CRC

TS—)try R,

TL—LYAXMBED/ A KX DK

ZLWCRCIS—/Wrw MM,

JL—LBAZXMEFEDI\A MMIKLDK
ZU\CRC DTS —) v ML
JL— LY+ XH 64byte Kl Cdpd CRC

BSOS —)\Ty Rl
fER=R
IR—bDAFT—HX

https://192.168.0.1/rest/v1.0/statistics?startTime=2016-11-
09T14:34:13&stopTime=2016-11-09T14:35:10&agentID=8e749a34-7177-
4fbe-8b75-695fe1b3d793&adapterID=1&channellD=all

2.9.7.2 UOITXAMRFT+
AN




2.9.7.3 LAIRZR

channelID: "O"

channelInfolist:

0:{
recvdPackets: 136
recvdBytes: 27716
droppedPkts: 0
broadcastPkts: 8
multicastPkts: 128
timstampInNano: 1478673254000000000
throughput: 27716
packetRate: 136
unicastPackets: 0
crcErr: O
fragmentErr: O
jabbersErr: 0
overSizeErr: 0
runt: 0O
utilization: O

portStatus: O




2.10. FL—RDRF

2.10.1. E

TAINIZEHR L. BL—XT7AILZRFLET.

2.10.2. URL

https://(IP 77 kL -X)/rest/v1.0/trace

2.10.3. HTTPS XVWY R

GET

2.10.4. HTTPSAYHI1s—J)LR

J1—ILR%#A
Authorization

2.10.5. YJIIXbH

{i&
Basic [FR5E+—]

2.10.5.1 URLATEETSI/I\SA—H

EH4a i) WA
agentID String true
startTime String true

endTime String true
filterID String false
slice Integer false

splitFileSize Integer false

B

I—>x>hID

ML —XT 7 A )LDRIEEZ

JA—~Xw b yyyy-MM-dd'T'HH:mm:ss.SSS
NL—RT7 AL T

JA—~Xw b yyyy-MM-dd'T'HH:mm:ss.SSS
J+1)L5 ID

ASAMX

PENT 7 A IVT+ X TEALE MB (JEIETER L 256MB)

2.10.5.2 ARFAIEBEITI/I\SA—H

AN,

2.10.6. LARARVRATERATIEY

EHa B
taskiD String
Path String

URLI>d—R Bl
false NL—XT7-1)LD ID
false L —XT71ILDIKNR



2.10.7. B>
2.10.7.1 YJIXKURL

https://192.168.0.1/rest/v1.0/trace?agentID=8e749a34-7177-4fbe-8b75-
695fe1b3d793&filterID=92289990-8b91-4064-9a70-c356b7c95bd7&slice=32
&startTime=2016-11-30T10:29:21.800&endTime=2016-11-30T10:31:10.800
&splitFileSize=1024

2.10.7.2 UOIRABPRT+
NV

2.10.7.3 LRARSRDY>TII

taskID: "27d45f6e-757a-472d-bala-095a5dceb0c9"

Path: "E:\cloudy\release\main\polyvirtual-

portall\web vaddin\src\main\webapp\VAADIN\webcache\tracefile\def
ault\1481880044352-5817.pcapng"




2.11. T« ILFDY X FDHIS

2.11.1. =T
2T AIIDUR NEEELET .

2.11.2. URL
https://(IP 77 RL-X)/rest/v1.0/filter

2.11.3. HTTPS XVYWER
GET

2.11.4. HTTPSAWH
NS I1—=)LR fiE
Authorization Basic [R5+ —]

2.11.5. YIIABMN\SGA—H

2.11.5.1 URLAWTHEET B/\SA—F
N,

2.11.5.2 RFATHEEID/I\SA—SH
AN

2.11.6. LRARDR

E#H4A B URLI>IO—R BTl

filterID String false J« )L ID
filterName String false J1IL5%&
filteritemIDs String false J 1LY DIEFE
filterDescription String false J+ LI D5

2.11.7. BTN
2.11.7.1 YJIXBURL

https://(IP 77 RL-X)/rest/v1.0/filter

2.11.7.2 UOIXABMRT4
N



2.11.7.3 LAKRZR

O: |
filterID: " 03fdalb5-09cf-4956-a260-2861a93071c8"
filterName: "Filterl"
filterItemIDs: "flow"
FilterDescription: "Not 7H—- 199.184.69.153 <--> Any"
}
1: {

filterID: " 7ea6c267-a03d-4d5¢c-b435-72331d73caz22"
filterName: "Filter2"

filterItemIDs: " tcp flags"

FilterDescription: "TCP 7<% - TCP 757 : ACK,PSH"




2.12. 720771 )ILDOYU X FOES

2.12.1. #H=E
U LA aIRTOT 7 ILDERTE ID DU M2EELET.

2.12.2. URL
https://(IP 77 RL-X)/rest/v1.0/ replay/profile

2.12.3. HTTPS XYWV R
GET

2.12.4. HTTPSAYHI1s—)LR

J14—)LR%& {8
Authorization Basic [FR5E+—]

2.12.,5. UOJIRABNNSA—H

2.12.5.1 URLATEETSI/I\SA—H

AN

2.12.5.2 RFATHEEID/I\SA—H

AN,

2.12.6. LRARDR

EN4 B URLI>IO—R Hi#A
profileID String false JOJ74JLID
profileName String false JOJr7 A&

2.12.7. B>
2.12.7.1 USJIXBMURL

https://192.168.0.1/rest/v1.0/replay/profile

2.12.7.2 VUOIXBMRF+
72U



2.12.7.3 LRAKRZR

0:

1:

{
"profileId":
"profileName":
}y

{
"profileId":
"profileName":

s

"ccd444352-e255-41b2-aec0-098353dc8689",

"Profile-0"

"15bfbebf-eb89-4fef-a332-£2a28e4987£d",

"Profile-1"




2.13. UTJ'L 1 Dk

2.13.1. #H=E
IBELEIOT 7LD/ Gy hOBEZERIBLET,

2.13.2. URL
https://(IP 77 RL-X)/rest/v1.0/replay/startProfile

2.13.3. HTTPS XVWY R
GET

2.13.4. HTTPSAYHI«1—)LR

J+14—JLR% {8
Authorization Basic [FR5E+—]

2.13.5. UOIZABNINSA—4H
2.13.5.1 URLATEEITSI/I\SA—H

E#H4 B WA 7L

profileld String true JOJ7-)LID
2.13.5.2 RFAATHEITS/I\SA—H
AN

2.13.6. LRARDR

EH4 B URLI>O—R BTl
status String false Started &7z (& Stopped

2.13.7. B>
2.13.7.1 USJIXBMURL

https://192.168.0.1/rest/v1.0/replay/startProfile?profileID=8e749a34-7177-
4fbe-8b75-695fe1b3d793

2.13.7.2 VUOIXABMRKRFT+
AN

2.13.7.3 LRAKRIR




2.14. VT L1DFLL

2.14.1. ®=E

BELEI—>x> b))\ Oy NUT LA ZEILESE S,
2.14.2. URL

https://(IP 77 RL-X)/rest/v1.0/replay/stopProfile

2.14.3. HTTPS XVWY R
GET

2.14.4. HTTPSAYHI«1s—)LR

J+14—JLR% {8
Authorization Basic [FR5E+—]

2.14.5. UOJIRABNNSA—H

2.14.5.1 URLATEEITSI/I\SA—H

E#H4 B WA Bl
profileld String true JOoJ7A)LID

2.14.5.2 RFAATEEID/I\SGA—S
AN

2.14.6. LRARDR

x84 B URLI>IJ—R  §HEA
status String false success

2.14.7. B>
2.14.7.1 UJIXBMURL

https://192.168.0.1:8080/rest/v1.0/replay/stopProfile?profileld=8e749a34-
7177-4fbe-8b75-695fe1b3d793

2.14.7.2 UOIRABMRKRFTA
AN,

2.14.7.3 LRARSRADY>TIN




2.15. SIP REGISTER /\srv MEITER R%

2.15.1. €

SIP REGISTER /\&rv bOEITHERZRZR L. BISLE T,

2.15.2. URL

https://(IP 77 RL-X)/rest/v1.0/sip/register/search

2.15.3. HTTPS XYW R
POST

2.15.4. HTTPSAYHI1s—)LR

1 —ILR&
Authorization
Content-Type

&
Basic [FR5E+—]
application/json

2.15.5. UJIRABNNSA—H

2.15.5.1 URLATHEET B/\SA—F

AN

2.15.5.2 RF 1 THEITD/\SA—H

EH4 i) IR
maxCount Integer false
agentID String false

IRZREART  term
startTime String true

stopTime String true

B

REERE U TEIS I 3RADL 01— R,

SYTEEIHA : 1 ~100000,

ABEIF(C (3 100000 (TN ET,

I—>x> hID, Al (C (3 localhost DIT—=1 > MR
NFEI,

YYYY-MM-DDThh:mm:ss DFEK TRE LUE I . startTime
<= LO—RDAIALRI>T <= stopTime OL-I1—R
MMRBEIRERDET,
YYYY-MM-DDThh:mm:ss DFZ TRE LEF I . startTime
<= LO—RDHIALRI>T <= stopTime OL-I—R
MEFWRERDET,

RBEFMDUI N filters  (HBEEIEE

tel String false
srcIP String false
dstIP String false

responseCode Integer false

BIAE S

XAETTD IP 77 RL- R, IPv6 OEBERIREHTEDIEE,
XAEFLD IP 77 RL- X, IPv6 DERKRIREILEDIEE,
SIP DIGEID— R, 3HOBBEZRELET.

* filters D—DDEZRANT tel, srcIP, dstIP, responseCode ZASITNIZEDIEZENSD AND &4
THREUET ., filters NMEEERESNIZIHZE(E. & filter D OR Y THRZELE T,



2.15.6. LRARDR

E#H4 B URL  3%BA
I>1
—R
isAll Boolean false  Response MHICETDRFRBERNEENTL\DI5

Bld true. BRFRFBERDEN maxCount DIEZIBX .
response FDIRZEFER(E—EBDH T DimE false
ERDET,

HEREOLO—RUX B results

time

tel
srcIP
dstIP

String  false  J\Tw bDAALRETT,
YYYY-MM-DDThh:mm:ss MR,

String false  J{Uw b S ENEEEES.

String false  XETDIP 7KL XA,

String false  FEFEDIP 7RL XA,

responseCode Integer false  SIP DEI— R, 3 HTDEIME,

2.15.7. H>JI
2.15.7.1 YJIXBURL

https:// 192.168.0.1/rest/v1.0/sip/register/search

2.15.7.2 UOIRABRT4

® Samplel:
2017/12/16 13:00:00 H5 2017/12/16/13:30:00 ETHLTOMBERERRL. BAK
100000 /¢y MY DFRFFEREZERBLET .

"term":

{
"startTime":"2017-12-16T13:00:00",
"stopTime":"2017-12-16T13:30:00"

® Sample2:
2017/12/16 13:00:00 »5 2017/12/16/13:30:00 E TOFRIERZ U T DEMGTHREL. &
A#210000 /oy bR OFETERZEIS UE T,

&1F :



B|EHESNH 0311111111] or [[IP 7 RL-ZH 3000:10:10::2]and[BFESH 0322222222]
and [SIP J— R#X 2001]

"maxCount":10000,

"term":

{
"startTime":"2017-12-16T13:00:00",
"stopTime":"2017-12-16T13:30:00"

3
"filters":
[
{
"tel": "0311111111"
3
{
"srcIP": "3000:10:10::2",
"tel": "0322222222",
"responseCode":200
b
]




2.15.7.3 LARAKR>R

"isAll": true,
"results":

[

"time": "2017-12-16T13:00:00",
"responseCode": 200,

"tel": "0311111111",

"srcIP": "3000:0:1000::1",
"dstIP": "3000:0:1000::2"

3

{
"time": "2017-12-16T13:00:00",
"responseCode": 200,
"tel": "0322222222",
"srcIP": "3000:0:1000::2",
"dstIP": "3000:0:1000::3"

b




2.16. SIP REGISTER /\Jrv MEER RE—BHHIE

2.16.1. M=
IRZRFZMC—ER U TZ SIP REGISTER f#fFERDEZES LE T .

2.16.2. URL
https://(IP 77 RL-X)/rest/v1.0/sip/register/search/count

2.16.3. HTTPS XYY R
POST

2.16.4. HTTPSAYHI1—)LR

1 —ILR& &
Authorization Basic [F8aE+—]
Content-Type application/json

2.16.5. UIIRAMNN\SA—H

2.16.5.1 URLATHEET D/\SA—F
N

2.16.5.2 RF 1 THEITD/\SA—H

E#H4A B WA EiE

agentID String false IT—=>x1> bk ID, ABRKF(C(E localhost DT —>1 > MR
NFEI,

IRZREAR]  term

startTime String true  YYYY-MM-DDThh:mm:ss DX TEE ULFE I . startTime
<= LO—RDHALRI>T <= stopTime OL-I—R
MRBEMREIRDFET,

stopTime String true  YYYY-MM-DDThh:mm:ss DFE.R TRELE T, startTime
<= LO—RDAIALRI>T <= stopTime OL-I1—R
MERFHRERDET,

RBREMHDUZ N filters  (ABETIEE

tel String false EiEES.

srcIP String false XETDIP 7KL X, IPv6 DAEKRIREIKEAEE.

dstIP String false XEFKDIP 7KL X, IPv6 DAERKIREIREDIHE.

responseCode Integer false SIP DEEI— R, 3 HTOREBEZRELET .
* filters D—DDEZERNT tel, srcIP, dstIP, responseCode Z A SNIEEDIEENSD AND &4+

THRERUET . filters MEFERENTZHE(R. & filter O OR R TIRELF T,



2.16.6. LRAKR>R
x84 B URLI>IJ—K  FidA

count Integer false IRFFER (C—ET DERTHERDEL

2.16.7. YT

2.

16.7.1 UJIXb URL

https:// 192.168.0.1/rest/v1.0/sip/register/search/count

2.16.7.2 UOIRXBMRTA
® Samplel:
2017/12/16 13:00:00 n5 2017/12/16/13:30:00 FTOE CODRENTIERZIRZRLE T,
{
"term":
{
"startTime":"2017-12-16T13:00:00",
"stopTime";"2017-12-16T13:30:00"
b
b
® Sample2:

2017/12/16 13:00:00 5 2017/12/16/13:30:00 £ TOFRFERZUTDORGFTHRRUZE
ER
&

BEESN 0311111111 or [[IP77 RL-AHY3000:10:10::2]and[EBFEEFESH'0322222222]
and [SIP OJ— RHY200]]



"term":

{
"startTime":"2017-12-16T13:00:00",
"stopTime";"2017-12-16T13:30:00"

3
"filters":
[
{
"tel": "0311111111"
3
{
"srcIP": "3000:10:10::2",
"tel": "0322222222",
"responseCode":200
b
]

2.16.7.3 L AKRIR

"count": 10000




3.I5——REKLVCIS—AVvE—>

401-1:
401-2:
401-3:
401-4.
401-5:

408-1:

412-1:
412-2:
412-3:
412-4.
412-5:

417-1:
417-2:
417-3:
417-4:
417-5:
417-6:
417-7:
417-8:
417-9:
417-10:
417-11:
417-12:
417-13:
417-14:
417-15:
417-16:

499-1:
499-2:
499-3:
499-4;
499-5:
499-6:
499-7:
499-8:
499-9;
499-10:
499-11:
499-12:

Not logged in.

Invalid user or password.

Login timeout.

Please use the administrator user to operate.
User roles not found.

Search timeout.

Https form not found.

Https headers not found.

Https Headers<Authorization> not found.
Required parameter missing

Invalid start or stop time

Paramemter<isNot> is invalid.
Invalid Paramemter.
Paramemter<dir> is invalid.
Paramemter<filterID> is invalid.
Filter name already exist.
Invalid agent id.
Paramemter<adapterID> is invalid, Only Integer is allowed
Invalid captureSession id.
Invalid parameter format.
Invalid max count.

Invalid start time.

Invalid stop time.

Invalid tel number.

Invalid source IP address.
Invalid destination IP address.
Invalid response code.

Get agent List failed.

Failed to create a new lock.

Delete capture session failed

Start capturing failed

Stop capture failed

Start save trace failed

Get capture status failed.

No capture session was found. Please check the agentID.
Failed to search sip register records.
Searching for other request.

Start replay failed.

Stop replay failed.



