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‘ 1. AEIOWNT I

AZ(L. SYNESIS OBEE&EMIIV_17I T,

EFIUCLOTER - BRI BERRIEREPIRESENERDFIOT, CHIARICHEVDET I ZHER
LTLIEE0,

SYNESIS OEF VSOV TOFFHEEN1.2.SYNESIS OfE$a |2 IS HR<IZE 0,
BECRRARRNECHZAICE, I-THA ReZSRVIDN, BASEVEDEETHRVEDHECES
LY,

1.1. REHRAUSLVEES

AETHERIZREARANL FELOBEITY,

E BTl

[XZ1— / IK9>4] BIEEHE L (CFRRENZAZ1 -2 F (IR 2ZERUE T,

<F-%> F-R-FEDF-ZERLET,

<variable> AV TAY MDIZGE(E B 2BIRUET . COHEE. RIBEHECEDE
TEERELET.

[FHEEE BEEE O TFEEBEZEWRUET .,

> B HEZZERUET,

Command INDRADBIZERLET

[-option] I RBITEREIN3IGE . AERIRERATS a2 RUET.

“[1" TEFENTOWRWATS AV (FABRTEE A

<argument> N RERBITHEAINDSZS. 5I88z2RUET .
(EEElE5lE argument #ZRULTVWETD, )

{Argl | Arg2} N> REITEREN25E. EIROJEERIEEZRUE T,
BIRATEERER L {3 [CEFEN. " | " TR TAABNET . 2OHD—
DZFIEELTANUTUIZEL,

(EE(LBIRATEERIEEELT Argl & Arg2 Wit zRUTVWET, )

BE. SESEFICHRIDNRVRD, RAIFATRIRLET .

1.2. SYNESIS D&%

SYNESIS (Z(E5wX > NaJRER: Distributed 94 TE3F5EUTIRERR—ITINAIA THHDFT
EFIUCL S THREFIENER DD EHNEIT DT, EEAZSE(CTERAD SYNESIS OFEfaaERL T<E
20\,
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1.2.1. Distributed 912" (1U)

1 USMT D3RIV T,

1.2.2. Distributed 9147° (2U)

2UBMTDIYIRIIRTY Ak (IPMO-3129R) OHBHET,

1.2.3. Distributed #17° (2U) AL =31V B

I>hO0-31Zyhe 1 e EOARMN -2y Oy NMIRDFT,
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1.2.4. K=9TN34T

RS EURJRERR—9TINAILT TS,
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‘ 2. SYNESIS OicHE) - {F1E - FBilcEh I

ARETIL. SYNESIS OicEh- {21k - B FIEIC DOV TERBEWELE T, FlEF. EFTIVCL O TERDET
DT, CHAEOETINEZH I ZFIEEZEL TTEE0L,

2.1. 8

2.1.1. SYNESIS Distributed Di5&

2.1.1.1. AN—21ZYFDEIR On

1) Zh—21ZyMMD1420/MD1400)h'%3¥%5(F. BEOEIRA(YF 2 DZBIR On (CLFT.
MD1420/MD1400 HMEEHDHE . CNSOENNSEIRZ On (CLTEBLER A,

: ga3dlaisie

MD1400
2) AN —21ZyNMD1420/MD1400)RTE(CEH3. HDD OfFE: LED OsUmhH&N3 (RATIRREIC
BB)FTHEET .

2.1.1.2, 3> bO-31=Y bOEIF On

AN =2y % 2i5E. ENSOEIR On M5 TUTWSIEZEEELET .
J>M-31Zy ETEICHS. BRI ZHLET,

2.1.2. SYNESIS Portable Di5&

SYNESIS R—47 L OEIFERT>ZHRL. ER%Z ON [CLFT .

2.2. &Ik

2.2.1. EFIR

CHBEOETIVICHNMNDST U T OFIRZEMUET . TDRIFIBOETICEEH I B FIRZEML TS
l/\O
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2.2.1.1. GUI(FAI NI HSRIETIEES

O-AILTE-R—R YDA, EZHZHEHUCRRETEELE I . YE—MEMEN2.2.1.2 SSH Fz(3
Terminal NSEHETI IHE INSEML T2,
1) FRINTEEALEONIZZIIWIU. [EBEAT/OT 7N 200WILET.

Ethernet (eno2) &FIBx &4}

=
ax AE

m RV

BREAZ /QJT7I K

2) [ERAD...] 20WWILET

5% Ethernet (eno2) & IE Xt &4 4

Ow?
O @EAZ/OQFT7IH -

aJg7ok

AR K

BRA7...

3) AA7OINRRENBDT [BIRAT] #IUILET

4)
5)

EIRA 7

0 MRICBFNICOATLOBREZTIDE T,

eyt HicHE BRA 7

HDD @ LED hHE4T935F THF5F I,

AR =212y bO#H% SYNESIS Distributed ZZfEROBE. #iTM2.2.2.1 AN —Z1ZybD
EIR Off IOFCIR(CHESTLIZE L,
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2.2.1.2. SSH Fk(& Terminal 593158

1) PUuTTY REDA—ZFIIZaL—5%ZFIFELT. SYNESIS (C SSH TiE#HLET .
EE=L T :SYNESIS ZI#/R—hD IP 7RLX
1-Y % (7I4)K)  isynesis
NZT—R (FIA)LK)  :admin

2) UTFOIX>READL. > NO-3% vy MO (BIR Off) LET.

$ sudo shutdown -h now

3) I>bO0-31Zwhd HDD O LED hYEATI3F THF5FT

4) AN —21ZybDiHrd SYNESIS Distributed ZZfERADIZE . #iL1TM2.2.2.1 AN —SI1Zy D

EIR Off IOE IR (CRE>TIZE WY

2.2.2. SYNESIS Distributed DiZ&

2.2.2.1. AN -1y bDEIR Off

1) AN —21ZyNMMD1420/MD1400)H&dima(d. [2.2.1.1 GUI(T A M) DSENMY 3155 |

Fz(32.2.1.2 SSH F12(& Terminal NMSEMT 31%E N7 TUTWSILZHESEL.

MD1420/1400 BEOERA(yF% Off (CLFI. MD1420/MD1200 NMEHEHDHE. INHDE

Nh5&EIRZ Off (CLUTERBLEEA.

e e K

MD1400

2.3. OS OmilcE)

2.3.1. GUI (FRIMD)D5EIET B15E

1) FRINTEEA LORTS &L, [BRAT/DTTIN &IUIUET,
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Ethernet (eno2) B8 x &4}

SNy
ax AE

m KR

BREAZ/QITIH

2) [BRAD...] Z0)yILFEs

)

% Ethernet (eno2) EIBxT &7 4

P O

ay?o

(7

BEA7/OY 7Yk -

3 Eride S

AR R

BRA ...

3) AA7OINERRENZOT [BiECE)] 27UvILET,

EIRA 7

0P ERICBENICOATLOERZTDET,

Fyrotzl AiRcHE BREF 7

2.3.2. SSH F/=l¥ Terminal h5EEd 35S

1) PUuTTY REDA—ZFIIZaL—5%ZFIFALT. SYNESIS (C SSH TiE#HLE T,
522 T :SYNESIS EIE/R—b~D IP 7RLX
1-Y % (7I4)h)  isynesis
NKZXT—=R (FIAILR)  :admin
Terminal TEEY 3155 (& SYNESIS @ OS £ T Terminal Zi£&ILE T,
2) BFoIN>REAFL. OS ZHicEILET.

10
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$ sudo reboot

FIlE.

$ sudo shutdown

-r now

2.4. SYNESIS Y—EADICE

SYNESIS O&F&EHY—-E X% Management Console MSBIEEIT3ENTEET,
EEN2.4.1. /Y -E2D1&

H—ER(CEOTIE BREEBFICFYIFrMELELEITOT. TEEEEL, (

Z|EBEEIFOF v I FrEILOBRE 2SR T, )
SYNESIS B—EAD0BIEEFIREATD@EOTY,

1) Management Console A7JtALFEY .
2) DUTFOBEHIFRRENDZDT, BEEIULLVY—-EAD[Restart]NT>ZI)wILET .

SYNESIS Management Console Adapter Profile SMART Network (IPv4)

Process ID Service

Tomcat

mvp

VPEyas

Netkeeper

DEService

FeedService

Notifier

SynesisFS

SR BEBEEEE

Description

Web Service.

%[3.3.2.1 001> 128

Management Platform, adapter of front end GUI and back end agent service.

Capture Agent Daemon, keep capturing agent running.

Capture Agent, capturing service provider

Decode engine service

Feed sockel service

Alarm Nofifier service

Synesis File System

Action

Level v |
Level v |
Level v |
Level v |
Level ~ |
Level v |
Level v |

i

IO > OENEVE Y -EXOBIREETRTI .. BN tcRNIEBEET 7T,

Action

2.4.1. BY—-EADEEEBREBIFOFrIFriEILOFHR

Action

»

BY—EADEENIFLL T OEOTY,

B—-Ex%& = FrIFrOEL

Tomcat WEB UI N

mvp £TOEZAAD API D1t RU

NetK FvTFv, BT -
crReeper i — - " ((F1ETD)

VPEyes NetKeeper DOFE;EES R (NetKeeper LiEE))

11
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DEService | U754 L71—R R
FeedService | /(v hA NP DEES:HEL  (VYoybeFIA) | BU
Notifier A—=)LA> SNMP Trap RECL @R AN,
Ny hANPOEEZGIHEL D7/ RAT L%
SynesisFS | #A) BU
XAEPRRETIY —ER(FEBL TVEEA

NetKeeper ZBIE T 2EFKTROF v I FrHELLLEFT . BiLEiE. BEINCTvIFriBHEIN3L
SFRTEF BENTIRETY,
M. I-UHARDI4.4 FvTFvATS 3> IOBRSIELTZEL,

2.5. FIFvh—-ROBicH

FrIFvh— ROIREENEEELOIIBE. FEF v TFrh— RCHULVREZ RIS I HEC UTOF
NE(CAREWF TFvh— ROBIRREZITVET .

1) SYNESIS OFvTFrH LT 1 %EILELET S

2) Management Console A7JTALEY, X[3.3.2.1 0J1>V IS8R

3) BUTFOEEIERRENZDT. Netkeeper @ [Stop]N7>&2IIwILET,

SYNESIS ’\..1anagemem Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action

E3 Tomcat Web Service.
mvp Management Platform, adapter of front end GUI and back end agent service.
VPEyes Capture Agent Daemon, keep capturing agent running.
EXE NetKeeper Capture Agent, capturing service provider I I Level ~

4) Netkeeper @ Process ID H'n/allc. [Stop IR HERDI Start IMF > (CE D> e iR L T
IZ&L\. NetKeeper ME1E9d 3¢, VPEyes JOCRERERFIZELELET,

SYNESIS ’\..1anagemem Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action

EE3 Tomcat Web Service
mvp Management Platform, adapter of front end GUI and back end agent service.
m VPEyes Capture Agent Daemon, keep capturing agent running.
[ a | NetKeeper Capture Agent, capturing service provider

5) SSH T SYNESIS (COJ4>U. FEOIXY REETUTHY I Frh— REBESLED .

$ sudo /opt/napatech3/bin/ntstop.sh
Stopping NTService (this may take a while)
NTService stopped [Done]

12
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$ sudo /opt/napatech3/bin/ntstart.sh
Starting NTService (this may take a while) [Done]

6) SYNESIS @ Management Console T. NetKeeper §—EZD[ StartIR7>%&IvILET

SYNESIS Management Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action

[ 31715 | Tomeat Web Service. |7
mvp Management Platform, adapter of front end GUI and back end agent service |—
[ nia | VPEyes Capture Agent Daemon, keep capturing agent running |:m
[ nia | NetKeeper Capture Agent, capturing service provider |:E

M EOFINETHrTFvh— R BEREIEN. SYNESIS MEEBERTEEY,

13
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3. SYNESIS ADQF7JtAR%iE

AETIF. SYNESIS &R - EE T30 EBRT IR EZHRALET,
SYNESIS %1884 3 X1V NIV (FLL T O8N TY .

Voso17 EREE
0S (0S) (O
SYNESIS VT | X1> GUI Ny R TFrEZDIH. 14F GUI
N4 Management Console | SYNESIS H—EX D&k, 07 OER- IN&E
iDRAC N=ROIVDAT—HR%EHH - WA

X SYNESIS Distributed D&+

FULWFIROOWTE, ML BEZSRUTIEE0.

3.1. TFILRABE—E

SYNESIS #4832V NII7ADT7 I A EG T DiEDTY,

TPOtA5% Jabkan BABUR— b IP 7RLA(FIAIN) EEEER7 NI
YIEER—bN : TRLZ (FIAIb)

0S (0S) RDP TCP:3389 | enol: synesis/admin

SSH TCP:22 172.22.201.250
SYNESIS Y | X14> GUI HTTPS TCP:443 eno2-eno4 : admin/synesisl
IhoTr Management PrcP
Console

iDRAC HTTPS TCP:443 iDRAC: root/calvin

192.168.0.120

FUWFEINECOWTIE, WEI2EESEUTIZE L,

3.2. OS

3.2.1. UE-FFRINT

Windows OUE— TR MyTHEEET OS (COJ 1> FBIENTEET
EHZ 1 y23a>0HTI,

3.2.1.1. 0J1>

1) Windows ORAF—NRI>ZIUSIL, [TATOITISA] Z20IILET,
2) [PUEBV] 27)0I0 AZ1-ZEELET,
3) [VE-MRIMITER] 20Uy TIZEV, U T OBEHFRRENET .

14
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K ye-+ FRObUTER - x

!,; UE-h FRIbYS
2 %-uu

f]: computer.fabrikam.com

IYP1-9-(C):

1-4-2: ETENTVEEA

AVE1-9-2T1-VFIEATY,
UT-F IVE1-9-0ORLEA8F A DL TR,

= AT3aV0FR(Q) BN AT (H)

4) [AYE1—4(C)]DHIC SYNESIS OEIER— D IP 7RLAZADUT, BRI ZIUvILE
a_o
(EFEPIEGOMER BN R RSNIEEEEHEFG 1B UE NIV ZI I UIEFRLE S,

5) IBEBICKRINT L. FRRODJ A VBEEIRRINET,
[Session] (& "Xorg" ZiEiRL. OS O1-HYEE/NAT—R%Z [username] 1. [password]
BWENTNICANLET,

Login to SYMESIS

% Just
N .
/ connecting

Session Xorg

| (K1

usernamme S}anSiS

password Imami

6) AN, [OKINI>ZIIWILET.
7) OJAYICRRINT L. OS OF AT My THEEIFRRENET .

15
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3.2.1.2. 0979k
1) FRINTEEA EORT &)L, [BIRAT/OIFIN] £IU9ILET,

Ethernet (eno2) B IBx &4} 4

QO &%

s Ov7

) BEAZ /O Tk

% Ethernet (eno2) EIEx] &4} 4

©

=E

_»]

ay?

C

BEAZ /OJT7TH v

BRI

YARD R

BREA ...

3) HERY(7OJT [OITFIN] 20UvILET.
BEO0J7IMDOATS MO EENTED, FRENTVBEFRINRE I NIAELRCTEREITOIY

16
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ThENEY,

synesis DO 77 b

synesis |3 60 M ERICEERICOI T I MLET,

FytL 1 b b3 o

3.2.2. SSH

SSH 547> ME#ET OS (COJA>F2IENTEFT.

3.2.2.1. OJ4>

1) SSH 734 7>NIT SYNESIS E3#EM—bD IP 7 RLANTIEALET .
2) 1-9%. ZAT-R2AHDLOT1OUET,

3.2.2.2. Y79

I RIA> ETlexit|AY> Re A DL, OJ7INFET,

3.3. SYNESIS YJhu17

SYNESIS (Z(E Web 3505 %2BEWTT7ILALET .

3.3.1. Af> GUI

3.3.1.1. Y121>

1) TE0O7RLA%E Web 59507 RLAN—ICAFTBE. SYNESIS (CPITATEETD,
https://<SYNESIS IP Address>/
2) KITFOBE@EHIFRRESNZDT. SYNESIS 7hHU> MI1-HY%E, NXAT—ReADUT, Y112 IRF
I ILET,
&svnesis

17
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3.3.1.2. 314279

A © @

Y- LN—ELO[HLYFINKTY [ #90wHLET,

=

BADTINATIE YA AV EEIRDEY .

3.3.2. Management Console

3.3.2.1. 091>

1) TFEDO7RLR% Web 59507 RLUZAN—-(CAPUET,
https://<SYNESIS IP address>/mgmt/

2) BTFoE@EHIFRREINZDT. Management Console B7HD> MDI1-H&, )NXAT—-RE AU
To [OKIRTZZIIYIL TN,

@ 172,241,208

IOHA MO YT IEERHTIET.

3.3.2.2. OJ7Yb

TS DOARR-S%ZEAUET,

3.4. iDRAC

SYNESIS Distributed ZZFH®DHE. iDRAC (integrated Dell Remote Access Controller) TH

—)\DVE— NEIBARITOITENTEE YT, SYNESIS Portable Tl3AtgexCFIBWERITER AW
R&. iDRAC (C[E Web T35 ERWTT7ILALETD .

3.4.1. 094>

1) TEOT7RLA%E Web I3U9HD7RLAN—(CASIFBE, iIDRAC [CFIERATEET.

https://<iDRAC IP Address>/

2) HUTF&SRo0J/>BEEIFRRENET,
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Em

Integrated Remote Access Controller 9

iDRAC-mizwiaz | | Enterprise

aA—HF—&L/RD—READL. OF1> &#HYyILET,

JRo— =

a—H—&:

Rt

ZmIDRAC H

W 33 51 _LDEE: By accessing this computer, you confirm that such access complies with your organization's security policy.

]
3) I1-Y%&. ) XZRI-ReAHL[OTAIIRT>=IIYILTLIEEW,

3.4.2. 0OJ7Yhk
1) @Ea o F¥esuyss (D979 RE>E0UyILES.

=
"= Integrated Remote Access Controller 9 | Enterprise

B Jysak—F E RFAv 8B ARL—¥v @A ZIEv = AYFFYAV % DRACET V I, root

FvSamR—R B

BMOFIZ3Z -~

w A - 0 =25 Lo

SRT LR AbL—ZOEENE

E EmtEs i AT LIEE La {REEO V)L SBE
. - SEHR Az
AT IR
EF)L
| R SYNESIS
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4. #IAEEEDZEE

AETIF, SYNESIS Z#8K I 2% VINIITZ DTN MORYND - EEEREZ . BEICEDETYIRFN
ENSEEIBHDFIRZRFRLET

4.1. OS OYIHIEEZRE

4.1.1. KAMZA

MANEZEEITZIHEE. UTOFIEZERUET.
RE. RANAICEITDHIPREATOEOTY,
=] =] PR

RANGF2L BX 15 XF
IRANGF5 PILI7NYNA-Z, a-2)
£ (0-9)
I\AT>(-)

BAXF(E TN IR b RE> \A T LS

1) SYNESIS oO—-h)Lh'5 Terminal Zi#2&) 3 2h' UE— IS SSH THEHLE I
%[3.2.2 SSHIZHR
2) UFO 220038 M ABDLET,

$ sudo sed -i -e '1s/.*/<new hostname>/g' /etc/hostname
$ sudo sed -i -e '/127.0.1.1/ c 127.0.1.1\t<new hostname>' /etc/hosts

3) HUTF®2200¥>ReAAL, BOERzHEBLET .

$ cat /etc/hostname

<new hostname>

$ cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 <new hostname>

4) OSZHiELELFI, X[2.3 0S DELE) ISR

4.1.2. EBE7HIVF (A-Y8&-)(AD-K)

1-YROZERB(C(F EEIZ7NVY NS TEIREERZIF O7IIY MW ETT.
HIRAFETE T, BIEEERZIFO7HVI ML 1 DUNRULzs, —BFRIR T NI MeERL TS ZEE %1 T
WE9,
FIEL LIF0@EITY,
1) SYNESIS @O-h)Lh'5 Terminal ZEEIF 5N YE— IS SSH THEHRLET .
%[3.2.2 SSHI1ZH#&
2) TFEINIReANUL. EEEERZDO—RNBT7HI MR LET
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%[5.1.1 OS O7HI> MERK
0S O7HhI> MERK ISR

$ sudo adduser <username for temporary account>
$ sudo usermod -G sudo <username for temporary account>

3) OS7ZzHiceLEd, x[2.3 0S DHEELH IS

4) 0.1 I-YZOZE |OFINECHEL 1-THE/NRD-R2ZELFT,

5) ZEBEROBEETVNIONTOIA%. FLIV ReAHL. EIREFIERZF O—RNRT7AI N
<temp user>%HIBRUET

$ sudo userdel -r <username for temporary account>

CDEELUAT DX —IPFRRENFIN FFHIRBEHOER A

userdel: temp OX—J)LAT—JL (/var/mail/temp) H'&HOFEFEA

4.1.3. EHR-PORYNI—-IE (GUI THREIBHE)

BIER—- DRy NI —V5%TE%Z GUI TRTEIS 25EE. LLTOEBNTY,
RB. KREN4.1.4 BIER—- MORYNI—IERTE (TN ERES 27555) I CROTAI T AT1—A%ERTE
UTEB &}, RERESEJMERTERRDFTOTTEFRIZE,
1) TFEO7RLA%E Web J50507 RLZN-ICADUET,
https://< SYNESIS IP Address>/mgmt/
2) KUIToBEEHIFRREINZDT. EIREFERZRO Iz SYNESIS 7hHU> b1 -Y%E, NXAT—-Rz AN
UT. [OK]IRA>ZIUYIUTLIZEW,
%[3.3.2. Management Console ®[3.3.2.1 OJ1> 18R

N

@ 172.24..208
ZOHA O YT IIEERDTINET.

1-i-%
|

127K

3) Management Console & ReNE T, BE _EZPD[Network (IPv4)]19T=2IUvILET,

SYNESIS Management Console m Network (IPv4) | Adapter Profile  SMART

4) RYNI-JHREEECERL. REORENRREINTT ., (TRIEF 2 N—hOFITT)
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DNS

SYNESIS r-;lanagemem Console Home Network (IPv4) Adapter Profile SMART

Interface Name Method IP Address Netmask Default Gateway Action

127.01.1

Multi-DNS are divided by semicolon(;)
Up to three DNS allowed.

® static . DHCP 172.22.201.250 255.255.0.0

(O Static @ DHCP 172.24.1.8 255.255.0.0

5) ABEHEOEFETEEL LITFOEITY,

4.1.4.

[Reload IN7>% w3 3L IRTEDIRERNS ZIHRL TRy NI -8 EZBEUSLET .,
27y TUTWSR— N Interface Name DT, U250 L TWSR— NIFRBTER RS
ng,

BEED IP 7 RL A%z TE I ;& (. Method DI Static)Z:#EIRU. IP 7RLA, XAJ. ¥ —K~J1
12 ANULET, [Updatel RF>%IUvId5E. AHUIERBN /etc/network/interfaces 7
PAIVCRBREN., FILL\RYND -V EMNERENE S, Fo. BEIRE@EEFHLLT RURICVFA
ANV

DHCP ((ERE T 25 E(d. Method DIDHCPZ:&IRUET . [UpdatelMF>zIUvId 3L,
/etc/network/interfaces J71 V5% =H 3 31> FI1—ADNEENHIBRSI. FTLLRYRD—
DERENMBERAEINET. DHCP OBEFIFHLLT RUAILEUF1LINUFEE Ao

2R— MIHIED DNS %:&E I35 E(E. DNS ORROT RLAEREL T, U2 I7vTLTWS
1>4571—Z0 [Update] R5>%7UvIUET . AFHUR DNS H—/)(hH
/etc/network/interfaces J74)U(C dns-nameservers ELTGENNENE T, #6250 DNS
ZIBEIDIHEE. TIOOVXYIDTABILET,

EHERE(EReloadll Update | 25E1T71&. DNS #A(C(& /etc/resolv.conf D
nameserver I>MN)%ZZFRRULET,

EER— bMORY NI —IEGE (TP EIREET H5E)

BIER—- bORY NI —JERTEZ TP OIREICEDTRE I 2/57EE. AT OENTY,
BB RITECTIN T2 I1-A %R EUIIEEL. RIE4.1.3 BIER—-bORYNI-J3TE (GUI
TRE I DE) JHMEATERRDFIOTTFEZE0,
1) SYNESIS oO-hLh5 Terminal ZE&EEIF2H' UE— M5 SSH THEALE T,
%[3.2.2 SSH &g
2) TFEOINIREEITUT. netplan OIJ7A I 2%ARET,

$ 1s -al /etc/netplan/

BUFOLSREITRRITRREINET . XX-networkd-all.yam! (XX (& 2 HTOEME) ROFIET
REIZI71IIRDET,

total 24
drwxr-xr-x 2 root root 4096 Sep 14 18:05 ./
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drwxrwxr-x 150 root root 12288 Sep 15 08:30 ../
-PW-r--r-- 1 root root 104 Feb 10 2021 @1-network-manager-all.yaml
-PW-r--r-- 1 root root 283 Sep 14 19:54 02-networkd-all.yaml

3) RIOFIETESNLIPAIIEITAI(VI)TA=TILET - XX DEBICEBROIRIBER U EEZ AN,
IR0V FeRTUET

$ sudo vi /etc/netplan/XX-networkd-all.yaml

4) LT OEENTRRENET, [I]F— 2L THEA(INSERT)E— RICEBITLET .

ethernets:
enol:
addresses:
- 172.22.201.250/16
dhcp4: false
dhcp6: false
eno2:
dhcp4: true
renderer: networkd
version: 2

5) FYRI-IRIBCIGUT yaml Jr/ ) ZiRELFI.
51 : enol (CEZE IP 7RLA(172.22.201.200/16)ZEHTET D

network:
ethernets:
enol:
addresses: [172.22.201.200/16]
gateway4d: 172.22.254.254
nameservers:
addresses: [172.22.254.254]
dhcp4d: false
dhcp6: false
eno2:
dhcp4: true
renderer: networkd
version: 2

eno2 YUEDT7 RUAZZEETZIHED. RERICI7MI ZiRELET.

51 2 : enol % DHCP (CE%ET D

network:
ethernets:
enol:
dhcp4: true
dhcp6: true
eno2:
dhcp4: true
renderer: networkd
version: 2

eno2 LAEDT RLAZEE I 3550, BKCI7(IZ2iRmELET .

5l 3 : enol/eno2 ZR>T1>J4>471— (active-backup £—R) THRL. EE IP 7RLX
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(172.22.201.200/16)ZF"ET -

network:
ethernets:
enol:
dhcp4:
dhcpb:
eno2:
dhcp4:
dhcpé6:
bonds:
bondo:

addresses: [172.22.201.200/16]
gateway4d: 172.22.254.254
nameservers:

addresses: [172.22.254.254]
interfaces: [enol, eno2]
parameters:

mode: active-backup

primary: enol

false
false

false
false

mii-monitor-interval: 100

renderer: networkd

version: 2

6) REZZBEULFEURLS. <Esc>F—7ZHU. 2DE[ :xJEASUT<Enter>F—%2#ULFT,
EEMRFIN, IT19METUET,
7) TFEINRZADL. REZEZRIRUET,

$ sudo netplan apply

4.2. SYNESIS Q¥R EZRE

SYNESIS OfER%ZRIInY dRI(C. CHIADIRIRICENDE T SYNESIS O EZZEEL T2,

4.2.1. Firewall s%7E

SYNESIS TEALTLVRLVR—ME. SYNESIS O Firewall (CGBEEMNERMENTVET,

SNMP hoyT N#EEZ FIFR I 3i5AaREE. AT ZR— Mz Firewall DL —JLSEIMNULES . IL—ILE

A—bOAl, IP 7RLARETHIRENBIHET T,

4.2.1.1. Firewall DEE DR

PAUFOIN>RT, IRTED Firewall D8 EZMEERTEET

$ sudo ufw status verbose

xR

Status: active
Logging: on (low)
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Default: deny (incoming), allow (outgoing), disabled (routed)

New profiles: skip

To Action From

22 ALLOW IN Anywhere

80 ALLOW IN Anywhere

443 ALLOW IN Anywhere

3389 ALLOW IN Anywhere

22 (v6) ALLOW IN Anywhere (v6)
80 (v6) ALLOW IN Anywhere (v6)
443 (v6) ALLOW IN Anywhere (v6)
3389 (v6) ALLOW IN Anywhere (v6)

SYNESIS TEAI2R—NE I-HH/1RDM2.4 FERATZIR—-bO—E1Z2S8RUTE,
BE. HEEFE, SYNESIS (L7717 RF 3R— MES DREDHFFPI I DR ECROTVET,

4.2.1.2. FFElL—)LDEND

IREDI—IHBHTZ L —IIVZEINT 2FIEE. LLTFOEOTY,

1) UTFOIVYRZEITULET.

$ sudo ufw allow <rule syntax>

IL—=ILDIETETSE<rule syntax> (3. L FOLICRH>TVETD,

V=V DIBESE SHi

80 80 FM— MzsFo]

http http Z3Fa]
IBELIETORILA, /etc/services THREINTWLD
BEDHERN

80/tcp TCP 80 & R— hzEFa]

80,443/tcp TCP 80 &. 443 &TR—MNesFa]

8080:8083/tcp

TCP 8080-8083 &/M— bza¥a]

from 192.168.0.101 to any port 80

192.168.0.101 M"5D7RLADF 80 &N—MeFFE]

from 192.168.1.0/24 to any port 80

192.168.1.0/24 N507 RLADFH 80 FHR— hzsFa]

2) 4.2.1.1 BIAEV. FIE 3)TEEULRIL-IMEMEIN TV L2 HERLET .

3) KFoOIN>FEETLET,

$ sudo systemctl restart ufw

FLHBFHECONTIE 4.2.1.4 FHEFICECHLEILLZOT, SRUTEE,

4.2.1.3. FFelL— )L OHIBR

REDI - 2RI SFIEE LLTFOEITY,
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1) UTFOIVYRZEITUET.

$ sudo ufw status numbered

2) UTOISRHERMEAENFIOT. HIFRI B -IORESDESZEZATHELT .

To Action From

[ 1] 22 ALLOW IN Anywhere

[ 2] 8@ ALLOW IN Anywhere

[ 3] 443 ALLOW IN Anywhere

[ 4] 3389 ALLOW IN Anywhere

[ 5] 162 ALLOW IN Anywhere

[ 6] 22 (v6) ALLOW IN Anywhere (v6)
[ 7] 8@ (v6) ALLOW IN Anywhere (v6)
[ 8] 443 (v6) ALLOW IN Anywhere (v6)
[ 9] 3389 (vb6) ALLOW IN Anywhere (v6)
[10] 162 (v6) ALLOW IN Anywhere (v6)

3) FE 2)TERALES T, REVHENSIREICLA T OV FMAERLET .

$ sudo ufw delete <The number listed in the leftmost column>

BT oscik(3, 2)DFERNSR— MES 162 ZERT 2IHEDHITY,

$ sudo ufw delete 10

Deleting:

allow 162 (v6)

Proceed with operation (y|n)? y <-RHBUIRFNIE"y"ZAS
Rule deleted

$ sudo ufw delete 5

Deleting:

allow 162

Proceed with operation (y|n)? y <-BIEVHRINEy*Z AN
Rule deleted

4) 4.2.1.1 B\ FlE 3)TEEUIIR- MHIBRENTVS L ZREFRLET
5) UTOINYFEERITLUFT.

$ sudo systemctl restart ufw

4.2.1.4. EEH

[HESORENSIFEDR— MBI TR 3 2155 ]
IRTEDI—ILHSHFTER— NOBEZFAI I IIBEOFIEGL. U TOEOHTT,
SNMP ~5wJ7% SYNESIS (CRMESEIIBEREG. CELDREEZEMLET .
BUF o, IREDKENS. 162 BR— MBI 3I5EDREHETT .
1) BIFoOINV>ReETLED,

$ sudo ufw allow 162

2) LUFOIYYRTHFIE 1) TIREUR— MYNEISNTWSCEEHERLET

$ sudo ufw status
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REE: 7H74T

To Action From

22 ALLOW IN Anywhere

80 ALLOW IN Anywhere

443 ALLOW IN Anywhere

3389 ALLOW IN Anywhere

1311 ALLOW IN Anywhere

162 ALLOW IN Anywhere

22 (v6) ALLOW IN Anywhere (v6)
80 (v6) ALLOW IN Anywhere (v6)
443 (v6) ALLOW IN Anywhere (v6)
3389 (v6) ALLOW IN Anywhere (v6)
1311 (v6) ALLOW IN Anywhere (v6)
162 (v6) ALLOW IN Anywhere (v6)

3) HUTFOINIRERITU. SEZRBRULET

$ sudo systemctl restart ufw

HFED IP 7 RL AN S DiBIEDFH SYNESIS OfFER L TWLBR— MIH U TR I 354]

IP 7 RLR ER— hESOEAEOE TREEZA I DHEF. —BIRFEDIL—ILZHIBRL. 1P
RL R ER— MESOEAEDEDIL—)LZEIMUET.

BT ofliE. 192.168.1.0/24 hSDBIEDHEFAI T DIBED/ESE T,

1) UTFoIVY>Y RZEZEITL. Firewall ZEMEL CEREZ Y FUFET,

$ sudo ufw reset

CDESUTDAYE—DNRRSNEFIDT, “v'EAHDULEFT.

A AR—IVEDFT IAIL NL—ILZBRELE T BIFD SSH #izhitid a2 ENeDEFT,
BIEEHATUEIN (yIn)?y <-“y'EAN
'before.rules'Hn5'/etc/ufw/before.rules.20211208_131358'(C/\w 77w T U TWET
'after.rules'h 5'/etc/ufw/after.rules.20211208_131358'(C/\w O 7w FULTWET
'before6.rules'h5'/etc/ufw/before6.rules.20211208_131358'(C/\w O 7w FULTWLWET
'user6.rules'H5'/etc/ufw/user6.rules.20211208_131358'(C/\w O 7 v T LU TWET
'after6.rules'h 5'/etc/ufw/after6.rules.20211208_131358'(C/\w 77w LTWET
'user.rules'Hh 5'/etc/ufw/user.rules.20211208_131358'(C/\w O F7Vv L TWET

2) UE—bhTEHRLTCVWDIHAF. F9 SSH TERATS 22 FR— hZEHFaILET. O—HILTE
LU TWLDIHEEE. KFIREARETT,

$ sudo ufw allow 22
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3) Firewall ZB%(CULET .

$ sudo ufw enable

CHDESUTDAYE—DNRRESNEITDT, “vVEBIRULET.

Command may disrupt existing ssh connections. Proceed with operation (y|n)?

UE—hTERLUTVDHES(E. SSH MRS NE T DT SSH OFB#EHRETV\E T,

4) IP 7 RLRER— MESOHEFEDEDIL—ILEZEMUET,

SYNESIS TERAI2R—NE I-HH/1RDM2.4 FERATZIR—MO—E | ZS8L TS0V BUTF (.
192.168.1.0/24 h'5 22, 80. 443. 3389, 1311 BENR— 2RI I3IHEDIVRTT,

sudo ufw allow from 192.168.1.0/24 to any port 22
sudo ufw allow from 192.168.1.0/24 to any port 80
sudo ufw allow from 192.168.1.0/24 to any port 443
sudo ufw allow from 192.168.1.0/24 to any port 3389
sudo ufw allow from 192.168.1.0/24 to any port 1311

B2 TR 2N - A N 2 )

5) UTOOXY>RT, FlE2)E 4)TEELDIL—ILNBIMEN TWD Z & =ZHRLET .

$ sudo ufw status
Reg: 705747

To Action From

22 ALLOW IN Anywhere

22 ALLOW IN 192.168.1.0/24
80 ALLOW IN 192.168.1.0/24
443 ALLOW IN 192.168.1.0/24
3389 ALLOW IN 192.168.1.0/24
1311 ALLOW IN 192.168.1.0/24
22 (v6) ALLOW IN Anywhere (v6)

6) FlE2) THEEULCHEZHIFRLE T, SSH TEFRISHLTULVRWIP 77 RL AN SEEZITIED
TWBBE. UTDIONY FEANTDEZDE ) SSH THEHE TERIBEDEXIDOTITER
<IZELN,

$ sudo ufw delete allow 22

7) UTFOOXZRT. FlE4)TEELIL—ILDHFNEMNENTND Z 2R LET,

$ sudo ufw status
IREE: 795747

To Action From

22 ALLOW IN 192.168.1.0/24
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80 ALLOW IN 192.168.1.0/24
443 ALLOW IN 192.168.1.0/24
3389 ALLOW IN 192.168.1.0/24
1311 ALLOW IN 192.168.1.0/24

8) UTFOIVYFERITL. sREZRIRLET .

$ sudo systemctl restart ufw

4.2.2, SSL/TLS Y—/\GIAZ DZEE

SYNESIS (&, v4.0 &0 SSL/TLS BEL2oTVET , SSL/TLS BIEICAVS B CiEREZ BRI
MUTVET . INZERDIEAE(CEE I BTN AIRETY .
SEREZEEIBIH A LT OFIEZRML TSV, ZEUVRVGER AFIEFIFRETT.

>

FREIE
o CAGIRAZE. U—/)GEAE. RUY—-/N\OWEHED 3 DNNETT,
o IERAEDO/ERRFIBICOVTHIRIRICEDIELR DT EN DD BBIMGEEEERDOI AT A
X(FRy M-I EBBEASEVEDELIZE,
o IFEAZELINESE(E PEM 2N (LR F:.pem). F/e(d DER e (53R F: .cer,.der) TH2wh
ENHNET,

FEUEEERZE LI SE% "/etc/nginx/synesis” (CIE-UF T,
XUATOI7AIN B TFIBZEEHLUET
® CAZIEFAZ: dummy_ca.pem
e H—)UGIEBAZE: dummy_server.pem
o H—){DiEH: dummy_serverkey.pem
Vi ZEDTFANIT(HT “/etc/nginx/synesis/synesis.conf” ZBE, I TFOZEZITVET,
® 'ss| catificate"OABID/\ A%z —/\GEBEZE |DO/CATIELE
® '"ss|_catificate_key"OARID/ A% H—)\DipZEE |D)CAIAELE
® '"ssl|_trusted_catificate"DGAID/ A% CA FEBAZE 1D/ VA (HELE

$ sudo su -

<Enter the password>

# vi /etc/nginx/synesis/synesis.conf
# Settings for SYNESIS

# SSL/TLS Settings

ssl certificate /etc/nginx/synesis/dummy_server.pem;
ssl certificate_key /etc/nginx/synesis/dummy serverkey.pem;
ssl trusted_certificate /etc/nginx/synesis/dummy_ca.pem;
ssl_dhparam /etc/nginx/synesis/dhparam.pem

RIFLT THFARIT15ZBUET . Vi DIFE “1wq” ZANTEETREFENTEET,
HUFOINYRZANDL I5-MENEZHEERLET,

$sudo nginx -t
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5. UTFOINIRZARUT, SREDBGZHRHAHEITVET

$sudo nginx -s reload

6. LAFOIVYRZAAU, Java DF—AKF(CGEPABZERULET .

$sudo keytool -importcert -file /etc/nginx/synesis/dummy_server.pem -

keystore /etc/ssl/certs/java/cacerts

TROXVET-SHFRREINBD T, NXT—R changeit ZALET,

F-ANPD)NRAD— 2 AALTLEEW:

SERRZBORBHRREN. FROXVE-INERRINDZDT, "Y ZASLFT.

FRBEE 1 XXXXXX
FITE 1 XXXXXX
7INES: 1
BRHABORIIEHE : XXXXXX
HLEESOES WM
SHAL: XXXXXX
SHA256: XXXXXX
ELZT7INIUZX & SHA256withRSA
BIS1IMARRE7IVIVZ L : 2048 By RSA #2

N==3>: 3

COFEBAEZEFALEIN. [LWZ]:

SERRENENENBE FELOAYE-IhRRENF T,

SEBAENF—-Z T ([CBMENFELE

7. LATFOIY>RZ2ASL. Tomcat OBESZITVET,

$sudo service tomcat9 restart

4.2.3. NTP 3=\

1) SYNESIS ((BA2A2L&FT. Xx13.3.1.1 BL24> 2R
2) HA AU N TEEOER L EBCHBERE T A1 2y TIEEW,

2 &
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-55' YNESIS
v 1Ak = Bl | OFF | ARTYFHO

> b L— ADEFE

» FS— EEH

7T —25 O

0 0.ubuntu.pool.ntp.org
| 1.ubuntu.pool.ntp.org
a—4 O 2.ubuntu.pool.ntp.org
FERREEE [ 3.ubuntu.pool.ntp.org
FrRILOEE

r EEY—IL

3) [1BR] BENRRINET £RAIOAZ1-DO[#BM] > [SATA] > [KZIRM 27Uy IUET,
4) [RREH] BENIRRINET NTP Y-\ ZEINMNT IHSF[FMINI> 2, sfEFHDOY—)\%
EEIBICE 32HIdT-NDI>I%7IWILET,

wm | s OFF | ARy FHONDISE. JEERMEEZLOCE. —BEOFFCT 32BN B0TT

IPF EL-AFEEARA A

D.ubuntu.poolntp.org <SR TERAHD NTP H—/)\2ZTEJ 355 (E
1.ubuntu.pool.ntp.org Ez%g'é NTP H—)\DU> 5% )whH

2.ubuntu.pool.ntp.org

Ooooo U

3. ubuntu_pool ntp org

5) BEEREKEZEE TS NTP H—/)(0D IP 7RLUAFR(IRAMEZ AN U T [REFIRIZI)ILET,

o BEFxIEEe

PF L AET (g A &

0.ubuntu_pool.ntp.org —NTP H—/\D IP 7 RLAZF (&
IRARNZZAN

6) FREARHFODY-NZHIFRIDHE. %I DY -NOECHDIFIVIRYIRCFIvIZU T, [HIFRINY
EDIWILET
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OFF | FAMYFHONDES. BEERBSEIEHCF. —EOFFICYS#EHHNET

v

O IPF ELAFEERA A
[  0O.ubuntu.pool.ntp.org
| 1.ubuntu.pool.ntp.org
0 2 ubuntu_pool.ntp_org
3.ubuntu.pool.ntp.org
T HIBR9 2 NTP B—/\ZF1vIUL. [HIBRIRY>%Z7)y)

7) WESREENRREINFIOT, [RW]ZIIILET,

8) WXIEA%ZRIIET B(C(d. Z1yFZIUyILT [ON] DIRRRICLET
w2 s [ | A2ryFironoss. sErRBEEIL0OCE. —BEOFFCTE4ENBNET

IPF Bl A EARA A

0.ubuntu.pool.ntp.org

1.ubuntu. pool ntp org

2 ubuntu_pool_ntp org

Ooooody

3.ubuntu.pool.ntp.org

4.2.4. SMTPH-)V

1) SYNESIS ((HA>A2UET., %[3.3.1.1 Y1212 1=
2) HAAIUl NTEEOAR L EDICH AR T 12 & vAL TS,

,% @ @ @ VI (B) FrIFv(®) 2

Aw E

(M) viEH
Fyak—F » L—2DEE

-k
BHISEE
BRI

» 7 IU—23

» AT I

» EEY L

Hal 14T
A= BE eMail
Syslog

OOoo O
Il IR I

TrapiBx01 SnmpTrap

3) [H88%] BENFRRINET, £AIOXZ1— [#88%] >[F75— @] > [@5%k] 27)vIUET,
4) [EH%k] BEIRRINTT, BEE LEBOBHIA—IVEEE RT> 2 IVET
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Tt
o]
i

O i S4T £S5

B ALt eMail [ on
[ Syslogéxnd Syslog m_
B Trap@z01 SnmpTrap m_

5) [EMA—)VEEE] BENRRINFT, SMTP Y—)POBHA—IUCETEHEEZEEL T, [REFIR
2% IIVET

o EHIA—JLEE

SMTP A A b+ eqmail.com
SMTP H—k* 25
SMTP #H2 your account
SMTP JIRD—FK ]
[ SsL
EHAT sample@email.com

g SynesisiEs

4.3. iDRAC OIS ELRE

4.3.1. iDRAC ;k— bDRY NI —VESFE

iDRAC O IP 7 RLAN A BATH S E R, iIDRAC R— MRy M —J(SHEHREN TORWE S, #EER(ICE
EEeN > Y- IR AU T IDRAC Oxy NI - EZITOTIZE,
ENBICZELRVEEL UE—MS iIDRAC ORY NI -5 EZITIZENBIRET I,

4.3.1.1. O-HNIAVY-IVHh5DEETE

O-AL3>Y=ILh50 iDRAC OFYNI—JEEDZEFIEG. LU TFO@EDTY.
1) SYNESIS ZicEh. FFBEELFI. X[2.1 £EFE[2.3 0S OBEELE 1SR
2) UTFO&SREEIRTREINET,
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3) EE EECUATOLSRRRMRNGLS, F—R-ROIF2 |2 TFLFET.

4) LITF0LS1: [System Setup] BENERRINET,
[iDRAC Settings] zi#iRU. [IDRAC Settings] EIE T [Network]z:&RUE T,

[ system setip

Systen Sty Mai Merd _

i IDRAC Settings
DRAC Setting
— DRAC Settings

DRAC Settngs Versicn 2.30.30.03
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5) [iDRAC Settings-Network]E&ELD, [IPv4 SETTINGS](7##)#/z(2[IPV6
SETTINGS] (F#) D EZZEL. BER(ICEHI_LERCHD <Exit> Z20)vILET,

| IDRAC Settings

IDRAC Settings » Network

PV4 SETTINGS

Enad LSS IR R {7

Static Prarermred ON:

Static Alrarnata DN Servar

Chennal Friviage Lavel Limit

 Select Snablec Lo snable NI
“ ths greup. Whar a NIC is i

ryice Tag:BICLIG2

PV6 SETTINGS
Eranla IPv6
tatic P Adaress iDRAC Settings
 Seloct Snablec Lo snable en NIC i anablag, i [DRAC Sethngs's Network
0 Ihs group. Vhan a NI i el communicetion 4 | |PveSETTINGS -
ENGDIO BB et @OWGEDIOI. O Enablod
Frabla At sakle & Enable
alic Add
tath (£
static Gatena
Lnk _ncal Addrass =)
r bt @ Tisatle
alic oL}
]
AN @ Cisabled

& Admnistratos eratorn 0 User

C. When NIC 1= snabled, it activates tha ramaring controls r

selad, el communicell vend ... [Prasz <Fi= for mors help]

6) UTOBENFRREINFIOT, [Yes]z7)wILET,

ZEZEDEIIHA(E. [Saving Changes] EIE C[No]%z%7)yJU. [Restoring Changes]

BIE C[OK]Z)yILET,

Warning ‘Success

1 Saving Changes

Settings have changed. Do you

want to save the changes? successfully.

Yes \ No |

v l Restoring Changes

The settings were restored

pen—]

7) [System Setup] BEIEFZTEOZFIDT. ARSI

CHB[Exit]27yILET,

T OEEARRENELS] Yes] 27U TS,

Warning
1 Confirm Exit

Are you sure you want to exit?

Yes l No |

M ETERERT T T BHEIGUTIDRACADT A TEDILERERL TIZEL,
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4.3.1.2. YE—M5DEETE

1) iDRAC(COJ12ULET, %[3.4.1 0J1V 188
2) EHEOLEBCHZIA=1—&D [IDRAC FRFE] > &1 20UvIUET,

E- Integrated Remote Access Controller 9 ‘ Enterprise

2o
A Jysvak—k B SazhAv B AR—Sv B HEV B ASFFURV e ~
S, TR
v amR—R —
6 vrFhoEEEING | @ S2FA0ER H-ER

a—H—

2 FsiEs i SZAFLmES = S FEISY—IL &3

. o SERR =]
SRAFI EE N
F5ll.

3) [RYBMI—=I] >[IPv4 B&FE] FI2ld [IPV6 SRFE] (CTEREZZEL TLIZEL,

k)
i

E- Integrated Remote Access Controller 8 | Enterprise

# Pysak—F B YARFAV 8 ALYV @Ev  Eavrivav s iocEry LRl 4
. =res
iDRAC E<1E

I S C =i
v 3y hI—2

> ®y hNDO—UH/E

> FLEEETE
> BEEE
IPva A x|
DHCP =3 [ 3
Y 1P P R LR 192.168.0.0
IS — kA 192.168.0.0
BEIO T Ry bR 0.0.0.0

DHCP &AL DNS H—/){F FL- 2D | &) -

ERAYMESE DNS H—/1— 0.0.0.0
BRETE DNS B —/1— 0.0.0.0
> IPV6 E53E
> IPMIERE
> VLAN 523

> Ry MO —ORE

> SSL

4) FHER. I FEBCHIER ] Z7IvILET .

4.3.2. SMTP Y—)\Ds&E

iDRAC M50 75— e X— )L TEHT 25E (. SMTP Y —/NDFHEZITO TS,
SMTP LSt 75— NBAIICDWTIEN6.1. iDRAC : \—ROT7DER |2 SHRUTIZE0,
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1) iDRAC(COJAULEY, %[3.4.1 OJ1> 1888
2) EEOLEBCHIAZ1-LD[ERE]>[ZATLKIE 2Ty ILET,

E- Integrated Dell Remote Access Controller 9 | Enterprise

# Fvzad—F E 3ZAFAv 2 AkL—3v

=== ENal=
n3d
a2 JE EEY—IL
gEHEE EEI =L {RIBAT 4 T ST {gEAF 4T I
IAEA
v PS—
7o
A blL—Z3EE
72=[r B8I0S BE

H—)EETOI7 L

3) [SNMP(BFX—IL)EREIDOISMTP(EFX—IV)Y—/)EGRENCTHEEZZEEL. B FERCHD[E

R%Z7)9IuF9,

#h Fyzam—k  E FAFAWV 8 AbL—Siv SE v B ATFUAV

2 ONMF 3% JEE

v SMTP (BEFA—JL) =E

. iDRAC Si7E v

EFA-NFT—HES wR EEABFA—NT KLA
BFA-LTS— M1 O
BFA-LTS—h2 O
BFA-LFS—h3 O
BFA-LTS— b4 O

SMTP (BFA—JL) —)GEE

SMTP (BFA—IL) H—JmIP 7 FL A 1234
FQDN/DNS £+

SMTP 7i— MES- 2
2 il
1-—H—-%

JEAD—F
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‘ 5. 7hovrEHE I

AET(L SYNESIS ZER S 3D(CERTHI> MOEIRFTEZFRALET .
SYNESIS Z#8p% 92 3 DD AT A, OS & SYNESIS. iDRAC(portable (FEF2W)CHLT, &L 7H
> MetERk - EXELET

5.1. OS®DO7h9vb

0S O7HD> NMIO—-HILD Terminal Fzld SSH M'oimETDEN TEF T,
REDMRCTEIREERDHD1I-HTOI AU TZEL,

PHI> MBI BHIBRFLATDEOTY,

I1-YEXFE 16 XF

1-H%3XF5 PILTPRYNa-z) X AXF(HERAA]

#7(0-9)
7IH=I—=(_)
BT T HER AT

AT =R F# 16 XF

NZT—R3ZF51 T IRy NA-Z, a-z)

#(0-9)

BASLF (1 #$% & ()=-~|{}[1+*;:<>,?2_)

5.1.1. OS OF7 19> MER
1-YEFHEEMd 35 a1 UTFOIXNY RANLEY.

$ sudo adduser <username>
[sudo] password for <login username>: J\Z2TJ—R%AS

Adding user '<username>' ...
Adding new group '<username>' (1002) ...
Adding new user '<username>' (1002) with group " <username>' ...
Creating home directory '/home/<username>' ...
Copying files from '/etc/skel' ...
Enter new UNIX password: {ERd2/\AT—Rz AT
Retype new UNIX password: {ER925/\A0—Fz AN
passwd: password updated successfully
Changing user information for <username>
Enter the new value, or press ENTER for the default
Full Name []: Name of your choice (not required) Aige]

Room Number []: Number of your choice (not required) HAB&HE]

Work Phone []: Number of your choice (not required) Aiga]

Home Phone []: Number of your choice (not required)  AR&H]

Other []: Information of your choice (not required) Aiga]
Is the information correct? [Y/n] vy
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VERUIZT hO> NCEREERZ S A5 E(F LTOIN READLET,
sudo OV FIMERTERLSICRDET.

$ sudo usermod -G sudo <username>

5.1.2. OS O7HDI Y MEE

5.1.2.1. 1-Y&DZEE

A-YBOEECF. 27N> MERI0, EREERZFEF DI MIREICRDE T . ZDLIBTHI>
MYBRVEER. [4.1.2 BIBETHU N (1-Y%-)NRAT—R) IR T, —BFRTHI> MAERKL T
220,
YERRUIZ7 DY R T RODEEZITV BERIVERRULTND MEEIBRULET .
1) ZEBEURVWTZHDY NN OEIREERZR D7 I N 0T UET.
2) 1-Y22ZEI3(F ATOIV R ASLET,

ZHERIOI1-Y: username after change

ZE#NDI—Y : username before change

sudo usermod -1 <username after change> <username before change>

sudo groupmod -n <username after change> <username before change>

sudo usermod -d /home/<username after change> -m <username after change>
sudo usermod -c <username after change>,,, <username after change>

B B B

KEUATFOIrPAINTEET D> MOETEDZE B ZHEFR TEEFT .
® /etc/passwd
® /etc/group

3) OSzHicEL¥d., x[2.3 0SDHEEH SR

4) BEINLETAIRTOTAUL. 0T 5ESU T FROFIEZITOETD,

5) 1-YRZEBOSHIC. —RNRT7HD> MAERRLTWSIEEE. [5.1.3 OS O7HD> MR IOSFIE
THZI NI MHEIBRLET .

6) OSZHE#HLEFI. x[2.3 0SDHEEE =R

5.1.2.2. IKNA9—ROZEE

1-Y)NRO-F2ZEIZHAE LTOIVY FMEASLET.

$ sudo passwd <username>

[sudo] password for <login username>: J\2J—R%zAJ]
Enter new UNIX password: ZEJ2/(AT—-Rz AL
Retype new UNIX password: ZEJ3/(AT—-Fz AN
passwd: password updated successfully
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5.1.3. 0S O7HV> MHIFR

1-YZHIBRI 3HSE LLTFOINV R ANDLFET,

$sudo userdel -r <username>
[sudo] password for <login username>: J\AJ—R%zAJ]

TEOITHMENEINTIN [EBEETIOTHESHDFEA.

userdel: <username>MDX—JLZAT—)L (/var/mail/xxx) H&HOHFEA

5.2. SYNESISO7h9Yb

SYNESIS O7A7U> NC(E 2 FEHDE T, WEDIXAL> GUI BDOT7HIY RT. FvTFrOERITODHN
TRBIRERTHIONIRDET, £50¢D(E Management Console D7 H7> KT, SYNESIS H—
EXDIRVEPRD) OWERR - INENMTZET

ThU> NOVERK - BIRFAFENENDOUS V52 S BRUTZEL,

5.2.1. X/> GUI

SYNESIS [CBERE TN NTHA AL TIEE,
HAS A%, Y=L\ —_EORERTA > 9 wHU TS,
BRA=1-0 [YAFA]>[1—Y] H5. SYNESIS OF7H™> FOVER; - EIEATRES .

o0 A @ C

il ‘
> EL—ZIF AL
»PS b
P Sm s, O £ EIIZ SN o
vIAFL B used E £ el

-ESYNESFS

BT B usez — r

e

ShEpRE

SYNESIS[CDWNT
> 7t~ -

[ RADIUS USER RADIUS USER J—tF

7HI> MBI BHIRELAT DENTY

B 3(F7AILR)

1-9%, i, & 50 X=F (50 /818) UF

NFE

1-9%, 4%, & T e FIRAT]

el I#$%R&=nA ¥ @+ *,?(EA)

L # $%&=~"" | ¥'@+ * .

. ? (£2H)

NV B &2

30 XF (30/0(4h) KR

2D —RXX=F5

TR FIRART
l#$%&=~A|¥" @+ *,?(HA)
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L #$%&=~""" | ¥'@+ x.., ?(&A)

BEE : FIRLL

I—Y: E(CHRAR - BEREEE DA FI A RTEE

BO-ITTEHREOFME. I-YHARDI15. I-JEERE 12880 T
(s AN

5.2.1.1. SYNESIS X1> GUI O7hD> MERk -8

1) T7hoUNeFENNT 255, [ IRT> 27 IWILET,
THIYNeZEE I BIHEE ZHIB1-TRD2IEIIILET.

1]

userd

userz

oo @d

RADIUS_USER

T T7HhO> M EEIRHEER %2HI1-Y20U>I%7 )

HIRUBNDIZE (S [FARINT > 2V

2IF— I o—JL
& —EBF EEE
Synesis a1
RADIUS USER J—1F

2) I1-9-JOIrMVBEIRRENET, REFIEZ ANIUT, [REINTZEIIILTIZEN,

e I—HOT7AIL
R b
JERI—
AW ARE S0 -
2+
o+

Oo—-JL

EigE

JRRAD— FMEIO—ALREDH- ERENFT .

5.2.1.2. SYNESIS A/> GUI O7hD> MlIBR

1) 7horbeHIBRT35EE HIBRUVWI-YRICFIVILET .
ETOI-YZEIRIIIGEE. INMBEOFTVIRYIRZ) I ILET
2) [HIBRIRS>ZIUSILET, BIBRESRDS 1 7OTNRRENEIOT, [BW]ZIIWILET,
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O &A1) JIbAa— I o—Jb
E  userd EIE —5F EEE
user? synasis a1

Al  RaDUS USER RADIUS USER 41—
HIBR I 27 h0> bOF VIRV IR ZANTHIBRING > 209D

5.2.2. Management Console

SYNESIS oO0—a/LH5 Terminal ZiEEI 0. UE— IS SSH TiEFHLET . %[3.2.2 SSHISHR
PO NCFIFARTREIR FE. XXFH(CRET 2HIBREU T O@ENTY,

=1 =) IR
1-9%-)\A7-R
XFE

16 XF&FT

PIVI7RY N (A-Z, a-z)
#(0-9)
BELF (1 # % & ()=~ |-"¥ {}[]@+*;<>,.2_/¥%)

1-H5%-){(RJ-R
XF5

5.2.2.1. Management Console ®7HD> MER - ZE

1) HUTFOIRYRZEAAL. BIN-ZEEIZI1-HEED/ AT R2EELFT .

$ sudo su -

# htpasswd /etc/nginx/synesis/.htpasswd <username>
New Password:<password>

Re-type new password: <password>

2) BFOINFZEAAL. BEULCHEZGSGHFHAHET .
# nginx -t
# nginx -s reload

5.2.2.2. Management Console O7H7> MR

1) BUFOINYRZEABU. Vi IT4HICTHIBRI 31— YL s8N TLW 1 T2 HIBRLE T

$ sudo su -
# vi /etc/nginx/synesis/.htpasswd

Bl : 1—Y"test1"ZHIBRI 25

$ sudo su -

# vi /etc/nginx/synesis/.htpasswd
example:$apri$xfAvfagh$XR/alY.1SI3cie09MV6ded
testl:$apri$gMdKa3df6$py5EUSGSU0INGZz1sX4g2a0 | «—

COTTZHIBRULFT . TOEUTZ AL
TIT17%ETUES,
'wW(q

42



SYNESIS EE&Y_17) Rev. 7.0.3.1

test2:$apr1$B5L9jXBUSkIWhnws . 28mxX6I11003stcO

2)  BHTFOINDREANU BEUGEEZHHAHET .

# nginx -t
# nginx -s reload

5.3. iDRACO7hH9>bk

iDRAC O7h7> bz iDRAC O GUI MSiRETDIENTEFT.
7HI2 MBI 3R HEIRIILLTFOEOTY,

IAE HIPR

BRAHREI-YH 15

1-YEXFH 16 XF XZERZED

153 F5 T IRy N(A-Z, a-z)
#(0-9)
BHE(1 #$%&()=-~|{}[]+*;:<>,?2_8§1)

INRD— R F#8 20 XF

JCRD—R32F 5 P I7RYNA-Z, a-z)
#(0-9)
FEANF(1"#$%& (0 =-{}[1@+*;:<>,.?_/¥§
1)

iDRAC O7H7U> N&E#R-fRE GULI AD7ITATE. UTDEDTY,
1) iDRAC [CEBEET7HV>ITOTAOULET. X[3.4.1 OJ1> 1888
2) [IiDRAC&E] >[1-H]&5&RLZET.

E. Integrated Remote Access Controller 9 ‘ Enterprise

[ -
| ® Yvyak—F B YAFAV 8 AhL—T v M SEy E AFFrAV % iDRACHE Vv
\ — A an FHE
M~ _
7\
Awvam—R s
O sz27r0EEEANS | 0 s27005ER | oenorssas - H-ER
a—4Y-—
_ s
E ExitiEs i SAFLES - Ca RO
. - =EfkR A7
| A5/ IFE
==l

3) [1-¥] BENRTFEINET. [O-hII1-Y] #H2R0T, BF-REZITVET.

5.3.1. iDRAC O7 17> MERK

1) [O-hI1-¥] #WoBEMIRY>ZIUSILET .
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E‘ Integrated Remote Access Controller 9 \ Enterprise

| N Fysadk—F SATAY 2 ZAhL—Y v HIE v = AYTF YRV
. ===
iDRAC E<1E
| wE i 273 H—EX a—H— B
v O—Hp)L1—5—
D~ a—H—f 1w 1Y —0EE IPMI LAN $5iE
Enabled Administrator Administrator
> FALORUT—ER
> AR—bA—K

#. IDRAC 37 v

IPMI > L) 7 JLASHE

Administrator

2) 1-Y& S RO-FZ2ABDL. [REFINTZZ2TIIUTLEZ N,
HENGNE [1—YIHE] BCTSEIZIEEL T,

SUPLA—I— LAN

T e

C =i

SNMP v3

Disabled

Y —miEM

dA—Y¥—-Fho> hEE

ID 3

a1

JTAT— [

JCAD— FarEgeR*

a—H— 5

O—H—migsl 22U

O odrz O =& O a—Y—osE

O o4 O =AF Ll O 8O —ILADF oA
O AT+ FADF IR O =RAF Ltk O 7/t

5.3.2. iIDRACOD7HI>NEE

1) [O-hL1—-¥] WOI-FUZAMBSEELWI-S2#RU [ RE] 27Uy ILET

I Eﬁ Integrated Dell Remote Access Controller 9 ‘ Enterprise

A Yysak—F B XAV B ARV FEV O AVFTFVAV
iDRAC F%7E
mE  mmt -tz 3-¥-  @F
v O—1—4—
DA~ 34— v 31— o83 IPMI LAN 54
2 root Enabled Administrator Administrator
| Enabled Read Only
(|

HETEEREL. [RIFIRT>ZIIWIVET,

. iDRAC 3E Vv

IPMI S U 7 JUASHE SUFIA—I—LAN

Administrator Enabled

No Access

Disabled

C'=i

SNMP v3

Disabled

Disabled
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1—-Y5-DiES% @

I-H-ME  SSHFE-BE  A¥—hp—FEE

A—Y—-FhorhEE
D 3
a—H—&* test 1
JRT—F* XYY Y YYYYY Y
JIAT— FOERE" 0000000 0ROON( |
d—5—45iE
1—H—a@s HHROEA [~
og-z  &E 0 1—H—0EE
m o4 [ ZRF LG [ B Y —IADTOER
[ REAT 1 PAOTFIEZ [ ZRFTLEE B >/

5.3.3. iDRAC O7hDU> hHIBR

1) [O-hI1-¥] WOI1-FUZABHEIBRY 21— &RV [HIBR] 27y ILET .

E— Integrated Dell Remote Access Controller 9 | Enterprise

N Jyvak—k E SAFAV 8 AbL— v FHEV  E AYFTFUAV 8 iDRACEE v
: -l
iDRAC 3
= Rt H—Ex  a1-—F-— RIE C =5

v O—Al1—4H—

DA~ a-—Y—& RiR a1—Y—oaa IPMI LAN #5HE IPMI > U P JLASHE P IA—)— LAN SNMP v3

2 root Enabled Administrator Administrator Administrator Enabled Disabled

Enabled Read Only No Access No Access Disabled Disabled

2) UTOLSRHERDAYEZ—INRRENEI DT, [OK]Z7IIL TS,

a8
=R

I —FHRLEDELTUVET. H#ITLTEELEZLLWTT?
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‘ 6. SYNESIS DESfHRE I

ARETIE. SYNESIS DEStMEEZERBALE T . EStR TE2MAI(E. SYNESIS 1Rk I3V hITT TEIC
E/RD, ZNENTEROLITRO>TENET,

® iDRAC : \=-RUI7DEHER (SYNESIS Portable ($B%<)

® SYNESIS VJhII7 : FvTFvEEROREER. FvTFv 31y DIRREEER

6.1. iDRAC: /\—ROI7MDER

iDRAC [Z&D SYNESIS O/\—-ROI7IRREZBER TEF T,  (SYNESIS IR—FTILIFBRC)
oo N\=RITPICEIT B MRAERHC SNMP Moy T POEF X)L TBAIEESIELRIHET T,

6.1.1. N\—-KROI7IREOHER

1) DRAC (CBEEET7HU> N TCOT/1>OULET. X[3.4.1 0T/ 188
2) BUFo [Hy¥aR—R] BEARRSNET, [IEEHIEHR] H2ER0 TUEE0,

E‘ Integrated Remote Access Controller 9 | Enterprise

H Fvyvak—EFE B ¥ARFAV 2 ARL—3 v E v = AuFF oA v #. iDRAC =7E v
1) — i M
SAws aR—R
TN

E EE1HE:R i AT LGSR
D SEAR A>
O I AFAICHE: 28

=il
R SYNESIS

SZFAESHE ZPL—SOERE &
AL —Fr 2SR

[ == E=5 1Y s s, - T Ubuntu

© zoft AL —Fr 4R 16.04.1 LTS (Xenial Xerus) Kernel

O _=EZE Fh) D 4.15.0-20-generic (x86_64)
H—ER540 3MLADW2
BIOS J{—Z32 149

iDRAC J7—ATTTF

= 3.21.21.21
=3z

iDRAC MAC 7 FL- 4c:d9:8f:25:74:46

FAINDTHI TSI AR, )\~ RITPICRENFAELTOET, S T, ToRNIER
ZDVY) T B THERR T BTN TEF T,
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6.4.1. Email i@ 51 D{4%

1.

DLC, ARP, NPM, APM 75— hDIS&

4 "<title>(<description>)"

> <title>: BIX—-IVEREDIMFZ ] ([#8BR]NT> > EBXISE] > @AISEXA—ILEETE])
> <description>: 75— CREULIEA] ([#8RLIMRT>> [775—K])

AX: "<agent name> : N/A"

> <agent name> : I—->1> k& (ex. "Default Agent")

I 1RU

B#RFAND MBS

& "<title>(Auto Backup)"

> <title>: BIX-IVEREDMFE ] ([1#BRk]NY>>EBXNSE ] > EBXISEXA—ILETE])
A AR NS

> BHREFXRHOSSE" "Failed to auto backup to any directories."

> TSARUADOETIDEZ DA "Switch auto backup target directory to primary."

> TH AUADYINE ZDIBE"Switch auto backup target directory to secondary."
w74 BU

U IRBEEEANRS NOIZE

4 "<title>(LinkStatus Alarm)"

> <title>: BAIA-ILERTEDIM44 ] ([HERIRY> > BEISE > [EBRITTA—ILERTE])
A : "<agent name> : Link Status <from>-><to> NIC:<nicid> PORT:<port>"
> <agent name> : I—->1> k& (ex. "Default Agent")

>  <from>: Z{ELRIDIREE("Up" Ffz(& "Down")

> <to>: Z{EROIREE("Down" Ffzld "Up")

> <nicid>: 74749—1D

> <port>: R—rES

N N e O] N W

Iy SROYTARY NDIZE

4 "<title>(PacketDrop Alarm)"

> <title>: BIX-VEREDMF&] ([1#BRk]NY>> BT ] > @A A—ILEETE])
A : "<agent name> : Packet Drop NIC:<nicid> PORT: <port>"

> <agent name> : I—->1> k& (ex. "Default Agent")

> <nicid>: 74749-1ID

> <port>: h—rES

W74 1RU

NAOON-AR7 55— NDIZE
444 "<title>(Microburst threshold <threshold id>)"
> <title>: BHIA—ILERTEDMF] ([1ERk N> >@F05E ] >[BRFTEXA-ILERE])
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> <threshold id>: ¥(/0/\-AMHBERED BMEIES (1-2) ([4BRK]NT>>1X4-0)0—
AR

AX: "<agent name> : Exceeded threshold <threshold>% <count> times,

maximumutilization <max-util>%, total duration <total-duration> usec"

> <agent name> : I—->1> k& (ex. "Default Agent")

> <threshold>: ¥1/0ON\—-Z NEMBEZTEDI{EAHZ |

> <count>: ZO 1 DRITY 73— hMAzmizUIZolZL

> <max-util>: 20 1 PR TERIRUERAERR

> <total-duration>: Z0 1 T 5— hRMGZmIL LA

W74 1RU

[EEALR— MBRIDIZ S

& "<title>(<plan-name>)"

> <title>: BAIA—-IERTEDM4 ] ([1BRk]IRY> > @RISE > [EBRITTA—ILEEE])
> <plan-name>: Lik—I52DI 502 ] ([LiR—RXZ1—>[Lik—T52]57)
A3 UIR—RTZ2ONERER] ([LR—K]AZ21—>[LiRk—KT5>]157D)

WA TP UIR—RJ74)b

6.4.2. Syslog EBA1D1%

Syslog MiEANTA—<yNE RFC3164 OBEECHEVET,

Facility: user-level messages(1)

Severity: W@ EDEFRE | ([#8Rk N> >EBA15E])

Timestamp: BRFELERS

Hostname: JBXNSCEKTEDIH—/V ([#8RRT> > HEXNSE])

Tag: "SYNESIS Notification"

Content:

> DLC, ARP, NPM, APM 75— hDIFE: "<title>: <agent name> : N/A"
<title>: 75— MRETIEEULIGRA] (FBRIRT>> [735—K])
<agent name> : I—-J1> h4(ex. "Default Agent")

> BHREFANCIDBE: "Auto Backup: <detail>"
<detail>: Email BEIDOI A |EREU

> USOIREEREEANY MDIZE: "Link Status: <detail>"
<detail>: Email @XIDI A3 E[E

> ROVTARYMDIBE: "Packet Drop: <detail>"

<detail>:Email BRI A3 ] EEU

>  XA9U0I\-ZAR75—bMDIZE: "Microburst threshold <threshold id>: <detail>"

<threshold id>: Y10\ -ANHERED BHE TS (1-2) ([FBRR]AZ1—>T¥190/\-XK])
<detail>: Email B0 A LR
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6.4.3. Trap B

® Oid: 1.3.6.1.4.1.36875.1

® ASN.1 {iso(1) identified-organization(3) dod(6) internet(1) private(4) enterprise(1)
toyo(36875)trap(1)}

® {B(3XF%): Syslog iBXIDI ContentlEREL
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7. Portable EFI D71 A5k

7.1. RO

Distributed €7 )L T3 iDRAC TTA AVEEZARENTETEI N, Portable EFIL TFZDOFERENRUSD,

SYNESIS DH#EEEEL CEDFERZRMLET

BHKICF I-YH SYNESIS (CHAA UL T, ABHORE - EENGDHE(CE, F1707
TZOABTEMUF Y, T VY-V TINI FEA DT BIECLD, FEITHIREOREZ#EI5LD

TEEY,

7.1.1. WHRA—-ZA1ZYh

ABEBENBRIBN - Ty NI SYNESIS XE—EN5[EET
—B | THEEBL T2,

7.1.2. YA IRBOBIEENANE

—& | %=, [4. Control Unit Of:4%

BT OEEN SIS Xy - hRRENET,

7.1.2.1, WEBET A ARE

o T ZAOEE

LIEEL

RAIDAU 2 — L= LEL. (Controller 1/ Logical Device 1)
RAIDARL 2 — ADEERNWHERT 8. SYNESISHH— hAE2%E T8

AKXy —IHFRRENLIZEE, BR—NIRVEDELZZN,

7.1.2.2.

WIET A ARE -FRARIS-HHIEEOAVE—S

e T AUEE

Logical Device 2)
SYMESISTR— FaB8E < JZE0,

RAIDALU 2 —AlCEWTHBEZTT—FEILE L. (Controller 1/

Ay —IHRRENABEE HR— MNCREVWEDELZZE,

61



SYNESIS EIE&EY-17)L Rev. 7.0.3.1

7.1.2.3. VEFNAARE-A0YMRINSIZSOAVE—

o T AVEE

RS« AOMZEHN TEFEE A (Controller 1/ Logical Device 1/ PHY
1)

EREEVATVILESEDDR. BT« ATFEL{TI FENTWL
SESIFEREEL T IS,

AKXy —IHRRENTIZE(E, BIR— NMRVWEDELZZ,

7.1.2.4. MEFNAZARE-VEIRPHSHIBSEDAVE—S

o T AUEE

RAIDMEREEFTT . (Controller 1/ Logical Device 1/ PHY 2)

Fr T FritEETORNEMNSDETOT. RADDBEBENIETTSE
TERT ANECEFETEAEEER (L. FlEEBREY-aFILE
STV,

ARV —INFRSNTAZ AL RAID OBEENT T I 2E TERZANCEFFH T 2HELHDET
RAID OBBENTT T UIAEIN . OV RICK BHFEARKI [C THESRABIRET I o

7.1.2.5. YEFNAARE -TAAIBENHIBESOAYEL—S

o 71 AUVREE

YIET « AODREFBHAULELR. (Controller 1/ Logical Device 2 / PHY
1)

SYNESISHi— hAdEiR% ZHEE< 2.

Ay —IHRRENABEE PR MCREWEDELZZE,

7.1.3.  IYYNCEHEFERRA

FETT(AVEEERI BB AL FROIV FMERITUET .

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker [-h]

-h AT2a> AN TEFRRUET .

HENRVSEEF LT o@D OK ERRENF T

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker
oK

BENHDIZE . U TFOLIGHIET A RAES, MIET)(RES. BEOABNERRINET.

$ sudo /usr/local/synesis/synesis_tools/SSDchecker/diskFailureChecker
Controller 1 / Logical Device 1 / PHY 2 : Rebuilding
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7.1.4. 094 EOMEIRMEH{L

EPEARKIMERE(IT ARV I CANRE T D12 FrITFrELPITLA DMRECREENHDDFT . 0T 5
ORI ZEIMEL T, 1HaEZ B UL WEE (L LUFOFIETEDELET,
1) BEEERT, viFEOIT (92 ENTEOI7 I 2FREET .

$ sudo vi /var/lib/tomcat/webapps/ROOT/WEB-INF/classes/common.properties

2) FEEDIN\S5X—=4% true H'5 false (CEELE T,

disk_failure_checker.check_at_signin = true

3) Jre LEERELCIFT9%2EH0ET,
4) 2.4.SYNESIS Y—EXDBiEE) 22%E(C. Tomcat Y—EXZHILELET,
REIOTA > HSEBEARIIN N L ENE T,

7.2. SMART R RDFT~R

M=ATNETI TERAEINTVS SSD DiRREZAIZTFEREL T, T/ D SMART [E#z% Management
Console TR TEZET,

7.2.1. WRETI

FRTOR=FTNETINTIRTY,

7.2.2. $#EGE

1) Management Console ® [SMART]9J%%y-LT. SMART [ERkFREIE(CEEILET . FIHA
JRRET(E [Reload /K7 DHFRRENTVET,

SYNESIS Management Console ~ Home  Network (IPv4) ’ Sl I

2) [Reload”]27UyI33ETAATOINTRREN, FrTFrEVTL A DMRECFEN DD EZESL
ia-o

Confirmation

This operation may reduce the performance of capture and packet replay.
Are you sure?

3. [OK]ZVUvT 9 %L, SMART 1BHRZEUSL TRRLET
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SYNESIS Management Console ~ Home  Network (IPv4)

()

-- arcconf GETCOMFIG 1 AL --
Controllers found: 3

Controller Status : Optimal

Controller Mode : Mixed

Channel description i SCSI

Controller Model : Adaptec SmartRAID 3154-16i
Controller Serial Number 1 OA11633AFEQ
Controller World Wide MName : SeeeeDl7e5113E868
Physical Slot ;1

Temperature : 51 C/ 123 F (Normal)
Host bus type : PCIe 3.8

Host bus speed : 7880 MBps

Host bus link width : 8 bit(s)/link(s)

PCI Address (Bus:Device:Function) : 9:18:0:0

7.2.3. EFEFEH

SMART 1BREUSDIRCT A RI T I CANRE T 218, FrTFrvHEIVVTLADMEEICRENHDET .
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. NEBEYPT-IDINVITPYVT

SYNESIS D& ERT =Dy 7yT 2B, tRFEEIHEZPUN/\VISERTEYT 5218t (VARNT )95
ENBIEET Y,

I\ Py TEIEERDIE OS DFETEIFIRT® SYNESIS D&EIBEHR. M—RT71 ). YERENIELR—KT
J. v TFrT—HEEEN\vI 7Y TZBRBENTEE A FYTFvT 92— TP IUARTFUIBLT
NIy TRITVET,

I\ Py TEGENENDU )58 % . BT(VARNY)AEDFML 8. SREIBRT —IDVA N7 2SR
TLIEEL,

8.1. S SNEBEROINYVITYY

0S MFHERBICDONTIE. OS B AR=ILENTWBTAAI(TINAZT71)) & NI T T — )L I2E%F)
BuTACE NPy TUET

0S M UAR=IENTVBTARI(TIN\AXT714 V4 : /dev/sda, /dev/sdb R&)E. df ANV RETHE
RIBUNTEET,

N\ 7y TYERFIBIELL T OB T,

1) SYNESIS A SSH Ti#&#tLEd., %[3.2.2 SSHIZHR

2) BIFOONURT. OS M UAR=ILENTWBTARI(TINA ZT74 IR 2 ERLET .

$df
Filesystem 1K-blocks Used Available Use% Mounted on
tmpfs 6586096 108944 6477152 2% /run

fdev/sdb2 1547582492 62045644 1406903692 5% [/]
tmpTs +— 3293046 32930212 1% /dev/shm

tmpfs

tmz iy [/IAR™Y RENTWBF AT I (BRI ) & FERLET
/dev/sdbl AFDIZE : /dev/sdb

/dev/sda 10064238080 9971579076 92659004 100% /pvc/data/packetdbl
/dev/sdc 1826388224 68439320 1757948904 4% /pvc/data/databank
tmpfs 6586096 36 6586060 1% /run/user/100

3) FE 2)THEERLIZ. OS B Y AR=ILENTWSTARINS AT LA RX—=SZAERR T BDIREL T, FLTEN
w7y TUTLIZE,

8.2. SYNESIS RIR -5 FR

SYNESIS O EIEREL TIMEIRTFAIVE #ERR(D> T4 YIEIROIS T4 T AIND NI 7vT TP 4 )L
ZVERR I DTENBIRETT,

8.2.1. SAEYAT7ALINDINYIFYT

SAEZZTFANONYI 7Y TFNEESA T OEOTY,
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1) SYNESIS A\ SSH T#E#LEFT. %[3.2.2 SSHISER

2) SCPREZFIRAULT. LT OHBRCHD 1> AT74 V% SYNESIS SADOIEBA L —S1REIC)/ NI 7
YT (RF)LTLIZEL,
Path : /var/lib/tomcat/pvclicense.lic

8.2.2. AYI1IIT7ANDINYITYY

SYNESIS O#&Rk (3>747) 1BERONYIT7YT I74A IV EVERRS DTENTEET
RIFSNZEERE. FHMEL-THAROM17.1 SBED/ NI Ty TEUZRT JZBRUTIRR W,
2459774V DI\I 7y TVERRFIB(E. LT D@D TY,

1) SYNESIS [CHA>1/>UET. %[3.3.1.1 H4>2(> 1B

2) NITEEOERECHERTAI R IILET.,

=y it JONS

Ae B¥ Cw Dw

N U7L1(B)

ik
v hL—ZofE
BET LS
F—RI7AILOTAL TAAUBRER 470 0490 0B
v oS- hEE
S m] 2 = Sva> FEES
EmE = 20181130 zip 40153 2018/11/30 09:45:26
BT
i
YFIUS-2a
=i
MFA
FRLAE
1 b
Y17
Jora
FIUs—sas LT
w10/ -A~
vYIRAFA
e
-t
SEIBE

SHED) Y IFYTUALTF

SYNESISO#FIEHE

3) [#8Rk] AZ1-EEH,IFRREINET.
ERIOXZ1-H5 [BEBY-I] >[REDNYIPYT -UYART] ZEIRL T,
3) [NWIPYTIRE =TI IUTLIZEW,

] o)
Fyzam—§ » RL—ADEE
» PS5 — I EEA
@l » FIU—2a
»SRTL R
I TAATERRE 29065 /48268
BEOS Y IFYT-URLF _ _
O & B =3 FERREIRS
SYNESISO#IsR1E
(] 20181130 zip 40153 2018/11/30 0945 26
O 20200127 zip 50221 2020101727 170126
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4)  [NYIPYT] BENRTRENET . T EGZIEELET .

o J\wOTFwT

J7AILE"

Bl

5) AB%E. BRIRT>ZIIWILET,
HEBIFRNMURDSNTN\YITYT TP A IV HWEREN. UANIEINZINZET

6) BN/ \WITYT IO [&RT] WOYUS TR %Iy I TLRE W,
[I\YOPYTI7ANDORE-F9>0—R] BEHIFREN. /\vIPyTIrA 299> 0-RFBEN
TEEY,

8.3. LI-RONYIFYD

Fr IFrUIET—HEEE) WOy TS RTENTEFE A

FrTIFvT =A%)\ 7y TS 2I5E(E LO—Rae N —2 071 VAR FUIAREE T) W) 7y T %170 T RS
(AR

BE. LI-RY oy AN —SHBlB 0B E4BInEa. TvIFvTr—4daVenhs)EIC EEEFENE
I, FEXFINET A N—ZT7AIUCTBLFTEEFRADTTEEZS,

FTFvT =A% N —ZAT7(IVARFIDFIEL. LU FOEDTY,

1) SYNESIS (CHA>24A2LFT, %13.3.1.1 Y1212 |51R

2) ERIOAZ1-h5 [I-IIV ] &R, [LI-R] 9TERUES

3) R=RT7AIUELIEWFY T FrT —5%2 ST - ROEHOF IV IMRICFIvIZ AN, [ N —ADER
FINI>=ZIIILET,

= =
il Default Agent =
@ 111272017 18350
sl 17431
pos O & LT T o] AF—HR  FvTFCIANG  WE  WEAF
= \ e s - e
Wi (m} i~ [l
; 1 M & [l
B L e [l T
B [ & [
M1 [m] [l
[ [
o [
[ i [

4) FvIFvT—AOR TR —RT7IICT BRI ZIETELE Y,
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HARIDIETE S EDFFM(E. I—THA ROl 5. AL —ZADRFIRIE 125U T2,

o R —2ADEF

7 & 15118506¢ 2

=11}
HARS 1711727 1 6 @ ( m

1 27 17:42.:54 @ ( ms
o
HO7AILY 1024)
| be smaller than value
B {ILES L UERA
BEI4IA Lot
= ¢k

FHFEE L { t LY

G FL—20%F

5) BXIFPAINVE] HIC TOIEADLET . REFEIFAIIEOERIBAED, $8EVEABROT -0
ETHREBDFT,

HEEEATO[N—RADRFINIZZIIILET .

BEIIC [FM—RT7AIV] FTHERESNTRRE(CEIDEDDET.

MEEIRORRN TO—RP--- ] H5TD00-R/FI—RICEDS, N—ZRT7 (BT T T

ED

6)
7)

o~y VLA () FrFFv () & & ® G -
Aw Bw Ccw D@
) B LO— ovs =2 IT AL
gyzax—r [ERIEESE - L
v&= Default Agent o o
B8 2019706111 13:16:03
8 20180603 11-00-31 — PR R
B 2015106103 093126 B> I7 A0 DAGLIT7 AL L—RAICh
B8 201900517 14:02:11 TAAVERIBE o onum o8
[ 2019/05/16 15-09-05
8 2019708116 15-08:36 O waik m HEIEL R e
B8 2019705116 15:06:08 =
B 201970424 16.35-55 0 &9 0-F | Fa—k 1557959018929-9423 peapng 2019/05116 15°58 100 GB 2018/04/24 16:36:01 000 - 2019/05/16 1
B 2019/04/24 10110 B #ero-k | Fa-k 1667957930232-7296 poapng 2019/05116 16-40 100 GB 2018/04/24 16:35-01.000 - 2019/06/16 | _
B 201004/24 104634 O #oro-F | Fa-k 1557987438092-391 peapng 201910516 15:18 4GB 2019/04724 16:36:01.000 - 2019/05/16 1
B 201900422 102011 [ A9y0-—F | Fa—F 1557957344761-1943 peapng 2019/05116 1515 205 KB 2019/05/16 150614000 - 2019/05/16 1
8 20180417 104107 [ #uro-—F | Fa—k 1667957285716-9299 poapng 2019/05116 1614 226 KB 2018/05/16 15.06:14.000 - 2015/05116 1
B 201004101 19:3424 B #9vo-F | Fa-k 1557987260219-4013.pcapng 2019105116 15:14 225KB 2019/05/16 15:06:14.000 - 2019/05/16 1
BB 201803128 10.08-13 [0 gono-F | Fa—k 1857957210906-2677 peapng 2019/05116 1513 4B 2019/05/16 15-09-10.000 - 2018/05/16 1
8 2019/03/27 094193 B guno-F | Fo-b 1667957124492-3331 poapng 2019/05116 1612 296 KB 2019/05/16 150614000 - 2018/06/16 1
24 om—z B 201903057 09:40:56 B Yov0-—F | Fa—k 1657986964360-3139 peapng 2019/05116 1509 0 2019/04/24 16-36-01 000 - 2018/05/16 1
0 gono-F | Fa=k 1857907360533-7953 peapng 2019/05115 17-18 100 GB 2018/04/24 16:36:01 000 - 2019/05/15 1
B #oro-k | Fa-—k 1657907003405-2149.pcapng 2019/05115 16:66 10ME 2019/04/24 16:36:01.000 - 2019/0/15 1
[0 #9r0-F | FI—K 1556175495928-1387 pcapng 2019104125 15:59 4GB 2019/04725 15:00:00.000 - 2019/04/25 1
B 4&9o-F | Fa-=k 1656165198767-335 peapng (3 fles) 2019/04/25 13-07 12GB 2018/04/25 10-50-00.000 - 2019/04/25 1
B #9vo-F | Fa-k 1661769693400-4711 poapng 2019/03/05 16-08 266 B 2018/10/31 16:27-04.000 - 2018/11/02 1 _

.

b

8) [49>O—R] 2y 3d3L. NL—RT7AINEHI>O-RL. J\WIPYTELTRIFIBIEN TEET.
N7y TUle U =ZT7AIWDUZRT F3ERT9.3. MU= T7 AN DUA KT 12 SBRL TIZE L,

8.4. M —=RI7PLINDNYIPYD

~=ZT7ANDONY I 7Y TFIRELA T D@D TS,
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1) SYNESIS (CHA2A2ULFY, X[3.3.1.1 Y12V ISR

2) ERIOAZAZ1-H5 [T—-ITIM] BEIRL. [M—RT7AIV] 5T@ERLET . SYNESIS AIC

REFENTVB M —RT7MIILD—ENTRRENET

3) [##fF] o [99>0—-Kal] 29UyI0 T BL=2T7 259> 0-RUET,

-SEYNEE.’S

L-a—k Ow 4 bL—ATFIL

vileT
v, Default Agent
E ManyServers_FullRate
il ManyServers_HighRate

EIL 2T 7 A) HAZLT 7)1
B LessSeners . - .
B ManyServers_LowRate T4 AVEERER 475 GB /482 GB
B eabyte 1G0ps
E 2018/08/30 11:35:54 e
Aovo—F | Fa=F

onoE | Za-E
uO_F | Fa_f
doro-—F | 3=
Lok | o
Foo—F | Z3d=F | MrA

4) A O-RENb =TI\ I Ty TLTHEET

OoooomOood

8.5. f{ERkEnrizLiR—bDONYVITPYD

IrAIA
1536229709391-4664 pcapng
1536229796320-7464 pcapng
1536295241640-6755 pcapng
1536306315349-9406.pcapng
1536306331843-2702.pcapng
1536311358116-9955_pcapng

UFL-(B)
fERERE & HrX
2018/09/06 19:28 884
2018/09/06 19:29 884
2018/09/07 13:40 12 MB
2018/09/07 16:45 3KB
2018/09/07 16:45 2MB
2018/09/07 18:09 396

*v

2003/C
2003/C
2003/C
2003/C
2018/C
2015/C

LIR—hAZ1—THERRENIZLR— N2\ 7y T (R 17) S B ENRIRET T
LiR—hOVERR(ICRIARENBLIR— 5> T — MOLIR— RN T52(3T> 040 TV DNy 7y TIEB (CEFN
9. 1> T1JI7AVONYI PYTFIEE [8.2.2. AV T4 T ITFANDINYIFYD | SHRL TIZE L,

YERENTZLIR— RO\ Py TFIEIA T O@OTY ,
1) SYNESIS A SSH TH##LEd. %13.2.2. SSHISER

2) SCPREZFIALT. UTFDINAICHBLIR—NEHEBRA N —ZRE) WPy T (RTF) L TZE W,

Path:/pvc/data/databank/generated_report
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. HEREPT-IDVANF

YA UBICVERRUTZ) NPT D74 W &E> T Uh/\EE(C SYNESIS D& EYT —5% 185t (VARN) I3
ENEIEET Y,

NNy TRETIARNT TERD(E OS DFRTEIFIRT SYNESIS DIRIE - 58 EIBEHR. N —AT71I T,
TNTNOIEEFIEOFHME. V>V 2SIRU T,

SYNESIS QUA/NUFECDWTIZISYNESIS UH/NUFIEE |2 S8BU TIZEL,

9.1. OS EEREHDYANFY

8.1 OS HERBONYIPYIT OFIRCALDTHERRENES AT LA X=%, OS MV Ab=ILENTV3
FTARI(TINAZTAI 4 : /dev/sda, /dev/sdb IRE)CUZARTLET . OS i ZAM=ILENTVST (R
73 df AN RETHERLE T

FIEFLATFOEOTY,

1) SYNESIS A SSH THzLEd. *[3.2.2 SSHIESHR

2) KUFOIRYRT. OS MY AR=ILENTWSTA RI(T)\A ZT71 )% ) e HEsRLF T

$ df
Filesystem 1K-blocks Used Available Use% Mounted on
tmpfs 6586096 108944 6477152 2% /run

fdev/sdb2 1547582492 62045644 1406903692 y’ E]
tmpFs —— 3293046 2930212 1% /dev/shm

tmpfs

tmz o [/IARDY RENTVBT /A RT7A L& (BB B R R ET
/dev/sdb1l KBIDIZE : /dev/sdb

/dev/sda 10064238080 9971579076 92659004 100% /pvc/data/packetdbl
/dev/sdc 1826388224 68439320 1757948904 4% /pvc/data/databank
tmpfs 6586096 36 6586060 1% /run/user/1000

3) 2) THERTERLTARIIIATLAA=SZIARNUET,

9.2. SYNESIS R - RERRDUA M

Uh)I\UFT, )\ Py TR BTz 54> 2 T74 V00> T4 T4 IV = (E>T. SYNESIS TS EICRI TEN
AJRETY,

9.2.1. S1EYAT7ANDYARNF

[SYNESIS Uh/W)FIEZ |OFNECRESTUN\VERREL. ST XT7IIVOVAR I T U TWSIHE(E
AFIEDOEHEEFRETT.
[9.2.2. T4 T7ANDUA T IOFEEEITUTZE W,

1) UE-MREEOBEETEDT RLA%E Web T35 D7 RLZIN—(C AU TLIZEL,
https://<SYNESIS IP Address>/
2) B A BEEIFRINEBEE. AFIBOEITEARETT,
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3)
4)

5)

6)

7)

8)

9)

ZOFFHA2ASU. [AVT1ITFAWDYRRT 12 ETU TR,
TROLSIBIT /AR IDINFRSNAZEE. FIE 3)ZERITUTTE,

7 134 2 1o: I

6403

SYNESIS N\ SSH TH&E#tLEd., x[3.3.2. SSHIZE

SCP REEFAUL T, RIFLIESAMT>XT71 )L (pvclicense.lic)% SYNESIS Oik—AT (L4 NUNER
EUET,

BUFOIN> MlZE2E(C. FlE 4) TERXUL TP VMRFENTVST LI NINBEILE T,

T IAKNTEATHIR=LT1LINIDNZTY,

$ cd /home/synesis/

PR OOV R AFIU. FREEDIBPAINSA T2 XT7 A/ IV ERE 8L ET

$ mv pvclicense.lic /var/lib/tomcat/

J3UYTFEO URLATIEALET,
https://<SYNESIS IP Address>/mgmt/
1-5&ENAT-REANDLET,
d1-Ya(7I4E) :admin
NZT—=R(FITAILR) :synesis1
BT OB RRENEFI DT, Service [Tomcat]DiTO[Restart]z/Uv/ILET .

SYNESIS Managemem Console m Network (IPv4) Adapter Profile SMART

Process ID Service Description Action
Tomcat Web Service. -
mvp Management Platform, adapter of front end GUI and back end agent service.
VPEyes Capture Agent Daemon, keep capturing agent running
NetKeeper Capture Agent, capturing service provider.

10) ISUYTTFED URL [CPIERAL. B4 VBIENFRRENDEZHERUET .

https://<SYNESIS IP Address>/mgmt/
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-ESYNES.'S

[N}

Sk
admin

SRR

V4.0 B129

9.2.2. AYI1IIT7ANVDYART

[8.2.2 3249 774D\ 7yT IOFNECRE > TYERR SN/ \wH 7y T = 4E>T. SYNESIS Z7TD%TE
[CRITENTIEET T,

SOy T TREFESNBZERICOVWTIFI-THA RESIBL TR,

1) SYNESIS (CH1>A2ULFET, %[3.3.1.1 B121(> 1&g

2) NTEEOARECHIER TS EIUILET,

Lsvnesis UFLA () ,2\ @ @ C_}

4

]
x
a

F—45/—Z Default Agent| PF U5 —2-32-Top10

3) [BR]XZ1-BEHEIFRRENFT £ZAIOUZ IS [EBY-IV] > [REONYI7YT -URARF]
BERLET
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SYNESIS#HAE
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TAoON=AF

Iy b
YT T—

4) [EEONYIPYT-UAMP] BEMNFRENGS. 8 (UAKNY) 33/\vo7yTIr/ILh—E( L
HER)ANICHINHERRL TZEL,

5) VAR HRERDZINITYT TP H0DHEE. TN ADERICHZFIvIRYI A CFIvI%E AN
TIUARRZIRT>ZIU9I0. FlE 10) NEATIZE0,
DZRTIIRERBDIN I 7Y T TP IWH—EICRVEE (L. FE 6)ISEATIZE,
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