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Overview

This document contains information about the enhancements, fixes, and known issues in
Spirent iTest release 25.4. In addition, a summary of a few of the new features and
enhancements is now included in this document. See section Velocity iTest Feature Summary.

Enhancements

Each major release of iTest has one or more themes that drive feature selection. The primary
focuses of iTest 25.4 are listed in the table below.

Note: The link in the Functionality/Capabilities column takes you to the section which
describes the feature summary.

Theme Functionality/Capabilities

Functionality Python Editor Enhancements

e Easier management of multi-line commands, Improved
Python warnings

e Leverage the automation team’s expertise in Python
within the Velocity iTest editor

Interactive REST Session Enhancements
e Utilize parameters during an interactive REST session

e Less post-capture editing of test cases to include runtime
parameters, faster test case development

Updated SNMP Authentication Cyphers
e Adding SHA-224, HA-256, SHA-384, SHA-512,
encryption cyphers to the SNMP session

e Added security strength to authentication for SNMP
automation, better parity of modern network devices
using modern cyphers

Certifications Spirent TestCenter, Landslide, Avalanche, Ixia, Ranorex

Windows 11, Windows Server 2022
macOS Sonoma

RHEL 9.5 64

Ubuntu 24.04 LTS 64

Python 3.12.3
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Known Issues in iTest 25.4

This section lists known, unresolved issues in this release.

ITEST-25341 | Selenium QuickCall list becomes empty after first QuickCall is executed.

QuickCall list is empty because first QuickCall opens and focuses on
Execution tab at the bottom of the session window.

Workaround

e Click in session window edit box to change focus.
e Click QuickCall button instead of ¥.

ITEST-25233 | Chrome bowser profile is not applied for Selenium sessions.

ITEST-25132 | iTest hangs on macOS when clicking on HTTP Headers page.
Note: This is a third-party issue of Eclipse 4.35.
Workaround:

Single-click and only move the text cursor with arrow keys.

ITEST-24953 | Security scans of files in the cache are not valid and should be ignored.

ITEST-24950 | Selenium sessions developed on macOS can only be executed in iTest when
running in a macOS environment. To create Selenium sessions that can run
on other platforms, develop them on Linux or Windows instead.
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Fixes in iTest 25.4

This section lists fixed issues in this release.

JIRA Tasks Summary

ITEST-25234 | Issues with starting Selenium Sessions in Chrome on macOS.
SR-01692242

ITEST-25125 | Issues with the iTest supported IxNetwork v11 allowing API v9.0
SR-01689582

ITEST-24812 | Issues getting a variable in a call procedure.
SR-01671426
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Velocity iTest Feature Summary

These sections include information relevant to the feature updates in Velocity iTest version
25.3.0. Refer to the Online Help embedded with the product for details.

Note: Refer to the product documentation (Installation Instructions and Documentation).

Python Editor Enhancements

e Easier management of multi-line commands, Improved Python warnings
o Leverage the automation team’s expertise in Python within the Velocity iTest editor

TestCase Editor

Use the Test Case menu or right-click

Whenever the Test Case editor is selected, the Test Case menu appears in the menu bar. The
options that appear in the menu vary depending on the editor page in use.

Most of iTest's editors and views include context (right-click) menus for common operations
(most toolbar tools appear in the context menus). For example, in the Test Case editor, the
menu that appears when you select the entire step differs from the menu that appears when you
select the Action or the Description cell.

Note: Depending on your selection, iTest highlights the entire step or the selected cell.

See also “Context (right-click) menu” on page 187.

e Toinsert an item (for example, a variable in both Tcl and Python), select the item to replace
or place the cursor at the appropriate location (e.g., the Description cell) and right-click. The
following is an example of the right-click menu options in a Tcl test case.

- Steps

Action Session Description

5 2 B command sl | |
b [ analvze c o Cut rmation:map o
gt Copy [0
} Step Properties Paste
General | Steps | Requirements | Global Events | Global Rules | Parameter 3¢ Delete eFi|5|Qua|i‘ty Center‘
Select All - E

Insert 3 Local Variable 4 Get using § syntax
Open... Global Variable 3 Get using command

Special Actions 3
Expression

Math Function J
Parameter...

Query on Stored Response...

Stored Response 3
MNon-Printing Character 3
String With No Substitution
Information J
File 2
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e Toinsert ‘info’ commands (for both language=tcl and language=python), place your cursor
in the Description cell of a test case step, right-click, select Insert > Information, and select
the required command syntax. The example below shows Python information commands

menu.
Steps LR IR R Y
~ Steps env
T Tac p—P— exists global
| - ession  Description it ol
1 ; _.; | -— exists param
. I o Cut homeDir uri
2 = eval \
[ Copy hostIP
3 = eval \
0 Paste hostName
¥ Delete issueCount all
Select All issueCount error
[ lnset 3| Global Variable > | Erucount mify
Open.. Math Function > issueCount ok
T issueCount warning
Query on Stored Response... paramfFile path
Stored Response platform
Non-Printing Character > procedure
~ Step Properties e 5 profile path ||
General General File > status
> Timing Eifiag : Velocity Command > step report
Skip this step when executin :
Documentation . i " step sessionlD
> Cithinr Portprocetsl M inciude this step and its children in test reports step testCase
Events [ Start this step (in a new thread) and proceed ta the next step tempDir uri
Response Filters U Cancel execution of the resulting thread if still running when the test cas testCasefile current
o testCaseFile main
read name;
AT : testCaseName curent
Session:, | o testCaseName main
it | el Y testCaseProject current
i S testCaseProjgst mai

www.spirent.com
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e Hover over the step description to view the entire contents of a multi-line code directly from
the Steps > Description column of the TestCase Editor.

Hovering over the Step > Description column displays a popup with detailed information
about that step and an Edit button to modify the step. If the content exceeds the popup size,
scrollbars appear automatically. A Popup appears only when you hover on step which has
multi-line code.

Click Edit to display the Edit Command dialog and modify the step as required. See Edit
Command Dialog below.

» Steps
Action Session Description
£ t procedure main
1 [ open s project://my_project/session_profiles/python.ffsp
2 w l::' cermment Print python version
2.1 | g.' command 51 import 5ys...
3 v ) comment Command has long content
31 @ command s1 # This Pyvthon scriot demonstrate
4 v ) comment # This Python script demonstrates how to generate a list of prime numbers within a given range
aa @ command 1
142 . command <1 # Define the range of numbers to check for primality
43 @ command sl e
5 @ Close 51 end = 100

# Initialize an empty list to store prime numbers
prime_numbers = []

# Loop through each number in the specified range

Step P rti
v >tep Froperties for num in range(start, end + 1):

General General # 5kip numbers less than 2, since 1 is not a prime number
> Timing if num < 2:
continue

D tati o - .
ceumentation # Assume the number is prime until proven otherwise

» Other Post-processing is_prime = True

Events
Response Filters # Check divisibility by all numbers from 2 to num-1
» Emulation for i in range(2, num):
if num %i==0:
Ad d Thread na
vane e # If divisible, it's not a prime number
Actig is_prime = False

break # No need to check further |

General | !/ Steps| Requirements | Global Events

Edit
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e You may also edit the contents of a multi-line code directly from the Steps > Description
column of the TestCase editor. Right-click a cell (options: skip it, wrap it inside a loop or a
comment, apply an analysis rule, edit a command, and so on), and select Edit Command.

The Edit Command dialog displays. Modify the step as required. See <doclink>“Edit
Command Dialog” on page 5 below.

 Steps
Action Session Description
v ik procedure main
1 A open s1 project:/my_project/session_profiles/python.ffsp
2 ~ ) comment Print python version
2,1| p_,.' command =1 import sys...
3 v (D comment Command has long content
31 @ command 51 # This Python script demonstrates how to generate a list of prime numbers within a given range....
4 v ) comment Print a list of the first 10 numbers [ 3
nse
b4 @ command 51 max=10
Dap @, command <1 list=[] Insert Procedure Call >
43 @, command s foriin range (1, max+1}:... Move Selected ltems Up Ctrl+t
5 @ close s1 Move Selected Items Down Ctrl+ !
Sert Procedures By Name
é@ Decrease Indent Ctrl+—
Increase Indent Ctrl+—
3 Delete Selected Items Ctrl+Delete
/ Edit Command
Edit Analysis Rule...
of Cut Ctrl+X
Copy Ctrl+C
[} Paste Crl+V
Select All Ctrl+ A
Wrap In >
Open Response Map
{= Skip/Unskip
Toggle Breakpoint Ctrl+Shift+B
Reset Advanced Properties
Emulation »
Expand >
Collapse >
"'E Open Recent Test Reports >
[ Show Properties View N

www.spirent.com
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Edit Command Dialog

The Edit Command Dialog displays when you:

o Click Edit on the popup displayed (when hovering over a multi-line command step)
or

o Right-click on the command step and select Edit Command option.
Edit and format code as required (single-line code and multi-lines code). The Edit Command

dialog automatically resizes depending on the number of code lines. A horizontal and/or a
vertical scroll bar appears as required.

Click OK to save your changes or Cancel to discard the changes.

+ Edit Command O >

Command: F*This Python script demonstrates how to generate a list of prime numbers within a given 1

@

# Define the range of numbers to check for primality
ctart = 1
end = 100

# |nitialize an ermnpty list to store prime numbers
prime_numbers = []

% Loop through each number in the specified range
for num in range(start, end + 1):
# Skip numbers less than 2, since 1 is not a prime number
if num < 2:
continue
# Assumne the number is prime until proven otherwise
is_prime = True

# Check divisibility by all nurnbers frem 2 to num-1
foriin range(2, num):
if num %ai== 0
#[f divisible, it's not a prime number
is_prime = False
break # Mo need to check further

Z If the number is still rarked as prime, add it to the list
if is_prirne:
prime_numbers.append{num)

# Display the result
print("Prirne numbers from 1 to 100 are:")

www.spirent.com December 2025 1
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Cut/Copy/Paste

If you select a combination of steps and procedures, then only the selected procedures are
Cut/Copied/Pasted.

If you select only steps or only procedures, then you can Cut/Copy/Paste them anywhere.
Steps are inserted after the last selected step.

The steps from a copied procedure are added at end of list of steps.

Interactive REST Session Enhancements

e Utilize parameters during an interactive REST session.
o Less post-capture editing of test cases to include runtime parameters, faster test case
development.

Rest Sessions

Additional Tasks on Response and Request tabs

iTest allows you to perform additional tasks on the Response and Request tabs:

Response tab

These actions are available on the right-click menu: Find, Select all, Copy, Cut, Paste, Save
as a variable.

e Find: Allows you to quickly find the required content within the response.

e The Save as variable option is not available when the response displayed is from a
Request History operation.

The Save as variable option is available when the response displayed is from an interactive
REST session. You may select a string, number, or boolean value from a name/value pair in
the response, right-click and Copy or Save as variable

Response ] HTTP Response Headers |
Textual representation: DRanMLresponse include HTTP response headers [Jinclude HTTP status line [ Include Null values JSOMN  ~

~
"slideshow™: {

“author™: "Yours Truly"”,

“date": “"date of publication”,

“slides": [

"title": "Wake up to vJDr'IdEr‘NidEtS

"type™: “all”
¥
{

Cut
Copy

"items": [ Paste
"Why <em>WonderWidgets</em> are Select All
"Who <em:buys</em> WonderWidgets

]

Save as variable

s
itle": "Overview"”, )
Find

"type”: "all”
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When you click Save as variable, iTest allows you to capture an analysis rule and name the

variable. See “Analysis Rule Wizard: Extract page” on page 934 (Chapter , “Analysis Rules:
Validating Responses”).

o Store As Variable Wizard

Extract
Specify how to extract the data

Extractor

() Query on the response

Select the text that must appear

(®) Regular expression applied to the text of the response (generated)

() XPath query applied to the response

"type": "all

»

1

"items™: [

4

"type": "all”

1

"title™: "[Ei0: to WonderWidgets!™,

L SRR F e e LY

3
"title™: "Overview",

Customize the Regex if needed and then click Next.

Regex | Mg+ ([M0-9\rn]+ \s+to WonderWidgets!",§

@ < Back

When you close the REST session, and save your capture as a test case, the history
operation (GET/POST/PUT...), GET in the example below, would appear as a step and

would include an analysis rule related to the variable set.

- Steps
Action
1 & open
2 & GET
3 49 POST
4 & POST
5 49 POST
6 ~ & GET
v  analyze
regex
2 store
T 2 close
v Processor Properties

Session

t1
t1
t1
1
t1
11

t1

Description
project://my_project/session_profiles/REST.ffsp
Ttest=get¥20machine®e20timestamp
json
http://bin.org/json
http://httpbin.org/json
http://Mttpbin.org/json
regex name: (\5+), store varl;
name: (\S+)
varl;

General Steps Requirements Global Events Global Rules Parameters| Custom types | Reference Files

www.spirent.com
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Request tab

On the Request tab (URL, Body, URL Parameters, Authentication, and HTTP Headers tabs)
you may perform these actions: Select all, Copy, Cut, Paste, Insert, which has two options:
Variable and Parameter. REST session evaluates Python/TCL expressions profile() and

param() command in all fields.

Variable: The Variable option is not available when no variable has been stored and also when
the displayed request method is from a Request History operation. The Insert > Variable
option is available when a variable exists in the session memory.

Right-Click, then click Insert > Variable, the list of variables stored during the interactive REST
session displays for your selection in the Select a variable dialog.

Request |

0oy

Method:  POST ~ URL:  https://vel

.itest-dev.lwd.spirenteng.com,

Clear Request

URL | Body | URL Parameters | Authentication

HTTP Headers

Preview

O raw O binary O form-data

{"name™:"+~~+ "_"'-"’“‘
Cut
Copy
Paste
Select All

< Undo

Redo

Insert > Variable..

Parameter...

w Select a variable

Variable Name Current Value
wvarl DEVICE
vard CREATED

Field replacement (Python):  [varl]

@

Insert

Cancel

www.spirent.com
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Select a required variable and click Insert (you may click Undo and then Redo, if required).

iTest inserts variable in the selected location depending on the workspace interpreter: for
Tcl as [get var] and Python as [var]. If no variables have been stored, the Insert > Variable

option is not available for selection.

https://[vari].itest-de’l.spirenteng.com/

Request |

ovy |
Method:  GET ~ | URL: https://[varl].itest- spirenteng.com/ Clear Request
URL | Body | URL Parameters | Authentication | HTTP Headers | Preview
Protocol: | https - |—T
Haost: |[ur1quote(l.rar1]].itest--' " spirenteng.com |j
Port: | |J
Path: | |-T
Fragment: | |'T

www.spirent.com December 2025
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When you select an item in the Request History tab, all input fields (Method, URL, Parameters,
Authentication, Headers, Preview, and Response tabs) will be replaced with the historic values,

which you may re-submit by clicking Submit.

If any of the input fields use [get var] or [var] syntax, iTest replaces the variables at runtime
(when you Submit the request). If the variable used does not exist in the current session's

memory, an error message displays indicating that the variable(s) does not exist.

Parameter: Click Insert > Parameter to display the Insert Parameter dialog with options to
select Global Parameters and Session parameters. If Global Parameter file is defined, the

Insert Parameter dialog by default selects the Global Parameter option and lists the

parameters in the file. If no Global Parameter file is defined, the Insert Parameter dialog grays

this option and selects the Session option by default.

https:/ /.itest- .spirenteng.com/ inventory/v20/template
’thuoﬂ‘f
| e
Meathod:  POST B URL: hitps:/fitest- l.spirenteng.com/velocity/apifinventory/v20/ter ' Clear Request

URL | Body | URLParameters | Authentication = HTTP Headers | Preview |

Protocol:  hitps vt

Host: ! of Cut g.com 2

Port: B Copy 2

Path: \ [ Paste 20/template 3

Fragment: 2
Select All

o ® Insert Parameter

P Parameter source:
© Global Parlwnant
Saession

w param_file
host
port
path
filter
header
header2
name

Parameter name:

Field replacement:  [param('parameter_name')]

@ Cancal

www.spirent.com
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Select the required parameter from the displayed list and click Insert (you may click Undo and
then Redo, if required). iTest inserts parameter in the selected location depending on the
workspace interpreter: for example, Tcl as [param Host] and Python as [param('Host')].

https://[quote(param('Host"))]vel-¢ .itest- .spirenteng.com:[quote(g (‘port))1/Iq (‘path"))]?[quote(param(‘'Host'))]=%3Cvalue%3E
Request Request History | Collections|

oy O type filter text here...

Method: POST ~ URL| https://[quote(param('Host'))]vel-c  .itest: spirenteng.com:[quote(param('port]))/|  Clear Request Session ID Method URL

URL | Body | URL Parameters | Authentication | HTTP Headers | Preview | > = Today 2 Sessions

Protocol: | hitps v

Host: spirenteng.com

L L L L G

Path: [param('path’]]

Fragment:

If any of the input fields use [param Host] or [param('Host')] syntax, iTest replaces the
parameters at runtime (when you Submit the request). If the parameter used does not satisfy

the value required in the field, an error message displays.

Note: Ensure that you use escape sequences entered in square braces [] if you do not
wish to perform substitution. Invalid sequences (that are not expressions) in square

braces will produce an error.

Updated SNMP Authentication Cyphers

o Adding SHA-256, SHA-384, SHA-512, SHA-224 encryption cyphers to the SNMP session
o Added security strength to authentication for SNMP automation, better parity of modern

network devices using modern cyphers

SNMP Sessions
SNMP MIB Browser > Authentication (SNMPv3 only)
Note: These settings apply only for SNMPvV3.

Settings Description

Specify a context name (per RFC 2275) for the SNMPv3 request.

V3 Context .
Default: <empty string>

www.spirent.com December 2025 17
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Settings Description

Security level

Specify the security level.

Default: No authentication, no privacy
Options:

» No authentication, no privacy

» Authentication, no Privacy

* Authentication, privacy

Authentication
algorithm

Specify the authentication algorithm.

Availability and default selection depends on the Security Level option

selected.

 If No authentication, no privacy is selected, the Authentication Algorithm
options are grayed.

« If Authentication, no Privacy or Authentication, privacy is selected,
these Authentication Algorithm options are available.
MD5, SHA, SHA-224, SHA-226, SHA-384, SHA-512

Default: MDS5S

Note The Authentication password is specified on the SNMP MIB
Browser page.

Privacy

Privacy options are available only when Security Level option
Authentication, privacy is selected.

Specify the privacy password.
Default: [none]
Mask Content: Selected by default.

Specify the encryption standard.
Default: DES
Options: DES, AES-128, AES-192, AES-256

Privileges for SNMP traps

Executing the SNMP daemon on certain operating systems like Linux requires root privileges.
Typically, however, you execute iTest as a regular user. As a result, you may not have
privileges to listen to the default SNMP trap port 162. In this case, set a different trap port to
listen on in either the SNMP session profile or in the iTest SNMP preferences settings. You
must configure your SNMP agent to send traps on the new port.

www.spirent.com
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To configure the ports to monitor for traps

The Trap Configuration section of the page lists the ports that iTest is currently monitoring for

traps. iTest listens for the listed traps regardless whether or not a iTest session is running. You

can add, edit, or remove configuration settings. By default, iTest listens on port 162 for non-V3

traps.

To add a port to listen on, click New and specify the following settings on the Configure SNMP

Trap dialog box:

Settings Description

Port

Specify the port to listen on for traps.

V3 Trap

Check the box if the SNMP protocol version of the agent is
V3

Default: unchecked

Note The remaining properties apply only for SNMP V3

Engine ID

Specify the snmpEnginelD.

User name

Specify the user name.

Security level

Specify the security level.
Default: No authentication, no privacy

Authentication
algorithm

Note This property applies only if you specify a Security
Level of Authentication, no privacy or
Authentication, privacy

Authentication Algorithm options are:
MD5, SHA, SHA-224, SHA-226, SHA-384, SHA-512
Default: MD5
Note The Authentication password is specified on the
SNMP MIB Browser page.
» Specify the authentication password.
» Specify the authentication algorithm.

www.spirent.com
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Settings Description

Privacy

Note This property applies only if you specify a Security
Level of Authentication, privacy
Specify the privacy password.

Specify the encryption standard.
Default: DES

To configure general behavior for SNMP traps

The following settings control iTest behavior when traps are received:

Settings Description

Open SNMP Traps
console when a
trap is received

Open the SNMP Traps console in iTest when a trap is
received.

Default: unchecked

Open SNMP Traps
view when a trap
is received

Open the SNMP Traps view in iTest when a trap is received.
Default: unchecked

Maximum number
of traps on each
port

Specify the maximum number of traps (for each port) to list
in the SNMP Traps view. When the number of traps reaches
the limit, then the oldest trap messages are deleted.

Default: 100

www.spirent.com
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Installation Instructions and Documentation

To access the latest Velocity Portfolio documentation, follow these steps:

1. Log into the Spirent Customer Service Center website (http./support.spirent.com)
using the email address and password assigned to you by Spirent.

2. Select your product from the Product drop-down menu. This displays the product

page.

3. Click on the Documentation link in the Related Content section. This displays the
documentation hub page for your selected product.

4. Click on the document links to access the desired PDFs.

Documentation

Click the link below to access the Velocity Documentation Hub page and scroll down to locate

the desired document.

Velocity iTest User Guide

Velocity iTest Installation
Guide

Velocity iTest System
Release Summary

https://support.spirent.com/csc30/s/article/Velocity-Doc-Hub

Custom Sessions

Velocity Portfolio Licenser
Server Installation Guide

www.spirent.com
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How to Contact Us

To obtain technical support for any Spirent Communications product, please contact our
Support Services department using any of the following methods:

Americas

E-mail: support@spirent.com

Web: http://support.spirent.com

Toll Free: +1 800-SPIRENT (+1 800-774-7368) (North America)
Europe, Africa, Middle East

E-mail: support@spirent.com

Web: http://support.spirent.com

EMEA Phone: +33 (1) 6137 2270

Asia Pacific East

E-mail: support@spirent.com

Web: http://support.spirent.com

In China Mainland Phone: +86 (400) 810-9529 (toll-free)
Out of China Mainland Phone: +86 (10) 8233 0033
Asia Pacific South

E-mail: support@spirent.com

Web: http://support.spirent.com

India, South East Asia, Australia, and New Zealand Phone: +91 800-419-2111
+91 (80) 67023400

The Spirent Knowledge Base (http://support.spirent.com) is designed to serve your technical
information needs. The Knowledge Base gives you access to tens of thousands of documents
that help answer your network analysis and measurement questions. New content is added
daily by Spirent’s communications and networking experts. Sign in with your user ID and
password to gain access to additional content that is available only to customers — user
manuals, Help files, release notes, Tech Bulletins, and more. When you sign in, you can also
use the Knowledge Base to download software and firmware, and to manage your SRs.

Information about Spirent Communications and its products and services can be found on the
main company website at http://www.spirent.com.

Company Address

Spirent Communications, Inc.
Bell Works

101 Crawfords Corner Road,
Suite 4-216

Holmdel, NJ 07733

USA
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